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Preface 

It has long been recognized that there are fascinating connections between cod
ing theory, cryptology, and combinatorics. Therefore it seemed desirable to us to 
organize a conference that brings together experts from these three areas for a 
fruitful exchange of ideas. We decided on a venue in the Huang Shan (Yellow 
Mountain) region, one of the most scenic areas of China, so as to provide the 
additional inducement of an attractive location. The conference was planned for 
June 2003 with the official title Workshop on Coding, Cryptography and Combi
natorics (CCC 2003). Those who are familiar with events in East Asia in the first 
half of 2003 can guess what happened in the end, namely the conference had to 
be cancelled in the interest of the health of the participants. The SARS epidemic 
posed too serious a threat. 

At the time of the cancellation, the organization of the conference was at 
an advanced stage: all invited speakers had been selected and all abstracts of 
contributed talks had been screened by the program committee. Thus, it was de
cided to call on all invited speakers and presenters of accepted contributed talks 
to submit their manuscripts for publication in the present volume. Altogether, 39 
submissions were received and subjected to another round of refereeing. After care
ful scrutiny, 28 papers were accepted for publication. The selected papers cover a 
wide range of topics from coding theory, cryptology, and combinatorics and they 
contain significant advances in these areas as well as very useful surveys. 

We extend our cordial thanks to the international program committee con
sisting of A.R. Calderbank (USA), C. Carlet (France), C.S. Ding (Hong Kong), 
K.Q. Feng (China, co-chair), T. Helleseth (Norway), H. Imai (Japan), D. Jung
nickel (Germany), A. Klapper (USA), P.V. Kumar (USA), S. Ling (Singapore), 
S.L. Ma (Singapore), J.L. Massey (Denmark/Sweden), H. Niederreiter (Singapore, 
co-chair), T. Okamoto (Japan), D.Y. Pei (China), J.Y. Shao (China), Z.X. Wan 
(China), and G.Z. Xiao (China). We are grateful to all referees of the manuscripts 
for their conscientious work and their valuable advice. We acknowledge with grati
tude the organizational and financial support that was provided by the University 
of Science and Technology of China in Hefei and the National Science Foundation 
of China. Special thanks go to Shoulun Long of USTC in Hefei. 



viii Preface 

Finally, we express our thanks to Birkhauser Verlag, and especially to Dr. 
Thomas Hempfling, for agreeing to publish this volume and for the advice and 
help we have received. 

January 2004 Keqin Feng 
Harald Niederreiter 
Chaoping Xing 
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On the Secondary Constructions 
of Resilient and Bent Functions 

Claude Carlet 

Abstract. We first give a survey of the known secondary constructions of 
Boolean functions, permitting to obtain resilient functions achieving the best 
possible trade-offs between resiliency order, algebraic degree and nonlinear
ity (that is, achieving Siegenthaler's bound and Sarkar et al.'s bound). We 
introduce then, and we study, a general secondary construction of Boolean 
functions. This construction includes as particular cases the known secondary 
constructions previously recalled. We apply this construction to design more 
numerous functions achieving optimum trade-offs between the three charac
teristics (and additionally having no linear structure). We conclude the paper 
by indicating generalizations of our construction to Boolean and vectorial 
functions, and by relating it to a known secondary construction of bent func
tions. 

Keywords. Stream ciphers, Boolean function, correlation immunity, resiliency, 
nonlinearity, algebraic degree. 

1. Introduction 

Boolean functions are extensively used in stream cipher systems. Important nec
essary properties of Boolean functions used in these systems are balancedness, 
high-order correlation immunity, high algebraic degree and high nonlinearity. An 
n-variable Boolean function f : R; 1-+ F2 is called balanced if its output is uni
formly distributed over {O, I}. It is called mth order correlation immune if the 
distribution probability of its output is unaltered when any m of its input bits 
are kept constant. A balanced mth order correlation immune function is called 
m-resilient. The algebraic degree of an n-variable Boolean function equals the de
gree of its algebraic normal form (see Section 2), and its nonlinearity equals its 
Hamming distance to the set of all n-variable affine functions. 

Bounds exist, showing the limits inside which lie necessarily these character
istics for all Boolean functions: 

- Siegenthaler showed in [29J that any n-variable mth order correlation immune 
function (0 :S m < n) has algebraic degree smaller than or equal to n - m, and 
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that any n-variable m-resilient function (0::; m < n) has algebraic degree smaller 
than or equal to n - m - 1 if m < n - 1 and equal to 1 if m = n - 1. 

- Sarkar and Maitra showed in [28] a divisibility bound on the Walsh transform 
values of an n-variable, mth order correlation immune (resp. m-resilient) function, 
with m ::; n - 2: these values are divisible by 2m+ 1 (resp. by 2m+2). This provided 
a nontrivial upper bound on the nonlinearity of resilient functions (and also of cor
relation immune functions, but non-balanced functions present less cryptographic 
interest), independently obtained by Tarannikov [31] and by Zheng and Zhang 
[35]: the nonlinearity of any n-variable, m-resilient function is upper bounded by 
2n - 1 - 2m + 1 . Tarannikov showed that resilient functions achieving this bound 
must have degree n - m - 1 (that is, achieve Siegenthaler's bound); thus, they 
achieve best possible trade-offs between resiliency order, degree and nonlinear
ity. Moreover, they must be plateaued (see Section 2), which gives them a better 
chance of resisting the attack of Leveiller et al. [17]. For m ::; ~ - 2, the upper 
bound 2n - 1 - 2m +1 on the nonlinearity of m-resilient functions cannot be tight, 
since we know that the nonlinearity of any balanced n-variable function is strictly 
upper bounded by 2n - 1 - 2~-1. But thanks to the divisibility property due to 
Sarkar and Maitra, there exists then a better upper bound: if n is even and if 
m ::; ~ - 2, then the nonlinearity of any m-resilient function is upper bounded 
by 2n- 1 - 2~-1 - 2m+l. If n is odd, the bound is more complex (see [28]), but 
a potentially better upper bound can be given, whatever is the evenness of n: 

Sarkar-Maitra's divisibility bound shows that f(a) = <p(a) . 2m +2 where <p(a) is 

integer-valued. But Parseval's relation 2:aEF2' f2(a) = 22n and the fact that f(a) 
is null for every word a of weight::; m implies 

and thus 

Thus we have 

L <p2(a) = 22n-2m-4 
a; wH(a»m 

22n-2m-4 
max 1<p(a)1 ~ 
aEF2' 

max 1<p(a)1 > r 2n- m- 2 1 
aEF2' - J2n - 2:::0 (7) 

(where I A l denotes the smallest integer greater than or equal to A) and this implies 
that the nonlinearity of f is upper bounded by 

We shall call Sarkar et al. 's bound the collection of all these upper bounds on the 
nonlinearities of m-resilient functions. 
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More recently, it has been shown in [5] that the Walsh transform values of 
n-variable, m-resilient, degree d functions are divisible by 2m +2+L n-;-2 J. This 
provided more precise upper bounds on the nonlinearities of resilient functions 
(see also a further improvement in [8]). 

Constructions of Boolean functions possessing a good combination of all char
acteristics have been proposed in [6, 7, 19,20,24,27,28,31,32]. But the knowledge 
in this matter is still insufficient. For given n - and even for low values of n - we 
know very few (if any) n-variable Boolean functions achieving Siegenthaler's and 
Sarkar et al. 's bounds. Knowing numerous such functions gives more chances to 
find, among them, functions satisfying additional constraints needed for applica
tions. Obviously, the known "good" Boolean functions on n variables will always 
be an insignificant proportion of the total number of functions; but the number 
of n-variable Boolean functions being huge, the number of known good functions 
can however become sufficiently large for a better use in applications. 

Functions achieving good characteristics can be obtained by using two kinds 
of constructions: the primary ones [1, 4, 6, 7], which directly give functions whose 
characteristics can be calculated (or at least can be lower bounded); and the sec
ondary constructions [19, 20, 24, 27, 28, 31, 32] which build n-variable resilient 
functions from n'-variable ones (with n' < n in general). The primary constructions 
could seem preferable, since they lead to potentially more numerous functions. Un
fortunately, the known primary constructions do not permit (except in extreme 
cases, which do not present a real cryptographic interest, see [6]), to build, alone, 
resilient functions in any numbers of variables, achieving Siegenthaler's and Sarkar 
et al.'s bounds. They have been used, however, to design optimum functions in 
small numbers of variables, and they could also be modified (see, e.g., [27, 28]) 
to lead to functions in larger numbers of variables, achieving good characteristics. 
But this often needed computer help and it is hardly generalizable. Fortunately, 
secondary constructions have been used successfully to design optimum functions. 
Elementary constructions have been combined into a nice construction, introduced 
by Tarannikov [31] and later studied and slightly modified by Pasalic, Maitra, 
Johansson and Sarkar [24], which permits to build an infinite sequence of such 
functions, cf. [31, 24, 19, 28, 32]. 

As we wrote above, these constructions lead, for given n, to very few n
variable functions achieving the bounds. In order to produce, for every n, more 
numerous such n-variable functions, we have either to find better primary con
structions (and this is an open problem), or to find more functions obtained from 
secondary constructions. The aim of the present paper is to give a general sec
ondary construction, including as particular cases the constructions cited above, 
and leading to many more functions achieving the bounds. 

The paper is organized as follows. In Section 2, we recall the necessary back
ground on Boolean functions. In Sections 3 and 4, we give a survey of the known 
elementary constructions, including the efficient combination of elementary con
structions introduced by Tarannikov and modified by Pasalic et al. (we call it 
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Tarannikovet al.'s construction). In Section 5, we give a generalization of Taran
nikovet al. 's construction, which gives an explanation why this construction works 
so well; our generalized construction is simpler to understand, thanks to a nice 
symmetry property, and leads to a multiple branching infinite tree of functions, 
whereas Tarannikov et al. 's construction leads only to an infinite sequence. As 
Tarannikov et al. 's construction, our general construction uses pairs of functions 
achieving Siegenthaler's and Sarkar et al. 's bounds, and whose Walsh spectra are 
disjoint. In Section 6, we study in detail the problem of generating such pairs. We 
give a complete description of these pairs for high resiliency orders (m 2: n - 3). 
For the remaining resiliency orders, we give, for every d, examples of such pairs of 
degree d, for all but finitely many cases. In Section 7, we indicate generalizations 
of our construction to Boolean and vectorial functions. In Section 8, we study how 
our construction permits to design bent functions, and we relate it to a previous 
construction of bent functions. 

2. Preliminaries 

In this section we introduce a few basic concepts and results. By F2 we denote the 
finite field GF(2). The (Hamming) distance d(f,g) between two Boolean functions 
f and 9 on F:; (two n-variable Boolean functions) equals the size of the set {x E 
F2/ f(x) -I- g(x)}. The (Hamming) weight of f is its distance to the null function, 
that is the size of its support {x E F:;; f (x) = I}. It is denoted by wt(f). 
An n-variable Boolean function f is balanced if wt(f) = 2n - 1 . The function f 
can be represented uniquely by a multivariate polynomial over F2 of the form 
f(x) = I:I~{l, ... ,n} aI (fliEI Xi), called its algebraic normal form. The degree 
of this polynomial is called the algebraic degree or simply degree of f, and it 
is denoted by dO f. The degree of any cryptographic function must be high (see 
[2, 14, 15, 16, 34]). 

The functions of degrees at most one are called affine functions. The set of 
all n-variable affine functions is denoted by A(n). Affine functions have constant 
derivatives Daf(x) = f(x) + f(x + a). On the contrary, cryptographic functions 
have preferably no constant derivative Daf (a -I- 0), that is no nonzero linear 
structure. This is a strong requirement in block ciphers (see [13]); in the case of 
stream ciphers, the existence of nonzero linear structures for a combining function 
or a filtering one, in pseudorandom generators, is a potential weakness (even if no 
attack using it has been found so far) that can preferably be avoided. 

The nonlinearity Nt of an n-variable function f is defined as 

Nt = min (d(f,g)), 
9EA(n) 

i.e., Nt is the distance between f and the set of all n-variable affine functions. 
It must be high (cf. [2, 21, 34]). An important tool for the analysis of Boolean 
functions is the Walsh transform, which we define next. The Walsh transform of 
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an n-variable function f(Xl, ... , xn) is the real-valued function over Fr whose 
value at every a E Fr is defined as 

f(a) = 1: (_l)f(x)+a.x, 

xEF2n 

where a· x = alxl + ... + anXn is the usual inner product in Fr. We have 

Nf = 2n - 1 - ~ max If(a)l· 
2 aEF; 

(2.1) 

The nonlinearity of any Boolean function is upper bounded by 2n - 1 - 2~-1 (we 
shall call this bound the universal bound), due to Parseval's relation l:aEFn £2 (a) = 

2 

22n. An n-variable function f is called bent if it achieves nonlinearity 2n - 1 - 2~-1 
(this is possible only if n is even), which is equivalent to the fact that £(u) = ±2~ 
for all u E Fr. These functions (whose degrees can be at most equal to ~, see 
[25]) present the best possible theoretical resistance to linear attacks, and in the 
same time to differential attacks, since a Boolean function f is bent if and only 
if (see [25]) all of its derivatives Daf(x), a E Fr* are balanced (we say that f 
satisfies then the propagation criterion of degree n, PC(n); more generally, f sat
isfies PC(£) for some integer £ if Daf is balanced for every nonzero vector a of 
Hamming weight at most £). But bent functions are never balanced, which makes 
them inappropriate for a cryptographic use. The class of bent functions is included 
in the class of plateaued functions, whose Walsh transform values all belong to a 
set of the form {O, .x, -.x} for some positive value of .x, called the amplitude of the 
function. 

Correlation immune functions were introduced by Siegenthaler [29, 30], to with
stand a class of divide-and-conquer attacks on certain models of stream ciphers: 
we recall that a function f(Xl,··· ,xn) is mth order correlation immune if the dis
tribution probability of its output is unaltered when any m of its inputs are kept 
constant. Xiao and Massey [33] provided a spectral characterization of correlation 
immune functions. A function f is mth order correlation immune if and only if its 
Walsh transform £ satisfies: £(u) = 0, for 1 :::; wt(u) :::; m, where wt(u) denotes the 
Hamming weight of u. Notice that the two constant Boolean functions are mth 
order correlation immune, but they do not present interest from cryptographic 
point of view. Function f is balanced if and only if £(0) = o. A balanced mth 
order correlation immune function is called m-resilient. The nonlinearity bounds 
recalled in the introduction are direct consequences of Relation (2.1), of Sarkar's 
and Maitra's divisibility bound and of the universal bound. The fact that any 
m-resilient function with nonlinearity 2n - 1 - 2m +1 has degree n - m - 1 can be 
deduced from the improved divisibility bound given in [5]; any such function must 
also be plateaued because £(a) being divisible by 2m +2 and having magnitude up
per bounded by this same number, according to Relation (2.1), it must equal 0 or 
±2m +2 . 
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By an (n, m, d, N) function we mean an n-variable, m-resilient function hav
ing degree d and nonlinearity N. In the above notation, we may replace some 
component by - if we do not want to specify it. 

3. The Known Elementary Constructions 

In this section, we gather the known results on secondary constructions, which 
have appeared in scattered ways in the literature. 

3.1. Direct Sums of Functions 

3.1.1. Adding a variable. Let f be an r-variable t-resilient function. The Boolean 
function on F;+ 1: 

h(X1, ... , Xn Xr+1) = f(X1, ... , Xr) + Xr+1 

(the addition being obviously computed in F2 ) is (t + l)-resilient [29]. If f is an 
(r,t,r - t - 1,2r- 1 - 2t+1) function, then h is an (r + 1,t + 1,r - t - 1,2r-
2t+2) function, and thus achieves Siegenthaler's and Sarkar et al.'s bounds. This 
construction does not permit to increase the degree. Also, h has the linear structure 
(0, ... ,0,1). 

3.1.2. Generalization. If f is an r-variable t-resilient function and if 9 is an s
variable m-resilient function, then the function: 

h(X1, . .. ,Xn Xr+1, ... ,xr+s ) = f(X1' ... ,xr) + g(Xr+1, ... ,xr+s ) 

is (t + m + l)-resilient. This construction has been first introduced by Rothaus 
in [25], for generating bent functions. The resiliency property of h comes from 
the easily provable relation h(a, b) = f(a) x g(b), Va E Fr, bE Fr We have also 
dO h = max(dO f, dO g) and, thanks to Relation (2.1), Nh = 2r+s - 1-1 (2r -2Nj )(28 -

2Ng ) = 2r Ng + 28 Nj - 2NjNg . Such function does not give full satisfaction (J. 
Dillon already explained in [12] that such decomposable functions have weaknesses). 
For instance, h has low degree, in general. And if Nj = 2r- 1 - 2t+l and N g = 
2s - 1 - 2m +1, then Nh = 2r+s - 1 - 2t+m +3 and h does not achieve Sarkar's and 
Maitra's bound (note that this is not in contradiction with the properties of the 
construction recalled at Subsection 3.1.1, since the function g(Xr+1) = Xr+1 is 
O-resilient, that is, balanced, but has nonlinearity greater than 2° - 21). 

Function h has no nonzero linear structure if and only if f and 9 both have 
no nonzero linear structure. 

3.2. Siegenthaler's Construction 

Let f and 9 be two Boolean functions on Fr. Consider the function 

h(X1' ... ,Xr , Xr+d = (Xr+1 + 1)f(X1, ... ,Xr) + Xr+1g(X1,· .. ,Xr ) 

on F;+l. Note that the truth-table of h can be obtained by concatenating the 
truth-tables of f and g. We have: 

h(a1, ... , ar, ar+d = f(a1, ... , ar) + (_l)a r +! g(a1, ... , ar). 
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Thus: 

1. If I and 9 are m-resilient, then h is m-resilient [29] (since the vector (ab .. ·,ar) 
has Hamming weight smaller than or equal to the vector (ab"" ar+l)); 
moreover, if for every a E Ff of Hamming weight wt(a) = m + 1, we have 
f( a) + g( a) = 0, then h is (m + 1 )-resilient. Note that the construction recalled 
at Subsection 3.1.1 corresponds to 9 = I + 1 and satisfies this condition. 
Another possible choice of a function 9 satisfying this condition is g(x) = 
I(XI + 1, ... , Xr + 1) + f, where f = m mod 2 (it was first pointed out in 
[1]), since g(a) = EXEF;(-l)f(x)+f+(X+(l, ... ,l)).a = (_l)f+wt(a)f(a). It leads 

to a function h having also a nonzero linear structure (namely, the all-one 
vector); 

2. The number maxal, ... ,ar+lEF2Ih(al,'" ,ar,ar+dl is clearly upper bounded 

by maxa1 , ... ,arEF2 Jf(al,"" ar)1 + m8.Xa1, ... ,arEF2Ig(al, ... , ar)l; this implies 
the inequality 2r+1 - 2Nh :::; 2r+l - 2Nf - 2Ng , that is Nh 2': Nf + Ng ; 

a. if I and 9 achieve nonlinearity 2r - l - 2m +l and if his (m + l)-resilient, 
then the nonlinearity 2r - 2m +2 of h is the best possible; 

b. if I and 9 are such that, for every word a, at least one of the numbers 
f( a), g( a) is null (in other words, if the supports of the Walsh transforms 
of I and 9 are disjoint), then the number 

max Ih(ab"" aT) ar+1)1 
al, ... ,a r +lE F2 

is equal to 

max( max Jf(al, ... ,ar)l; max Ig(ab ... ,ar)I). 
al, ... ,arEF2 al,···,ar EF2 

Hence, we have 2r+1-2Nh = 2r -2min(Nf' Ng ) and Nh equals therefore 
2r - 1 + min(Nf' Ng ); thus, if I and 9 achieve nonlinearity 2r- l - 2m+1 
then h achieves best possible nonlinearity 2r - 2m+1; 

3. If the monomials of highest degree in the algebraic normal forms of I and 9 
are not all the same, then dOh = l+max(dO I, dOg). Note that this condition is 
not satisfied in the two cases indicated above in 1, where h is (m+ l)-resilient. 

4. For every a = (al,"" ar) E Ff and every ar+1 E F2 , we have, denoting 
(Xb'" ,xr ) by x: 

D(a,ar+dh(x, Xr+l) 
= Dal(x) + ar+1(f + g)(x) + xr+lDa(f + g)(x) + ar+lDa(f + g)(x). 

If d°(f + g) 2': dO I and if there does not exist a :f:. 0 such that Dal and 
Dag are constant and equal to each other, then h admits no nonzero linear 
structure (this is in fact a particular case of Corollary 5.2 below). 

This construction permits to obtain: 
- from any two m-resilient functions I and 9 having disjoint Walsh spectra, 

achieving nonlinearity 2r- l - 2m +l and such that d°(f + g) = r - m - 1, an 
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m-resilient function h having degree r -m and having nonlinearity 2r - 2m+l, 
that is, achieving Siegenthaler's and Sarkar et al.'s bounds; note that this 
construction increases (by 1) the degree; 

- from any m-resilient function f achieving degree r - m - 1 and nonlinearity 
2r - l - 2m+l, a function h having resiliency order m + 1 and nonlinearity 
2r - 2m +2 , that is, achieving Siegenthaler's and Sarkar et al. 's bounds and 
having same degree as f (but having nonzero linear structures). 

So it permits, when combining these two methods, to keep best trade-offs between 
resiliency order, degree and nonlinearity, and to increase by 1 the degree and the 
resiliency order. 

3.3. Tarannikov's Elementary Construction 

Let f be any Boolean function on F2 r. Define the Boolean function h on F2 r+ 1 by 
h(Xl,' .. ,XT) Xr+d = Xr+l + f(Xl, ... , Xr-l, Xr + xr+d· For every (aI, ... ,ar+d E 

F~+l, if we denote (al,"" ar-l) by a and (Xl, ... , Xr-l) by X, then h(al,"" ar+d 
is equal to 

L (_1)a.x+ f(XI , .... xr)+a,.(Xr+Xr+,)+(ar+1 +l)Xr+1 = 

Xl, ... ,X r +lEF2 

L (_l)a.x+ j(XI, ... ,xr)+arx,.+(a,.+ar+1 +l)Xr+l; 

Xl,' . ,xr +lEF2 

it is null if ar+l = ar and it equals 2 f(a) if ar+l = ar + 1. Thus: 

1. Nh = 2 Nj; 
2. If f is t-resilient, then h is t-resilient (since the vector (aI, ... , ar) has Ham

ming weight smaller than or equal to the vector (aI, ... , ar+l)). If, addition
ally, f( aI, ... , ar-l, 1) is null for every vector (aI, ' .. , ar- d of weight at most 
t, then h is (t + I)-resilient (since the only case where h (aI, ... , ar+ 1) may be 
nonzero is when ar+l = ar + 1 = 0); note that, in such case, if f has nonlin
earity 2r - l - 2 t + l then the nonlinearity of h, which equals 2r - 2t+2 achieves 
then Sarkar et al.'s bound (and, hence, Siegenthaler's bound). The condi
tion that f( aI, ... , ar-l, 1) is null for every vector (a 1, ... , ar-l) of weight at 
most t is achieved if f does not actually depend on its last input bit; but the 
construction is then a particular case of the construction recalled at Subsec
tion 3.1.1. The condition is also achieved if f is obtained from two t-resilient 
functions, by using Siegenthaler's Construction (recalled at Subsection 3.2). 

3. dO h = dO f if dO f ~ 1. 
4. h has the nonzero linear structure (0, ... ,0,1,1). 

Tarannikov combined in [31] this construction with the constructions recalled at 
Subsections 3.1 and 3.2, to build a more complex secondary construction, which 
permits to increase in the same time the resiliency order and the degree of the func
tions and which leads to an infinite sequence of functions achieving Siegenthaler's 
and Sarkar et al. 's bounds. Increasing then, by using the construction recalled at 
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Subsection 3.1.1, the set of ordered pairs (n, m) for which such functions can be 
constructed, he deduced the existence of n-variable m-resilient functions achieving 
Siegenthaler's and Sarkar et al. 's bounds for any number of variables n and any 
resiliency order m such that m 2: 2n3-7 and m > ~ - 2. Pasalic et al. slightly 
modified this more complex Tarannikov's construction in [24], into a construction 
that we call Tarannikov et at. 's construction, which permitted, when iterating it 
together with the construction recalled at Subsection 3.1.1, to relax slightly the 
condition on minto m 2: 2n31O and m > ~ - 2 (the use of Construction 3.1.1 
gives then functions with nonzero linear structures). We describe precisely this 
construction at Section 4. 

3.4. Maiorana-McFarland's Construction 

We use, at Section 6, a primary construction of resilient functions called Maiorana
McFarland's construction, introduced in [1] (and later studied in [4, 6,10,11]): let 
m, 81 and 82 be positive integers such that 81 > m; let 9 be any Boolean function 
on F;2 and ¢ a mapping from F;2 to F;' such that every element in ¢(F;2) has 
Hamming weight strictly greater than m. Then the function: 

f</>,g(x, y) = X· ¢(y) + g(y), x E F;', y E F;2 

is m-resilient. Indeed, for every a E F;' and every b E F;2, we have 

4,;(a,b) = 28 , L (_l)g(y)+b y, 
yE</>-'(a) 

(3.1) 

(3.2) 

since every (affine) restriction of f to a coset of F;': x 1----7 f</>,g(x, y) + a· x + b· y 
either is constant or is balanced on F;', in which last case it contributes for 0 in 
the sum EXEF s , EFS2 (_l)f1>,g(x,y)+x.a+y.b. Note that if ¢ is injective, then f</> 9 

2'Y 2 ' 

has nonlinearity 28 , +82- 1 - 28 ,-1, and that two such functions corresponding to 
two mappings ¢1 and ¢2 such that ¢1(F;2) n ¢2(F;2) = 0 have disjoint Walsh 
supports. 

This construction of resilient Maiorana-McFarland's functions is an adap
tation of a construction of bent functions (see [12]): if n is even, if 7r is a per-

mutation of F:;/2 and if 9 is a Boolean function on F:;/2, then the function 

f(x, y) = X· 7r(y) + g(y), x, Y E F:;/2, is bent. 

4. Tarannikov et al. '8 Construction 

In this section, we consider the construction introduced in [31], and modified in 
[24]. We call it Tarannikov et at. 's construction. Let us first present it as this has 
been done in [24]. It uses two (n - 1, t, d - 1, 2n - 2 - 2t+l) functions hand h to 
design an (n + 3, t + 2, d + 1, 2n +2 - 2t+3 ) function h, assuming that h + h has also 
degree d-1 and that the supports of the Walsh transforms of hand h are disjoint. 
The two restrictions h1(Xl, ... , Xn+2) = h(Xl,"" Xn+2, 0) and h2(X1, ... , Xn+2) = 
h(X1,"" Xn+2, 1) have then also disjoint Walsh supports, and these two functions 
can then be used in the places of hand h (all these properties will be proved 
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again below). This permits to generate an infinite sequence of functions achieving 
Sarkar et al.'s and Siegenthaler's bounds. 

Remark 4.1. As observed in [19, 24], the assumption that the supports of the 
Walsh transforms of hand 12 are disjoint is equivalent to the assumption that 
the function (1 + xn)h + xnh has nonlinearity 2n - 1 - 2t+l (if they are not, then 
(1 + xn)h + xnh has nonlinearity 2n - 1 - 2t+2). 

Also, the assumption that h + 12 has degree d - 1 is equivalent to the as-
sumption that this same function (1 + xn)h + xnh has degree d. <> 

The function h is defined by the relations 

!(XI, ... , xn) = (1 + Xn)h(XI, ... , xn-d + xnh(xI, ... , xn-d, 

G(Xb . .. , Xn+2) = (1 + Xn+2 + xn+dh (Xl, ... , Xn-l) 

+ (Xn+2 + xn+dh(xI, ... , Xn-l) + Xn+2 + Xn 

and 

h(XI, ... , Xn+3) = (1 + x n+3)F(XI, ... , Xn+2) + Xn+3G(Xl, ... , Xn+2). 

If we translate this definition of h into a single formula, we obtain that 
h(XI, ... , Xn+3) equals: 

(g(xn, .. . , Xn+3) + 1) h(Xl, . .. , Xn-l) + g(xn, . .. , Xn+3) h(xl, ... , Xn-l) 

+ g'(xn , ... ,Xn+3), 

where the functions 9 and g' are defined by g(x) = XIX4 + X2X4 + X3X4 + Xl and 
g'(x) = XIX4 + X2X4 + X2 + X3. This can be checked by a direct calculation. It can 
also be deduced by considering the truth-table of h. By definition, this truth-table 
can obtained by concatenating the truth-tables of the functions 

h, 12, h, 12, h, 12, h, 12, h, h, 12, 12, 12, 12, h and h· 

This implies that the function h(Xl, ... , Xn+3) is equal to the function 

(g( Xn , ... , Xn+3) + 1) h (Xl, ... , Xn-l) 

+ g(Xn , ... , Xn+3) 12 (Xl , ... , Xn-l) + g'(xn , . .. , Xn+3), 

where the two 4-variable Boolean functions 9 and g' have truth-tables given in 
Table l. 

The ANF of 9 can easily be deduced from its truth-table and equals XIX4 + 
X2X4 + X3X4 + Xl; the ANF of g' equals XIX4 + X2X4 + X2 + X3. Thus we have 
h(XI, ... ,Xn+3) = (1 + XnXn+3 + Xn+lXn+3 + Xn+2Xn+3 + xn) h(XI, ... ,xn-d + 
(XnXn+3 + Xn+IXn+3 + Xn+2Xn+3 + xn) !2(XI, ... , xn-d + XnXn+3 + Xn+IXn+3 + 
Xn+l + Xn+2· 
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I Xl X2 X3 X4 I g(X) I g'(X) I 
0 0 0 0 0 0 
1 0 0 0 1 0 
0 1 0 0 0 1 
1 1 0 0 1 1 
0 0 1 0 0 1 
1 0 1 0 1 1 
0 1 1 0 0 0 
1 1 1 0 1 0 
0 0 0 1 0 0 
1 0 0 1 0 1 
0 1 0 1 1 0 
1 1 0 1 1 1 
0 0 1 1 1 1 
1 0 1 1 1 0 
0 1 1 1 0 1 
1 1 1 1 0 0 

TABLE 1 

In order to find an explanation of the nice properties of Tarannikov et al. 's 
construction, let us first calculate the Walsh transforms of g, g' and gil = 9 + g'. 
They are given in Table 2. 

We observe that 9 is balanced but that it is not I-resilient. On the contrary, 
we see that g' and gil are both I-resilient. Moreover, the supports of their Walsh 
transforms are disjoint and they achieve Siegenthaler's and Sarkar et al. 's bounds. 
We also observe that the functions It(x)1 and IgH(x) I are invariant under the 
mapping X 1--+ X + (0,0,0,1) (that is, they do not depend in fact on X4). 

Let us calculate the Walsh transform of h. To simplify the notation, we 
shall denote (Xl, ... ,xn-d by X and (xn, . .. ,Xn+3) by y. Thus we have h(x, y) = 
(g(y) + 1) JI(x) + g(y) h(x) + g'(y), X E F;-l, y E Ft. The Walsh transform of h 
equals: 

h(a, b) = L (_I)g'(y)+b. y ( L (_I)h(x)+a.x) 

YEFt / g(y}=O XEF;-l 

+ L (_l)g'(y}+boy ( L (_I)h(x)+a.x) 

yEFi/ g(y}=l XEF;-l 

= 4(a) (_l)g'(y}+boy + f.;(a) (_l)g'(y}+boy 

yEFt / g(y}=O YEFtl g(y}=l 
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0 0 0 0 0 0 0 
1 0 0 0 8 0 0 
0 1 0 0 0 0 0 
1 1 0 0 0 0 8 
0 0 1 0 0 0 0 
1 0 1 0 0 8 0 
0 1 1 0 8 8 0 
1 1 1 0 0 0 8 
0 0 0 1 0 0 0 
1 0 0 1 8 0 0 
0 1 0 1 0 0 0 
1 1 0 1 0 0 -8 
0 0 1 1 0 0 0 
1 0 1 1 0 -8 0 
0 1 1 1 -8 8 0 
1 1 1 1 0 0 8 

TABLE 2 

= 4(a) L (_l)gl(y)+boy (1 + (~1)g(Y»)+i;(a) L (_l)gl(y)+boy C -(~1)9(Y») 
~~ ~~ 

= ~4(a) [i'(b) + i"(b)] + ~i;(a) [i'(b) - i"(b)] . 

The functions g' and gil being I-resilient and the functions hand 12 being t
resilient, we can see that h is (t + 2)-resilient (indeed, if (a, b) E F;-l x Ft has 
weight at most t + 2 then either a has weight at most t or b has weight at most 1). 
The degree of h clearly equals d + 1 since h + 12 has degree d - 1 and since 9 has de-

gree 2, and we have max(a,b)EF;-lxFt Ih(a, b)1 = 4 (maxi E{1,2} maxaEF;-l It(a)I), 
since the supports of the Walsh transforms of g' and gil are disjoint, as well as 
those of hand 12, and since 1i'(b)1 and Ii"(b) I equal 0 or 8, for every b EFt. 
Notice that 9 does not playa direct role above (except for its degree): only g' 
and gil play roles. Moreover, if we denote g' and gil by gl and g2 (g becomes then 
gl + g2), a nice symmetry between (h,h) and (gl,g2) appears, and this leads to 
Theorem 5.1. This theorem and Proposition 5.1, by exhibiting a simple and more 
general framework for Tarannikov et al. 's construction, give an explanation of the 
nice properties of this construction. 
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5. A Generalization of Tarannikov et al. '8 Construction 

Theorem 5.1. Let r, s, t and m be positive integers such that t < r and m < s. Let 
II and 12 be two r-variable t-resilient functions. Let gl and g2 be two s-variable 
m-resilient functions. Then the function 

h(x,y) = II(x) + gl(y) + (II + h)(x) (gl + g2)(y), x E P;',y E F2 (5.1) 

is an (r + s)-variable (t + m + I)-resilient function. If II + 12 and gl + g2 are 
non-constant, then the algebraic degree of h equals max(dO II, dOg1 , dO (II + h) + 
dO(gl + g2)). The value of the Walsh transform of h at (a, b) E F2 x F~ equals 

h(a, b) = ~4(a) [ii(b) + g'2(b)] + ~£;(a) [ii(b) - g'2(b)]. (5.2) 

This implies 

Nh ~ _2r+s- 1 + 2S (Nfl + Nh) + 2r(N91 + N9J - (Nfl + Nh)(N91 + N 92 )· (5.3) 

Moreover, if the Walsh transforms of gl and g2 have disjoint supports, then, de
noting by f the function f(x, xr+d = (1 + Xr+l)II(X) + xr+lh(x), we have 

(5.4) 

If, additionally, the Walsh transforms of II and h have disjoint supports, then 

N . (2r+s - 2 2r- 1N + 2s- 1N N N ) h = . .mm + 9j Ii - J; 9j . 
',lE{I,2} 

(5.5) 

Proof, We have: 

h(a, b) = L (L (_I)fl(X)+a.x) (_1)91(y)+b. y 

yEF~ /91 +92(y)=O xEF; 

+ L (L (_I)h(x)+a.x) (_1)91(y)+b. y 

yEF~ /91 +92(y)=1 xEF; 

= 4(a) (_1)91(y)+b. y 

~ (1 + (-1)(91 +92)(Y)) 
= fl(a) L (_1)91(y)+b·y 2 

YEF~ 

~ (1 - (-1)(91 +92)(Y)) + f2(a) L (_1)91(y)+b. y 2 . 
yEF; 

We deduce h(a,b) = ~4(a) [ii(b) + g'2(b)] + ~£;(a) [ii(b) - g'2(b)], that is, Relation 
(5.2). 

If (a, b) has weight at most t + m + 1 then a has weight at most t or b has 
weight at most mj hence we have h(a, b) = O. Thus, h is t + m + I-resilient. 
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If h + 12 and gl + g2 are non-constant, then the algebraic degree of h equals 
max(dOh, dOg1 , dO(h + h) + dO(gl + g2)) because the terms of highest degrees 
in (gl + g2) (y) (h + 12)( x), in h (x) and in gl (y) cannot cancel each others. We 
deduce from Relation (5.2): 

max Ih(a, b)1 s: ~ max I£;" (a) I (max lii(b)1 + max 1f2(b)l) 
(a,b)EF;xF, 2 aEF; bEF, bEF, 

+ -21 max 1£;(a)1 (max Iii (b)1 + max 1f2(b)l) , 
aEF; bEFi bEFi 

that is, using Relation (2.1): 

2r+8 _ 2Nh s: ~(2r - 2Nj,) ((28 - 2Ng,) + (28 - 2Ng2 )) 

+ ~(2r - 2NJ,) ((23 - 2Ng,) + (28 - 2Ng2)) ' 

or equivalently Relation (5.3). If the Walsh transforms of gl and g2 have disjoint 
supports, then Relation (5.2), which can be rewritten 

h(a,b) = ~ii(b) [£;"(a) + £;(a)] + ~f2(b) [£;"(a) - £;(a)] 

= ~ii(b) [£(a,O)] + ~f2(b) [1(a, 1)] , 
implies: 

max Ih(a, b)1 s: ~ max Jf(u) I x max (max 1&(b)l) , 
(a,b)EF;xF, 2 UEF;+' iE{1,2} bEFi 

that is, using Relation (2.1): 

2r+8 _ 2N < ~(2r+1 - 2N ) x max (28 - 2N .) h - 2 f.} g, , 
'E{1,2 

or equivalently, Relation (5.4). If the supports of the Walsh transforms of hand 
12 are disjoint, as well as those of gl and g2, we deduce also from Relation (5.2) 
that 

max Ih(a, b)1 = ~ max (max 1[(a)1 max lii(b)l) . 
(a,b)EF;xF, 2 i,jE{1,2} aEF, bEF, 

(5.6) 

Using Relation (2.1), we deduce 

2r+8 - 2Nh = ~ max ((2r - 2Nf)(28 - 2Ng )), 
2 i,jE{1,2} , J 

which is equivalent to Relation (5.5). D 

Relations (2.1) and (5.6) (as well as Relations (5.5) or (5.4)), imply: 

Corollary 5.1. Let hand 12 be two (r, t, -, 2r- 1 - 2t+1) functions with disjoint 
Walsh supports and such that II + 12 has degree r - t - 1. Let gl and g2 be two 
(8, m, _,28 - 1_ 2=+1) functions with disjoint Walsh supports and such that gl + g2 
has degree 8 - m-1. Then the function h(x, y) = II (x) + gl (y) + (II + h)(x) (gl + 
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g2)(Y) is an (r + s, t + m + 1, r + s - t - m - 2, 2r+s- 1 - 2t+m+2) function. Hence, 
it achieves Siegenthaler's and Sarkar et al.'s bounds. 

Remark 5.1. The elementary secondary constructions, recalled in Section 3, are 
particular cases of our construction; Rothaus' construction (see Subsection 3.1.2) 
corresponds to h = h or gl = g2, Siegenthaler's construction corresponds to 
s = 1, gl = 0 and g2(yd = Yl; Tarannikov's construction does not seem to enter 
in our framework, in general; but it does in the particular situations in which it is 
actually applied by Tarannikov. 

Remark 5.2. If t s:; i - 2 (r even) and m = i - 1 (s even), if hand h are two 
(r, t, -, 2r-l_2~-1_ 2t+1) functions (achieving Sarkar et al.'s bound) with disjoint 
Walsh supports and if gl and g2 are two (s, m, -, 2s- 1 - 2m+l) functions with 
disjoint Walsh supports, then h is an (r+s, t+m+ 1, -, 2r+s- 1_ 2 ris -1 - 2m+t+2) 
function (achieving Sarkar et al.'s bound if t + m + 1 s:; r!s - 2), according to 

Relations (2.1) and (5.6) and to the equality ~ (2~ + 2t+2) 2m+2 = 2 ris + 2m+t+3. 

Proposition 5.1. Under the hypothesis of Theorem 5.1, let us assume that gl 
and g2 are plateaued with the same amplitude (this is the case if gl and g2 are 
(s, m, s-m-1, 2s- 1_2m+1) functions), and that the Walsh transforms of hand h 
have disjoint supports, as well as gl and g2. If the union of the supports of ii and i2 
is invariant under the mapping Y 1--+ Y + (0, ... ,0,1), then the Walsh transforms of 
the restrictions hI (x, y) = h(x, Yl, ... , Ys-l, 0) and h2(x, y) = h(x, Yl, ... , Ys-l, 1) 
of h have disjoint supports. 

Proof For every i E {1, 2}, we have: 

h;(a,b1, ... ,bs- 1) = ~ (h(a,b1, ... ,bs_1,0) - (-1)ih(a,bI, ... ,bs_1,1)), (5.7) 

and we know, according to Relation (5.2), that the numbers h(a,b1, ... ,bs-1,0) 
and h(a,b1, ... ,bs- 1,1) are then either equal to each other or opposite. Thus, at 
most one of the values h1(a,b1, ... ,bs- 1) and h;(a,b1, ... ,bs - 1) can be nonzero. 
Hence, the supports of the Walsh transforms of hI and h2 are disjoint. 0 

Note that these two restrictions of h are related to the corresponding restrictions 
of gl and g2 through Relation (5.1), just as h is related to gl and g2. We deduce 
that, if h has been obtained by Corollary 5.1, then hI and h2 satisfy the hypothesis 
for hand h in this same corollary, with r + s - 1 in the place of r, and t + m + 1 
in the place of t. Corollary 5.1 can then be applied again, with hI and h2 instead 
of hand h. This leads to infinite sequences of functions. This has been observed 
by Pasalic et al. in [24], in the particular case of their construction. But what is 
new in the present paper is the symmetry between h, hand gl, g2. Starting, at 
least, with two pairs {h, h} and {gl, g2} of functions satisfying the hypothesis of 
Corollary 5.1 and such that the union of the supports of £ and f; is invariant under 
the mapping x 1--+ x + (0, ... ,0,1) and the union of the supports of ii and i2 is 
invariant under the mapping y 1--+ Y + (0, ... ,0,1), we get a whole infinite mUltiple 
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branching tree of functions, instead of a simple infinite sequence. This gives more 
values of nand t for which (n, t, n - t -1, 2n - 1 - 2t+ 1 ) functions (having no nonzero 
linear structure, see below) can be obtained. It gives also, for every value of nand 
t such that t > 2r-7 and t > !: - 2 many more (n t n - t - 1 2n - 1 - 2t+1) - 3 2' , , , 

functions obtained thanks to the combination with the elementary construction 
"adding a variable", than Tarannikov et al.'s construction, combined with this 
same construction, does (see [31]). 

Moreover, as we prove in the next proposition, the functions obtained with 
the generalized construction can have no nonzero linear structure. 

Proposition 5.2. Let hand 12 be two r-variable Boolean functions. Let 91 and 92 
be two s-variable Boolean functions. 

1. If h + 12 or 91 +92 is constant and if h, 12,91 and 92 admit no nonzero linear 
structure, then the function h(x, y) = h (x) + 91 (y) + (h + h)(X)(91 + 92)(Y) 
has no nonzero linear structure. 

2. If h + 12 and 91 + 92 are non-constant and if the two following conditions 
are satisfied, then h has no nonzero linear structure: 

a. for every a, the function h + 12 + Dah is non-constant and for every 
b, the function 91 + 92 + Db91 is non-constant; 

b. There does not exist a =I- 0 such that Dah and Dah are constant and 
equal to each other; there does not exist b =I- 0 such that Db91 and Db92 
are constant and equal to each other. 

Proof. For every nonzero (a,b) E F2 x F2, we have D(a,b)h(x,y) = Dah(x) + 
Db91(y) + (91 + 92)(y)Da(h + h)(x) + (h + h)(x)Db(91 + 92)(y) + Da(h + 
h)(x)Db(91 + 92)(y), 
1. If h + 12 is null then D(a,b)h(x, y) = Dah (x) + Db91 (y) and if h + 12 equals 
the constant function 1, then D(a,b)h(x, y) = Dah (x) + Db92(Y); in both cases, 
h, 12, 91 and 92 admitting no nonzero linear structure, D(a,b)h is not constant. 
Similarly, if 91 + 92 is constant, then D(a,b)h(x,y) is not constant. 

2. The terms of highest degree with respect to x in (h + h)(x)Db(91 + 92)(y), and 
the terms of highest degree with respect to y in Da(h + h)(X)(91 + 92)(Y), can 
be all cancelled in D(a,b)h(x, y) only if Da(fl + h) and Db(91 + 92) are constant 
- say Da(h + h) = 10 and Db(91 + 92) = T] - in which case D(a,b)h(x, y) equals 
[Dah(x) + T](h + h)(x)] + [Db91(Y) + 10(91 + 92)(Y)] + lOT]. If 10 = 1 or T] = 1, then 
Condition a completes the proof. Otherwise, 10 = T] = 0 and Condition b completes 
the proof. 0 

Since, if h + 12 is non-constant and has degree at least equal to dO h, the 
function h + 12 + Dah cannot be constant (Dah having at most degree dO h -1), 
we deduce: 

Corollary 5.2. If dO(h + h) 2: dOh 2: 1 and dO(91 + 92) 2: d091 2: 1, and if hand 
12 have not a same nonzero linear structure, as well as 91 and 92, then h admits 
no nonzero linear structure. 
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Remark 5.3. We do not have to assume in the second alinea of Proposition 5.2 
or in Corollary 5.2 that the functions II, 12, 91 and 92 have no nonzero linear 
structure. This is why Tarannikov et al. 's construction, which is a combination 
of elementary constructions producing functions having nonzero linear structures, 
permits to design functions having no nonzero linear structure. 

6. Examples of Pairs of Functions Satisfying the Hypothesis of 
Corollary 5.1 and the Additional Condition of Proposition 5.1 

We are looking for pairs of functions (which can indifferently play the role of 
{h, h} or the role of {91, 92}) satisfying the hypothesis of Corollary 5.1, (and 
having preferably no nonzero linear structure). We want them to lead to infinite 
classes of functions, and thus, to satisfy the condition of Proposition 5.1. So we 
seek pairs {91, 92} of (s, m, s - m - 1,28 - 1 - 2m+l) functions with disjoint Walsh 
supports, such that 91 + 92 has degree s - m - 1 and such that the union of the 
supports of ii and i2 is invariant under the mapping y 1-+ Y + (0, ... ,0, 1). We 
reduce ourselves to the cases m ~ s - 2 to avoid the degenerate situation in which 
91 + 92 is constant. We shall be able to 9ive a complete description of all pairs for 
m = s - 2 and for m = 8 - 3. For m ~ s - 4, we shall give examples valid for all 
but finitely many cases, but the complete classification is open. 

6.1. The Case m = 8 - 2 

For every 8 2': 2, two (s, 8 - 2, 1, 0) functions 91 and 92 such that 91 + 92 has degree 1 
and with disjoint Walsh spectra are two affine functions 91 (x) = U'X+E and 92( x) = 
v· x + ry where U and v are distinct and have weights at least 8 -1. This leads to the 
secondary construction (II, h) 1-+ lI(x) +U· Y +E + (II + h)(x)((u+v)· Y + E+ry). 
It is possible to have additionally that the union of the supports of ii and i2 is 
invariant under the mapping Y 1-+ Y + (0, ... ,0,1): the supports of these Walsh 
transforms are {u} and {v}; so we just have to take u + v = (0, ... ,0,1). But, we 
have then essentially Siegenthaler's construction. 

Clearly, the functions 91 and 92 do not satisfy the conditions of Proposition 
5.2, and indeed, h admits as linear structure any vector (0, b) such that b E (u+v).1, 
since we have D(O,b)h(x, y) = U· b + (II + h)(x)((u + v) . b). 

So taking m = 8 - 2 is not completely satisfactory. 

6.2. The Case m = s - 3 

We determine now the pairs of (8,8 - 3,2,28 - 1 - 28 - 2) functions 91 and 92 such 
that 91 + 92 has degree 2 and with disjoint Walsh spectra: for every i = 1, 2, 
9i having nonlinearity 28 - 2 , there exists an affine function fi such that 9i + fi 
has weight 28 - 2 and we know (cf. [18]) that, being quadratic, 9i + fi is then the 
indicator of an (s - 2)-dimensional flat. Without loss of generality, set 9i(X) = 
(ai . x)(bi . x) + Ci . X + Ei, where ai and bi are linearly independent (i = 1,2). We 
have then (see for instance [7]) i (u) = ° if ai, bi and U+Ci are linearly independent; 
and we have li(u)1 = 28 - 1 otherwise (that is, if U E Ci + (ai,bi ) where (ai,bi ) is 
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the vector space spanned by ai and bi ). The supports of ii and i2 are disjoint if 
and only if (Cl + (al,bl )) n (C2 + (a2,b2)) = 0 (which is equivalent to saying that 
the function (1 + Xs+l)gl(X) + Xs+lg2(X) belongs to the class Ql introduced in 
[7]). And gl and g2 are (s - 3)-resilient if and only if the fiats Cl + (aI, bl ) and 
C2 + (a2' b2) have minimum weights at least s - 2. 

There are only two situations in which the condition of Proposition 5.1 (i.e., 
the union of the supports of ii and i2 is invariant under the mapping y f---+ Y + 
(0, ... ,0,1)) is also satisfied: either we have (aI, bl ) = (a2' b2) (so that the set 
(Cl + (al,b l )) U (C2 + (a2,b2)) is a fiat) and (0, ... ,0, 1) E (Cl + c2,al,b1) (since 
(Cl + C2, aI, bl ) is the direction of this fiat), or the vector (0, ... , 0, 1) belongs to 
(aI, bl ) and to (a2' b2) . 

• If (al,h) = (a2,b2), then gl + g2 is affine. We may assume without loss of 
generality that al = a2 and bl = bz. Function h(x, y) has the form II (x)+(al' 
y)(bl,y)+Cl·y+£+(d·y+ry)(1I + h)(x), where d = Cl +C2 and ry = £1 +£2. Then 
D(O,b)h(x, y) has the form e· y+ (al . b)(bl . b) + Cl . b+ (d· b)(1I + h)(x), where 
e = (b l . b) al + (al . b) bl . Thus, for every b E {aJ, bl , d}.l, the vector (0, b) is 
a linear structure for h, and h admits therefore nonzero linear structures, if 
s 2 4 . 

• If (0, ... ,0, 1) belongs to (aI, bl ) and to (a2' b2 ), then we may assume without 
loss of generality that bl = b2 = (0, ... ,0, 1). We still have to find aI, Cl , a2 
and C2, whose last coordinates can be taken, without loss of generality, equal 
to 0, and such that Cl, Cl + aI, c2 and C2 + a2 are distinct and have weights 
at least s - 2. The set of vectors of length s, with last coordinates equal to 
0, and with weights at least s - 2 has size G::::~) + G::::D = s. Thus we need 
s 2 4. The choice of any two disjoint pairs of vectors (that is, of disjoint lines) 
{Cl' Cl + al} and {C2' C2 + a2} in this set leads then to a pair of functions with 
the desired properties. 

If s = 4, then such choice is a partition and all choices lead in fact to the same pair 
of functions gl and g2, up to permutation of the coordinates. Indeed, in such a 
partition, one line (and one only) must contain the vector (1,1,1,0) and the other 
vector of the same line is one of the 3 vectors of weight 2 covered by this vector 
of weight 3. So, the construction due to Tarannikov et al. is the only possible one, 
up to permutation of the coordinates. 

Remark 6.1. Let us see, out of curiosity, what partition corresponds to the 
(4,1,2,4) functions in the construction of Tarannikov et al.: we have gl(X) = 
XlX4 + X2X4 + X2 + X3 = (al . x)(bl . x) + CI . x and g2(X) = X3X4 + Xl + X2 + X3 = 
(a2 . x)(b2 . X) + C2 . X, with al = (1,1,0,0), bl = (0,0,0,1), CI = (0,1,1,0), a2 = 
(0,0, 1,0),b2 = (0,0,0,1) and C2 = (1,1,1,0). Thus the disjoint lines are {Cl,CI + 

ad = {(O, 1, 1,0), (1,0,1,0)} and {C2' C2 + a2} = {(I, 1, 1,0), (1, 1,0, O)}. Note that 
gl and g2 belong to Maiorana-McFarland's class, since gl(X) = (Xl, X2, X3)'(X4, 1+ 
X4, 1) and g2(X) = (Xl, X2, X3)' (1,1,1 +X4). The mappings ¢l : X4 f---+ (X4' 1 +X4, 1) 
and ¢l : X4 f---+ (1,1,1 + X4) are injective, all the elements of their images have 
weights at least 2, and ¢1(F2) and ¢2(F2) are disjoint, so that the Walsh supports 
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of 91 and 92 are disjoint. According to Proposition 5.2, if dO(h + fz) = dO h and if 
hand fz have not a same nonzero linear structure, then h has no nonzero linear 
structure, because for every b "I- 0, the function 91 + 92 + Db9l is non-constant 
and there does not exist b "I- ° such that Db9l and Db92 are constant and equal 
each other (91 and 92 share here the nonzero linear structure b = (1,1,0,0), but, 
for this value of b, the derivative Db9l equals 1 and is different from the derivative 
Db92, which equals 0). 0 

If s 2 5, then we have, up to permutation of the coordinates, two possible choices 
of the lines {Cl' Cl + ad and {C2' C2 + a2}: one in which the word (1, ... ,1,0) 
appears in one of the lines, and one in which it does not. The first choice gives, up 
to permutation of the coordinates: 

Cl + (al,b l ) 

= {(O, 1,1,1, ... ,1,0), (1,0, 1, 1, ... 1,0), (0, 1, 1, 1, ... ,1,1), (1,0, 1, 1, ... 1, I)}; 

C2 + (a2, b2) 

= {(I, 1, 1, 1, ... ,1,0), (1, 1, 0,1, ... 1,0), (1, 1, 1, 1, ... ,1,1), (1, 1,0, 1, ... 1, I)}; 

which leads to the following functions: 9l(X) = (Xl + X2)X s + 2::,:i Xi, 92(X) = 
X3Xs + 2::':; Xi and thus to the secondary construction: h(x,y) = h(x) + (Yl + 
Y2)Ys + 2::,:i Yi + (h + fz)(X)((Yl + Y2 + Y3)Ys + Yl). The second choice gives, up 
to permutation of the coordinates: 

Cl + (al,bl ) 

= {(O, 1, 1, 1, ... ,1,0), (1,0, 1, 1, ... 1,0), (0, 1, 1, 1, ... ,1,1), (1,0, 1, 1, ... 1, I)}; 

C2 + (a2,b2) 

= {(I, 1, 1,0, 1, ... ,1,0), (1, 1,0, 1, ... 1,0), (1, 1, 1,0, 1, ... ,1,1), (1, 1,0, 1, ... 1, I)}; 

which leads to the following functions: 9l(X) = (Xl + X2)X s + 2::=2 Xi, 92(X) 
(X3 + X4)Xs + 2::=1 Xi + X3 and thus to the secondary construction: h(x, y) 
h(x) + (Yl + Y2)Ys + 2::,:i Yi + (h + fz)(X)((Yl + Y2 + Y3 + Y4)Ys + Yl + Y3). 

In both cases, from two (r, t, r - t - 1, 2r - l - 2t+l) functions hand fz with 
disjoint Walsh supports and such that h + fz has degree r - t -1, we construct an 
(r + s, t + s + 1, r + s - t - m - 2, 2r +s - l - 2t+s+2) function h, and this construction 
has exactly the same nice properties as Tarannikov et al.'s construction, except 
that h has the nonzero linear structures (0, b) with bl = b2 = b3 = bs = ° and 
b4 = 1 in the first case; bl = b2 = b3 = b4 = 1 and bs = ° in the second one). 

6.3. The Case m = s - 4 

We wish now to obtain two (s, s - 4, 3, 28 - 1 - 28 - 3) functions 91 and 92 whose sum 
has degree 3 and with disjoint Walsh spectra. Note that, according to Remark 4.1, 
the pair obtained at Subsection 6.2 of (s,s - 3,2,28 - 1 - 28 - 2 ) functions (s 2 4) 
whose sum has degree 2 and with disjoint Walsh spectra, gives an (s + 1, s -
3,3,28 - 28 - 2 ) function. So, applying this observation to s - 1 ~ 4 gives an (s, s-
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4,3,28 - 1 - 28 - 3 ) function for every s 2: 5. Such function can also easily be obtained 
by Maiorana-McFarland's construction, as observed in [28]. But we seek a pair of 
such functions, we want their sum to have degree 3 and their Walsh spectra to 
be disjoint. According to Proposition 5.1, from every pair of functions obtained at 
Subsection 6.1, and every pair obtained at Subsection 6.2, we can construct the 
desired pair by using our construction, if the union of the supports of the Walsh 
transforms of the functions in one of the pairs is invariant under the mapping 
y f----* Y + (0, ... ,0, 1). Also, according to Remark 4.1, seeking the desired pair is 
equivalent to seek an (s+l, s-4,4, 28 _2 8 - 3 ) function, that is, denoting s+l by s', 
an (s', s' - 5, 4, 28 ' -1 - 28 ' -4) function. The universal bound and the fact that bent 
functions are not balanced implies that s' -4 > ~ -1, that is, s' > 6, which means 
that we can hope obtaining such pair for s 2: 6 only. A (7,2,4,56) function with 
no nonzero linear structure has been exhibited in [24]. The construction "adding 
a variable" permits then to obtain (s',s' - 5,4,28 '-1 - 28 '-4) functions for every 
s' 2: 7 and to deduce, for every s 2: 6, pairs (91,92) of (s,s - 4,3,28 - 1 - 28 - 3) 
functions 91 and 92 whose sum has degree 3, and with disjoint Walsh spectra. 

6.4. The Cases m ::; s - 5 

Here again, according to Proposition 5.1, from every desired pair of s-variable 
m-resilient functions such that m = s - k, and every desired pair of s'-variable 
m'-resilient functions such that m' = s' - k, we can construct a desired pair of 
s" -variable m" -resilient functions such that m" = s" - k - k' + 1, if the union of the 
supports of the Walsh transforms of the functions in one of the pairs is invariant 
under the mapping y f----* Y + (0, ... ,0,1). 

Also, for every positive integer k and for every s 2: k - 2 + 2k - 2 , there exist 
(s, s - k, k -1, 28 - 1 - 28 - k +1 ) functions. Indeed, set S2 = k - 2, and for every s, set 
Sl = S-S2; thereexistsaninjectivemapping¢: F;2 f----* {y E F;'; wt(y) 2: s-k+1} 
if and only if L:~8-k+1 (8;') = s-k+2 2: 282 . We deduce the existence of an (s-k)
resilient Maiorana-McFarland's function for every s such that s - k + 2 2: 2k-2. 

Consequently, according to Remark 4.1, for every positive integer k and for 
every s 2: k - 3 + 2k - 2 , there exist pairs of (s,s - k + 1,k - 2,28 - 1 - 28 - k +2 ) 

functions whose sum has degree k - 2 and with disjoint Walsh spectra. 

Remark 6.2. Another example of pair of functions (91,92) achieving Siegenthaler's 
and Sarkar et al. 's bounds, such that 91 + 92 has same degree as 91 and 92 and 
with disjoint Walsh spectra can be found in the literature: it is a pair of (7, 1,5,52) 
functions coming from a (8,1,6,116) function in [19]. This pair is not of the same 
kind as the others, because the resiliency order 1 is upper bounded by ~ - 2, where 
s is the number of variables. 
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7. Generalizations of the Construction 

7.1. For Boolean Functions 

The construction of Theorem 5.1 can be generalized into 

k k 

h(X1, ... , xk) = II U1 + n)(xi ) + L fl(x i ), where xi E F;i, Vi = 1, ... , k. 
i=l i=l 

It is a simple matter to see that the Walsh transform of the function 2:7=1 f1(x i ) 

is the function (a1, ... ,ak) f--) I17=lij(ai). Since the product I17=lUt + f~)(xi) 
equals 1 if and only if Ul + f~)(xi) equals 1 for every i, we deduce: 

k 

=IIij(ai )-2L1 L (-l)IIIIIij(ai ) II f~(ai). 
i=l I<:;;{l, ... ,k} iEI iE{l, ... ,k}\I 

7.2. For Vectorial Functions 

Our construction can be also generalized to vectorial functions. Let F1 and F2 be 
mappings from R{ to a field F2k, and let G1 and G2 be mappings from F2 to F2k. 
Define H(x, y) = F1 (x) + G1 (y) + (F1 + F2)(X) X (G1 + G2)(y), where "x" is the 
multiplication in the field F2k. Recall that, in the case of a vectorial function H 
valued in such a field, the Walsh transform is applied to the Boolean functions 
tr(o:H), where tr is the trace function from F2k to F2, and where 0: is any element 
of F2k. The value at (a, b) E F2 x F!] of the Walsh transform of tr(o:H) equals: 

{3EF2k YEFi I XEF2 
(Gl +G2)(y)=/l 

21k L L L L (_1)tr[CtF, (x)+CtG , (y)+Ct{3(F, +F2)(x)+'Y«G,+G2)(Y)+{3)]+a.x+b.Y 

{3EF2k 'YEF2k yEF~ xEF2 

= 21k L L (_l) tr b!3] (L (_1)tr[CtG l(Y)+'Y(Gl+G2)(Y)]+b'Y) 

!3EF2k 'YEF2k yEF~ 

( L (-1 )tr[CtFl (x)+Ct!3(F, +F2)(X)]+a.x) 

xEF2 
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= 21k L L (_I)trh~/QJ (L (_I)tr IQG lCY)+)'CGl+G2)(Y)J+b.y) 

~EF2k )'EF2k yEFi 

( L (_I)trIQFl(X)+~(Fl+F2)(X)J+a.x) . 

xEF; 

This leads to bounds on the nonlinearity of F (the minimum nonlinearity of all 
the functions tr(aH), a =1= 0; see, e.g., [9]) that we cannot include here. 

8. A Secondary Construction of Bent Functions Revisited 
We consider now the same secondary construction as in the previous sections, but 
applied to bent functions instead of resilient functions. Recall that any n-variable 
bent function f (n even), admits a dual! defined by f(u) = 2n/2( -1)j(u), 't/u E Fr. 
Let II and 12 be two r-variable bent functions (r even) and let 91- a~d 92 be two 
s-variable bent functions (s even). Let us denote their duals by lI,h,"iil and rh. 
Define again h(x,y) = II (x) + 91(Y) + (II + h)(x) (gl + 92)(y), x E FJ,y E Pi
According to Relation (5.2), we have 

h(a,b) 

= 2 r!s -1 [(-1 )f'(a)+9'(b) + (_I/'(a)+ih(b) + (_1/2(a)+9l (b) _ (-1 )f2(a)+92(b)] 

= 2 r!s (-1/1 (a)+ih (b)+el, + f2)(a))(9l +92)(b)). 

This last equality can be easily checked in each of the 16 cases corresponding to 
the 16 possible values of (j;.(a), h(a),91(b),92(b)). We see that h is then bent and 
that its dual h can be obtained from];', h, 91 and 92 exactly in the same manner 
as h can be obtained from II, 12,91 and 92. Note that this construction generalizes 
the classical construction f(x) + 9(y) indicated by J. Dillon. But it has also the 
interest of generating functions which are not "decomposable". Moreover, if h + 12 
has maximum possible degree ~ and if 91 + 92 has maximum possible degree ~, 
then h has maximum possible degree r!s. 

This secondary construction leads to new bent functions. For instance, if 
we take II, 12, 91 and 92 in Maiorana-McFarland's class, we see that for every 
permutations 7rl and 7r2 on F; /2, for every permutations 7r~ and 7r~ on F;/2, for 
every r/2-variable Boolean functions hI and h2 and for every s/2-variable Boolean 
functions h~ and h~, the function (x, y, x', y') E F;/2 X F;/2 X F;/2 X F;/2 f-7 

X· 7rl (y) + hI (y) + x' . 7r~ (y') + h~ (y') + (x· 7rl (y) + hI (y) + X . 7r2(y) + h2(y))(X' . 
7r~ (y') + h~ (y') + x' . 7r~ (y') + h~ (y')) is bent. The function x . 7rl (y) + hI (y) + x' . 
7r~ (y') + h~ (y') belongs to Maiorana-McFarland's class, but not the global function 
above, in general. 

Remark 8.1. Thus, if II and h satisfy PC(r) and if gl and 92 satisfy PC(s), then 
h satisfies PC(r + s). Note that if II and h satisfy only PC(£) with £ < r or if 



Constructions of Resilient and Bent Functions 25 

gl and g2 satisfy only PC(e') with e' < s then we lose most of the strength of 
this result: take for instance /1 = 12, then h(x,y) = /1(x) + gl(y); the derivative 
D(a,b)(X,y) = Da/1(x) + Dbgl(y) is balanced if and only if Da/1 is balanced or if 
Dbg1 is balanced; thus, if /1 and 12 satisfy PC(e) and if gl and g2 satisfy pC(e'), 
then h may satisfy only PC(min(e,e')). 

Remark 8.2. The construction (/1,12, gl, g2) f---+ h is a particular case of the general 
secondary construction given in [3], that we describe now: let h be a Boolean 
function on Ff+s F{ x Fi, such that, for any element y of Fi" the function 
on F{: 

hy : x ----+ h(x, y) 
is bent. Then h is bent if and only if, for any element u of F{, the function 

'Pu : Y ----+ hy(u) 

is bent on Fi,. If this condition is satisfied, then the dual of h is the function 
h(u, v) = 'Pu(v). 

Here, for every y, hy equals /1 plus a constant or 12 plus a constant (depend
ing on the values of y) and thus is bent; and 'Pu equals gl plus a constant or g2 
plus a constant (depending on the values of u), and thus is bent too. 

What is interesting in the particular case of this construction (/1, 12, gl, g2) f---+ 

h is that it only assumes the bentness of /1, 12, gl, and g2 for deducing the bentness 
of h; no extra condition is needed, contrary to the general construction recalled 
above. 

9. Conclusion 

We have given a general framework for the best known secondary construction of 
resilient functions achieving Siegenthaler's and Sarkar et al.'s bounds, and avoiding 
nonzero linear structures. This has led us to a generalization of this construction, 
leading to an infinite multiple branching tree (instead of an infinite sequence) 
of such functions. The original secondary construction permitted to build few 
functions achieving Siegenthaler's and Sarkar et al.'s bounds for any number of 
variables n and any resiliency order t such that t 2: 2n310 and t > ~ - 2. Our 
generalization permits to build many more such functions with the same number 
of variables and resiliency order. It also permits to design vectorial functions and 
bent functions. 
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Adaptive Recursive MLD Algorithm Based on 
Parallel Concatenation Decomposition for 
Binary Linear Codes 

Tadao Kasami 

Abstract. Based on the original recursive MLD algorithm (RMLD), "top
down RMLD" has been proposed to reduce the average decoding complexity 
by a lazy evaluation strategy. In this paper, a revised version of top-down 
RMLD, called adaptive RMLD, is surveyed. In the adaptive RMLD, the coars
est parallel concatenation decomposition is adopted as the basis of recursion, 
and a new sufficient condition that a currently best candidate is the optimum 
at the current level of recursion is used as an early termination condition of 
the recursion. Preliminary simulation results for the (128, 64) Reed-Muller 
code are presented. 

Keywords. MLD, Recursive, Adaptive, Parallel concatenation decomposition. 
This paper is partially based on [11]. 

1. Introduction 

Two types of maximum likelihood decoding algorithms for linear block codes have 
been proposed. The decoding complexity of the first type (for example, Viterbi type 
algorithms) is almost independent of the signal to noise ratio, and the complexity 
of the second type (for example, iterative decoding algorithms [1, 2]) decreases 
considerably as the signal to noise ratio increases. Based on the original recur
sive maximum likelihood decoding algorithm [3] of the first type, abbreviated as 
"Bottom-up RMLD", recursive maximum likelihood decoding algorithm of the sec
ond type, called "Top-down RMLD [4]", has been introduced by a lazy evaluation 
strategy. In contrast with Viterbi type algorithms, RMLD has a parallel structure 
and bottom-up RMLD provides a reduced decoding complexity compared with 
an optimally sectionalized Viterbi algorithm by A. Lafourcade and A. Vardy [5]. 
Furthermore, RMLD has a homogeneous structure for binary-transitive-invariant 
codes [6], e.g., RM codes and EBCH (extended primitive BCH) codes. 
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In this paper, a revised version of top-down RMLD, called "Adaptive RMLD" 
is introduced. In Adaptive RMLD, the coarsest parallel concatenation decompo
sition is adopted as the basis of recursion, and a new sufficient condition that a 
currently best candidate is the optimum at the current level of recursion is used 
as an early termination condition of the recursion. Preliminary simulation results 
(Figures 6 and 7) [12] on the (128,64, 16) RM code show that the numbers of ad
dition equivalent operations (AEO) are reduced to about 10-2 for 1.0dB to 3.0dB 
and about 10-1 for 4.0dB of those by top-down RMLD [7,8] which used ordered 
statistic information [9]. 

2. Notations 

For i ::::; j, [i, j] denotes the set of integers from i to j, called a section. For a positive 
integer n, vn denotes the set of binary n-tuples. For U = (UI' U2, •.. , un) E vn and 
a subset I = {iI, i2, ... ,im } of [1, n], PIU ~ (Ui17 Ui 2 , • •• , Ui,,J. For two subsets I 
and J of [1, n], PJ(PIU) ~ PInJU. For U ~ Vn,pIU ~ {PIU : U E U} and 
8IU ~ pJ{u E U : sup(u) ~ I}, where sup(u) denotes the support of u. For 
J = {jI,h, ... ,jg} ~ I, U E PIVn and U ~ PIVn, define PJU ~ (Ujl' Uj27" .. ' Ujg) 

and PJU ~ {PJu : U E U}. For a matrix M with n columns, PIM denotes the 
submatrix of M consisting of the i 1 th, the i2 th, ... , the im th columns in this 
order. 

We assume that a binary (N, K) linear block code C is used over an AWGN 
channel with BPSK signaling and each codeword is equally transmitted. For a 
received sequence r = (TI' T2, ..• ,TN) 1 , let z = (ZI' Z2, . .. ,ZN) denote the binary 
hard-decision sequence for r. For I ~ [1, N] and U E PI V N, define 

(2.1) 
{iEI : Ui,eZi} 

LI(u) (or simply L(u)) is called the correlation discrepancy of u. For a nonempty 
subset U of PIVN , define L[U] ~ minuEuL(u) and for U E U such that L(u) = 
L[U], we write U = v[U] and call it the best 2 (or the most likely) in U. Define 
L[0] ~ 00 for the empty set 0. For the most likely codeword CML of C, CML = v[C]. 
For a family T of subsets of PIVN and 1 ::::; i ::::; ITI, let vT(i) denote the ith best 
in {v[D] : D E T}. 

For a binary linear block code Al and its linear subcode A2, let AdA2 denote 
the set of cosets of A2 in AI. For a linear subcode A3 of A2, a coset B E AdA2 
can be represented as a union of IA2/A31 cosets in AdA3. Define B/A3 ~ {D E 

AdA3 : D ~ B}. In this paper, a coset D in a set T of cosets is denoted by its 
id-number. For D E T, a unique binary sequence, denoted idT(D), is assigned. 
Let IdT denote {idT(D) : D E T}. For U E D, define idT(u) ~ idT(D). For U 

in a coset in T, let T(u) or T(idT(u)) denote the coset which contains u. For 

1 For simplicity, unquantized case will be considered. 
2For u"# u' in U, the probability that L(u) = L(u') is zero. 
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T = AI/A2' we choose a linear code, denoted [T], with dimension m = log21TI as 
the set of coset leaders of AI/A2. Let {gl,g2' ... ,gm} be a chosen basis of [T]. 

m 

For a coset D E T whose coset leader is L aigi with ai E {a, I}, 
i=l 

(2.2) 

For id E IdAl/A2 , let /-LAl/A2(id) or simply /-L(id) denote the coset leader of a coset 
whose id-number is id. That is, 

(2.3) 

In case that T = D/A3 with D E AI/A2 and id1 ~ idAl/A2 (D), for E E D/A3, 
there is a unique id2 E IdA2 /A3 such that 

Consequently, we define 

idD/A3 (E) ~ id1 0 id2, 

/-LD/A3 (id1 0 id2) ~ /-LAl/A2 (id1) + /-LA2/A3 (id2), 

(2.4) 

(2.5) 

(2.6) 

where infix "0" denotes the concatenation operation. We use the following nota
tions. For a = /30,,( E {O,l}*, /3\a ~ "( and ah ~ /3. For /3,"( E {O,l}* and 
A ~ {a, l}*, /3\A ~ {/3\a: a E A} and Ah ~ {ah: a E A}. From the definition 
of IdT and (2.3) to (2.6), 

IdA2 /A3 id1 \IdD/A3 , 
(D/A3)(id) /-LD/A3(id) + A3, for id E IdD/A3 · 

3. Parallel Concatenation Decomposition of Coset Sets 

(2.7) 

(2.8) 

In the original, top-down or adaptive RMLD, how to divide into sub-problems 
is specified by a binary sectionalization where each section is labelled 101 with 
index a E {O,l}*. The length of a, denoted lal, is called the level of section 101 • 
l). denotes [1,N]. 101 with 1/011 2: 2, called a nonleaf section, is partitioned into 
lao and lOll. A binary sectionalization can be represented by a binary tree like 
Fig. 1. For code length N = 2m , a sectionalization such that 1/011 = 2m - lOll with ° ~ lal ~ m is called the uniform binary sectionalization. We abbreviate the suffix 
101 as a, e.g., PI", as Pol and SI", as Sol. For U ~ VI", and /3 E {a, l}*, POI{3U and 
SOI{3U are abbreviated as P{3U and s{3U, respectively. 
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Level ° 
1). = [1,8] 

10 = [1,4]' h = [5,8] 

loa = [1,2]' 101 = [3,4]' .. . 

1000 = [1, 1], 1001 = [2,2]' .. . 

Levell 

Level 2 

Level 3 
1000 1001 1010 1011 1100 h01 1 110 hll 

Figure 1: The uniform binary section tree with N = 23 . 

RMLD is based on decomposition techniques. For a nonleaf section leo let A 
and B be a binary linear code and its linear subcode over 10:, respectively. Since 
soB 0 slB is a linear subcode of A, we have that 

Parallel Concatenation Decomposition: A can be decomposed as 

A= u (3.1) 
DEAj(soBoSIB) 

For u and u' in D E A/(soB 0 slB), PbU + PbU' E SbB with b E {O, I}, that is, 

PbD E PbA/sbB, (3.2) 

and if SbA = SbB for b E {O, I}, then there is a one-to-one correspondence between 
poA/soB and P1A/slB. For D E A/(soB 0 slB), PbD E PbA/SbB and the coset 
p/jD in p/jA/s/jB, where 0 ~ 1 and I ~ 0, (PbD,P/jD) is called an adjacent pair, 
and p/jD is called the counter part of PbD. 

Concatenation Lemma: Let Eb be a linear code over lab with b E {O, I}. Then, 

Eo 0 El <;;; B {=:=;> Eb <;;; SbB. (3.3) 

(3.3) follows from 0 E Eb for bE {O, I}. 6. 
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From the above lemma, the coarsest decomposition of type (3.1) is obtained 
by choosing B as A itself. 

Coarsest Parallel Concatenation Decomposition: 

A= u (3.4) 
DEA/(soAoSIA) 

Any decomposition of type (3.1) is a refinement of the decomposition (3.4). Each 
coset in A/(soA 0 slA) consists of !soA/ sOB!'!SlA/ sIB! cosets of A/(soB 0 sIB). 
We consider A/(soA 0 slA) in (3.4). We can choose a generator matrix G of A of 
the following form: 

G = ° I GI , [
_GQ ~ Q -] 
- -G~,I- -

(3.5) 

where ° denotes a zero matrix, Go and G I are generator matrices of soA and 
sIA, respectively, and GO,1 is a generator matrix of the set of coset leaders of 
A/(soA 0 sIA). For a basis Ba = {gl,g2"" ,gm} of [A/(soA 0 sIA)], PbBa with 
b E {O,1} is linearly independent. Otherwise, there is a linear sum u of rows of 
GO,1 such that Pou( or PI u) = 0 and PI u( or POU) =I- O. Then, PI u( or pou) is in 
slA(or soA), a contradiction. 

We choose PbBa as a basis of [PbA/SbA]. Then, for D E A/(soA 0 sIA) and 
m 

L aigi E D, it follows from (2.2) that for bE {a, 1}, 
i=1 

and 

((PoA/soA)(id) , (PIA/SIA)(id)) is an adjacent pair, 

and they are unique counter parts to each each. 

(3.6) 

(3.7) 

This simplifies the specification of the adjacent coset. Eq.(3.4) can be rewritten as 

A= u (3.8) 

where JdA/(soAos1A) = JdpbA/SbA with bE {a, 1}. 
Let A' be a linear supercode of A. For a coset DEA' / A, the following is a 

corollary of (3.8). Define idD ~ idA'/A(D), idpoD ~ idpoA'/poA(PoD) and idp,D ~ 
idpIAI/PIA(PID). Since (poA/soA)(id) = {lpoA/soA(id) + soA, (PIA/SIA)(id) 
{lP1A/s1A(id) + slA and D = {lA'/A(idD) + A, it follows from (3.8) that 

D= u 
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Since PoD = POf..1A'/A(idD) + PoA = f..1poA'/poA(idpoD) + PoA, POf..1A'/A(idD) 
f..1poA' /poA(idpoD )' From (2.4), f..1poA' /poA(idpoD ) + f..1poA/soA(id) + soA = 
(poD/soA)(idpoD 0 id). Consequently, we have (3.9): 

D= u 
where ((PoD / soA)(idpoD 0 id),(PID / sIA)(idpl DO id)) is called an adjacent pair 
inDo 

4. Recursive Maximum Likelihood Decoding 

We briefly review recursive maximum likelihood decoding (RMLD) [3] and intro
duce new versions of RMLD, called top-down RMLD [4, 7, 8] and the revised 
version [11, 12], called adaptive RMLD, based on a "call by need" approach. For 
an index a E {a, 1}*, define Ta ~ PaC/SaC. 

Local Optimum [3]: For a coset D in Ta , there is a codeword U E C such that 
PaU = v[D]. Then, for any codeword u' E C such that Pau' ED, 

(4.1) 

6. 
The sub-codeword v[D] is called the most likely local (MLL) sub-codeword in D 
or an MLL sub-codeword in Ta. Since p).,C/s).,C = {C}, an MLL sub-codeword in 
T)., is the most likely codeword CML' 

Let Ia be a nonleaf section. From the above lemma, the recursive search 
procedure for CML in the original RMLD is based on the following decomposi
tion, called MLL decomposition, which can be derived from (3.1) and (3.2) by 
substituting PaC for A and saC for B: 

PaC = U PoD 0 PID, (4.2) 

where 

(4.3) 

This type of decomposition is the same as the one which holds for the sets of label 
sequences between adjacent subsections of a trellis diagram [10]. 

Consider VT" (i) with 1 ::; i ::; ITa I, abbreviated as Va (i), which is the 
i-th best MLL sub-codeword in Ta , that is, with the smallest discrepancy in 
Ta\U~~ll{Va(h) + saC}. From (4.2), there is a pair jao(i) and jal(i) such that 
1::; jao(i) ::; ITaol, 1 ::; jal(i) ::; ITal1 and 

va(i) = vao(jao(i)) 0 Val(jal(i)). (4.4) 

The most likely codeword V)., (1) is derived from vo(jo(l)) and VI(jl(l)) which can 
be obtained in turn recursively by (4.4). 
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In the original (bottom~up) RMLD, Ta-table whose entries are (v[D], L[D]) 
for every D E Ta is constructed for every index a. For a leaf section Ia where IIa I = 
I, PaC 5;;; {O, I} and saC = {O} (if the minimum distance of Cis 2 or greater), and 
therefore Ta-table = {(b, La (b)) : b is the best in PaC}. For a nonleaf section la, 
Ta-table is constructed recursively from Tab-tables with bE {O, I} by using (4.2) as 
follows: for DE Ta, v[D] = v[{DooDI : Db E Tab, (Do, Dd is an adjacent pair in 
D}], L[D] = min(L[Do] + L[DI]), where the minimum is taken over (Do, DI) E 
the set of adjacent pairs in D. For a = A, since PAC/SAC = {C}, TA-table contains 
the single entry (CML' L(CML))' 

Example 1 [5]: Consider the l-th level section Ia of the uniform binary sectional
ization for RMr,m (the r-th order RM code of length 2m) with 0 < l = lal < m, 

Then, 

PaRMr,m = RMmin{r,m-l},m-l, 

S RM _ {RMr-l,m-l, for r ~ l, 
a r,m- {O}, forr<l. 

log21Tai = log2lpaRMr,ml -log2IsaRMr,ml 
min{r,m-l} 

L (m;l). 
i=max{r-l+I,O} 

(4.5) 

(4.6) 

(4.7) 

6. 
This example shows that for RM codes with the uniform binary sectionalization, 
Ta are identical. This holds for a class of codes, including RM codes and EBCH 
codes, called binary transitive invariant. The definition of the class is given in 
Appendix A. For a binary transitive invariant code, the following lemma holds [6]. 

Transitive Invariant Lemma: Suppose that C of length 2m is binary-transitiv~ 
invariant and the uniform binary sectionalization is used. Then PaC(or SaC) is 
the same for every section Ia of the same level lal. 6. 

Now, we explain the main idea of top-down and adaptive RMLD. 
(T) Introduction of call-by-need approach: Simulation results [4] show jao(i) « 
ITaol or jal(i) « ITal1 in (4.4) for almost all cases of relatively smallial and i, as 
the law of large numbers suggests. To make effective use of this fact, we reorganized 
the recursive search procedure in the original RMLD by a call by need approach. 
The simulation results [4] show that the computational complexity in terms of the 
number of addition equivalent operations can be remarkably reduced. In contrast 
to the original RMLD, the top-down RMLD requires only a very small portion of 
Ta-tables to be constructed in average. 

(A) In the top-down RMLD [4], the MLL decomposition (4.2) was still used. We 
have noticed that those recursion levels whose complexities are dominant are a few 
higher levels with nonzero smalllal's. A weak point to use partition Ta = PaC/saC 
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is that the decreasing rate of block size ISaC! as lal increases is much greater than 
that of IPaCI, this is, the decreasing rate of ITal is smaller than that we expected. 

For a top-down type algorithm based on call-by-need approach, it is essential 
to make use of an effective early termination condition. In general, such a condition 
is more effective for a partition with a relatively large block size. 
(AI) From the above considerations, the adaptive RMLD presented in this pa
per adopts the coarsest parallel concatenation decomposition (3.4) as a basis of 
recursion. For a linear subcode of A of PaC, 

A= u 
where JdA/(soAos1A) = JdpbA/SbA with bE {O, I}. Define 

PFa ~ PaC/(SO(PaC) 0 Sl(PaC)). (4.8) 

Except for a = ), where PFa = PTa, the number of blocks in the above decom
position where A = PaC, IPFal, is considerably smaller than IPTal, as shown 
in Table 1 for RM codes and several EBCH codes of length 128. Consequently, 
the worst case search spaces of recursively called subprocedures can be reduced 
effectively. 
(A2) From the decomposition (3.8) or (3.9), once vao(jao(i)) with jao(i) < jal(i) 
in (4.4) has been found, the counterpart Val (jal (i)) can be found in a very simple 
way. 
(A3) In the adaptive RMLD, a new sufficient condition that a currently best 
candidate is the optimum at the current level of recursion is used as an early 
termination condition of the recursion (refer to Sec. 5). 
(A4) Preliminary simulation results [12J for the (128,64) RM code show the adap
tive RMLD presented in this paper provides a considerably smaller average de
coding complexity than the original RMLD [3, 6J and top-down RMLD [7, 8J in 
terms of the number of addition equivalent operations. 

Table 1: The dimensions of PTa and PFa for several RM and EBCH codes of 
length 128 

lal RM(128,64) EBCH(128, 57) EBCH(128, 64) EBCH(128, 71) EBCH(128, 79) 

PTa PFa PTa PFa PTa PFa PTa PFa PTa PFa 
0 20 20 27 27 34 34 41 41 34 34 
1 30 10 40 10 47 13 54 6 44 6 
2 24 4 26 4 31 1 31 1 29 1 
3 15 1 15 1 16 0 16 0 16 0 
4 8 0 8 0 8 0 8 0 8 0 

Example 2: For RM codes, we use binary polynomial representation. For 0 ::::; 
r ::::; m, let Pr,m denote the set of binary polynomials spanned by monomials of 
degree r with m binary variables. Pr,m is the set of coset leaders of cosets in 
RMr,m/RMr-l,m. In (3.4), let A = PaRMr,m. It follows from (4.5) and (4.6) that 
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for ° ::; l ~ lad < m and bE {O, I}, 

PabRMr,m = RMmin{r,m-l-l},m-l-l, (4.9) 

sb(paRMr,m) = RMmin{r,m-l}-l,m-l-l, for bE {O, I}. (4.10) 

Suppose r < m -l. Then, min{r,m -i} = min{r,m -i-I} = r and the set of 
coset leaders of cosets in PabRMr,ml sb(PaRMr,m) is Pr,m-l-l, and Eq.(3.4) can 
be expressed as 

(4.11) 
!EPr,m-l-l 

From the definition of P Fa for C = RMr,m, we have that 

( m-l-1 ) 
log21PFa i = r . (4.12) 

2 m - I - 1 
For r ;::: m - i, PabRMr,m = sb(PaRMr,m) = RMm-l-1,m-l-l = V and 
log21PFa i = 0. 

For comparison, I PTa I = IPaCI(sao(C) 0 Sal(C))1 for C = RMr,m is 

log2IPaRMr,ml/lsaoRMr,mI2 

min{r,m-l} ( ) { r~l (m -i-1 ) 
'" m :- l _ 2 ~ i ' for r > l, 
~ Z i=O 
i=O 0, for r ::; l. 

min{r,m-l} ( ) ( '" m-i _ m-l-l 
~ i r-i-1 

i=r-l 
min{r,m-l} ( ) L m;i, 

i=O 

) , for r > i, 
(4.13) 

for r ::; i. 

5. Search Procedure for vT(i) 

Let lab with b E {O, I} be a nonleaf section. Let A, A' and B denote linear codes 
over Ia such that 

(5.1) 

For D E A' I A, define 

T ~ DIB. (5.2) 

We introduce procedure pick(T) which returns vT(i), La(VT(i)) and idT(VT(i)) 
at the ith call with 1 ::; i ::; ITI. La(VT(i)) and idT(VT(i)) are abbreviated as 
LT(i) and idT(i), respectively. Since saC S;;; B, vT(i) is an MLL sub-codeword 
in T. By definition, idT(i) =1= idT(j) for i =1= j. D denotes the search space of 
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pick(T), B specifies the search units (blocks) of pick(T) , and (IB/s",CI-1) MLL 
sub-codewords in each coset of T except for the best one can be ignored. 

We present a recursive implementation of pick(T) based on the decomposition 
(3.9). From (3.9), we have that 

D = U (PoD/soA)(idDo 0 id) 0 (pID/SID)(idDI 0 id), (5.3) 
idEI dA/(soAoq A) =I d pbA / sb A 

where idDb ~ idpbAf /Pb A (PbD). We define 

PF(D, A) ~ D/(soA 0 SIA), 

Fb(D, A) ~ PbP F(D, A) = PbD / SbA, for b E {O, 1}, 

(5.4) 

(5.5) 

where parameter D may be replaced by u E D or idA'/A(D), and if there is no 
possible confusion, then parameters D and A may be omitted, and PF(A) ~ 
A/(soA 0 SIA) and Fb(A) ~ PbA/SbA. Define idD ~ idAf/A(D). From (5.3) to 
(5.5), 

D= U PF(D,A)(idD oid), (5.6) 
idEIdpF(A) 

P F(D, A)(idD 0 id) = Fo(D, A)(idDo 0 id) 0 Fl (D, A)(idD1 0 id), (5.7) 

H(D, A)(idDb 0 id) = J-lPbAf /Pb A (idDb) + J-lFb(A) (id) + sbA. (5.8) 

If D = A, then idD = idDb = A. 

5.1. Recursive Implementation of pick(T) Based on 
the Coarsest Parallel Concatenation Decomposition 

There are two cases to be considered. 

(Case I) B = A, T = {D}. For this case, T consists of a single coset in A' / A, and 
pick(D) is called only once. For example, let Q: = A and A' = A = B = C. Then, 
D = C E T>. = C/C, and PF = C/(soC 0 SIC), Fb = PbC/SbC = nand pick(D) 
is an example of Case r. Another example is pick(n(id)). 

(Case II) B #- A, D #- A. For this case, Q: #- A from (5.1). Assume that 

s"'C ~ soA 0 SIA. (5.9) 

Since s"'C ~ B, the relation (5.9) holds if the following relation is true: 

B ~ soA 0 s1A. (5.10) 

Relation (5.10) with A = P"'C and B = Sb(p",/bC ), that is, 

Sb(p",/bC) ~ So (PaC) 0 SI(P",C), (5.11) 

holds for C = a RM code or an EBCH code of length 128 and dimension 57, 64, 
71 or 78, with the uniform binary sectionalization. For the EBCH codes, (5.11) 
is verified by constructing generator matrices for Sb(PaC) and Sb(p",/bC), A proof 
of (5.11) for RMr,m is as follows: Since (5.11) holds for r = 0, assume that r ~ 
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1. Note that p"RMr- 1 ,m ~ p"oRMr- 1 ,m 0 p"IRMr- 1,m- From (4.5) and (4.6), 
p"RMr- 1,m = Sb(P,,/bRMr,m) and p"b,RMr- 1,m = sb,(p"RMr,m) with b' E {O, I}. 
Hence, (5.11) holds for C = RMr,m' 

In contrast with Case I, pick(T) may be called two or more times in Case II. 
Hereafter, we consider Case II. Case I is a special case where ITI = 1. We consider 
the processing made by pick(T) at the hth call with 1 :::; h:::; ITI. Suppose vT(i), 
LT(i) and idT(i) with 1 :::; i < h have been found and returned to the parent 
procedure. For id E IdpF(A) , define 

Ph(id) £ l{vT(i) : vT(i) E PF(idD 0 id) and 1 :::; i < h}l, (5.12) 

h-l 

PF(id)h £ PF(idD 0 id)\{ U (vT(i) + B)}. (5.13) 
i=1 

In pick(T), subprocedure pick( H) with b E {O, I} is called by need which returns 
VFb(i), LFb(i), idFb(i) together with idF~(i) at the ith call, where F£ is defined 
in 5.2. 

(1) Suppose pick(Fb) has been called Ib times with bE {O, I} and 1 :::; Ib < IFbl, 
and VFb(ib), LFb(ib), idFb(ib) and idF~(ib) with 1:::; ib :::; Ib have been found. Define 

IPF £ {idDb \idFb(ib) : 1 :::; ib :::; hand b E {O, I}}. (5.14) 

From (2.7) and (3.6), IPF ~ IdFb(A) = IdpF(A)' Define CST and cS~ as 

CST £ U PF(id)h, (5.15) 
idEIPp 

U PF(idk 
idE I d p peA) \I Pp 

From (5.6), 

D= U PF(idD 0 id). 

From (5.13) to (5.15), 
h-l 

D\{ U T(vT(i))} = CST U cS~. 
i=l 

Define 

Cbest ~ V[cSTl = the best of U v[PF(id)hl· 
idEIPp 

Hence, vT(h) is either Cbest or v[cS~l. 

Sufficient conditions that VT (h) = Chest 

If the following (TCT-1) or (TCT-2) holds, then vT(h) = Cbest. 

(TCT-1) LFo(Io) + LFI (II) ~ L(Cbest}, 

(5.16) 

(5.17) 

(5.18) 

(5.19) 

(5.20) 
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(5.21 ) 

Proof. (i) If (TCT -2) holds, then v[cS~l is not defined. 
(ii) Suppose (TCT-1) holds and IIPFI < IPF(A)I. For id E IdpF(A) = IdFu(A) = 
IdF1(A) , it follows from (5.7) that 

PF(idD 0 id) = Fo(idDo 0 id) 0 F1(idD, 0 id). (5.22) 

For U E cS~, there exists id E IdpF(A)\IPF such that PbU E H(idDb oid) with 
bE {O, 1}. Since L(v) :::: LFb(Zb) for any v E Fb(idDb 0 id) with id E IdFb \IPF, 

L(PbU) :::: LFb(h). (5.23) 

If (5.10) holds, then the following (TCT -1') is a corollary of (TCT-l). Without loss 
of generality, suppose h is updated after -h. 

(TCT -1') 

Proof. If (TCT-1') holds, then there is il) such that 1 :S il) :S -h and idF-6(il)) = 

idDt, 0 id. From (5.22), v ~ VFJlb) 0 vFt,(il)) E PF(idD 0 id) and v is the best in 
P F (id D 0 id). Since any U E D\ P F (id D 0 id) belongs to some coset in D / Bother 
than that containing v from (5.10), v may be output already as vT(i) with i < h. 
Otherwise, since LFJzl)) :::: LFt,(il)), LFo(zo) + LF,(ll) :::: L(v) :::: L(Cbest). 6, 

(2) If v[PF(id)hl is found for every id E IPF, then Cbest can be obtained from 
(5.19). We introduce pick(PF(id)h) with id E IPF which returns the MLL sub
codeword U with the smallest discrepancy in P F( idh and its discrepancy. If 
PF(id)h = 0, then 0 is returned. 

Assume that the relation (5.10) holds, that is, B ~ soA 0 slA. Then 
pick(PF(id)h) can be reduced to pick(PF'(idD 0 id)), where 

PF'(idD 0 id) ~ PF(idD 0 id)/ B. (5.24) 

Procedure pick(PF'(idD 0 id)) returns U = v[PF(idh], its discrepancy and 
idpF1(idDOid)(U) at the (Ph(id) + l)th call, if PF(id)h -I- 0. For a recursive imple
mentation of pick(P F'(idD oid)), a subprocedure of type pick(PbP F(idD oid)/ Eb), 
where b E {0,1} and Eb is a linear subcode of PbPF(idD 0 id) = Fb(idDb 0 id), 
is called by need from pick(PF'(idD 0 id)). We choose SbB as Eb which is the 
maximal solution under the condition of Eo 0 El ~ B. Define 

(5.25) 

As a result, pick(P F'(idD oid)) makes use of the following relation based on (5.22). 
For id E IdpF(A) , 

PF(idD 0 id)/(soB 0 sIB) = F~(idDo 0 id) 0 F{(idD1 0 id), (5.26) 

is a refinement of P F'(idD oid) = P F(idD oid)/ B. For given Uo E F~(idD oid) and 
Ul E F{(idD 0 id), a simple procedure to decide if there is vT(i) E PF(idD 0 id) 
with 1 :S i < h such that Uo 0 Ul + vT(i) E B is shown in Appendix B. 
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Figure 2 shows the call-return relation among pick(T) , pick(Fb) and 
pick(PF(id)h). 

hth eall j vT(h), LT(h), idT(h) 

condition (TC-l) or (TC-2) holds. 

once* 
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pick(T) • • pick(PF(id)h) (id = idDb \idFb(i)) 

v[PF(id)h] 

T = DIB,PF = DI(soAosIA),Fb = PbDlsbA 
h-I 

PF(id)h = PF(idD 0 id)\{ U (vT(i) + B)} 
i=I 

* once for a return from pickFb with idFb (i) = idD 0 id 

Figure 2: The call-return relation among pick(T) , pick(Fb) and pick(PF(id)h)' 

Example 3: For Q={O,I}*, let A'=A=D=p",C. Then, idD=idDo=idDI =A. 

(i) For Q = A, B = C and T = CIC = {C}. Then PF(C) = C/(soC 0 SIC), and 
Fb(C) = PbClsbC = Tb with bE {a, I}. Since C"2 saC 0 SIC, (5.9) does not hold 
in general. 

(ii) We introduce the following new abbreviated notations for Q E {a, 1}*: 

(5.27) 

(5.28) 

For s",C <:;:; B <:;:; P"'C' pick(p",C I B) can be implemented by calling pick(F""b) 
and pick(PF(id)h) , where id E IdpF", = IdF""b = IdF""b is a return value from 
pick(F""b) at the ib-th call. 

(ii.l) If Ph(id) = 0, then v[PF(idh] = v[PF",(id)] and VF""b(ib) = V[F""b(id)]. 
From (5.7), 

(5.29) 
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where Fa,fJ(id) = J.LF",b(id)+sfJ(PoC), In (5.29), v[Fa.fJ(id)] can be found by calling 
pick(Fa,fJ(id)) once. For a = A (Case I), Ph(id) = 0 and it is sufficient to consider 
pick(PFo(id)) with 10'1 > O. 

(ii.2) If Ph(id) 2 1, then pick(PF(id)h) is reduced to PF' (Po C)(id). Let B = 
Sb(Pa/bC) for a E {O,I}*b with b E {O, I}. PF'(PaC)(id) is abbreviated as 
PF~(id): 

PF~(id) ~ PF'(PaC)(id) = (J.LPF" (id) + (SO(PaC) 0 SI(PoC)))/Sb(Po/bC), (5.30) 

On the complexity of pick(T) 
The complexity of pick(T) depends on the average of Io + II for which (TCT-l) 
holds for given h. By definition, Io + II = IIPFI+ the number of occurrences of 
(TCT -l') to hold, which reduce the computational complexity. Furthermore, for 
a E {O, 1}* and b E {O, I}, h is not greater than the Ib of the parent procedure. As 
is shown in Table 2, the upper limit onb, lFa,bl = IpobC/sb(PaC)I, is smaller than 
that of the MLL decomposition, ITabl(= IPabC/sabCl), except for a = A where 
Tab = Fa,b. 

Table 2: The dimensions of Tab and Fo,b for several RM and EBCH codes of 
length 128 

10'1 RM(128,64) EBCH(128, 57) EBCH(128, 64) EBCH(128, 71) EBCH(128, 79) 

Tab Fa,b Tab Fo,b Tab Fa.b Tab Fa.b Tab Fa,b 
0 20 20 27 27 34 34 41 41 34 34 
1 20 10 24 10 30 13 30 6 25 6 
2 14 4 15 4 16 1 16 1 15 1 
3 8 1 8 1 8 0 8 0 8 0 
4 4 0 4 0 4 0 4 0 4 0 

For a linear block code E, let dH(E) denote the minimum distance of E. 
Since (PoA) 0 (pIA) :;2 A :;2 SbA 0 {O} with b E {O, I}, 

dH(PoA) + dH(PIA) ~ dH(A) ~ dH(SbA). (5.31) 

Suppose A is binary transitive invariant and the uniform binary sectionalization 
is used. Then PoA = PIA, and therefore, 

(5.32) 

Note that dH(PbA) is the minimum distance between different cosets in Fb and 
dH(SbA) is the minimum distance of each coset in Fb. For relatively_ small 10'1, h 
and Zb < IFbl, the possibility that there exists better u in PbD\U:~ib Fb(VFb(i)) 
than v Fb (Ib) is small in average. 

5.2. Outline of pick ( P F' (id D 0 id)) 
Note that pick(P F' (idD 0 id)) with id E I PF is called in one of the following 
situations: 

(i) id is just registered to IPF and v[PF(id)hl is to be put in CST as the first 
representative from PF(idD 0 id)(= PF(id)h). 
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(ii) pick(T) has returned v P F' (idD oid) (Ph (id)) as VT (h -1) and pick(T) is currently 
called to find vT(h). Then, for finding a new Cbest in (5.19), v P F'(idDOid) (Ph (id) + 1) 
is required to make up vT(h - 1) = VPF'(idDOid)(Ph(id)). 

Subprocedure pick(F~(idDb 0 id)) is called by need to obtain VF~(idDboid)(jb) 

at the jbth call. When pick(Fb) at the ith call returns VFb(i), LFb(i) and id ~ 
idDb \idFb(i) together with idF~(idDboid)(i), that is, in the above situation (i), 
VF~(idDboid)(l) = VFb(i). That is, the first call of pick(F~(idDb 0 id)) simply refers 
to the return value of pick(Fb) at the ith call. 

To make use of the structure (5.26), we introduce new notations. 
Define a set of ordered pairs of positive integers P ~ {( io, i 1) : 1 ::; ib ::; Vb ~ 

ISbAI/lsbBI for b E {a, 1 n, v( io, i 1 ) ~ V F~(idDooid) (io)ov F{(idDl oid) (i 1 ) for (io, id E 

P, Pph(id) ~ {(io, i 1 ) E P : v(io, i 1 ) = VPF'(idDOid)(i) for 1 ::; i < Ph(id)}, and 

Fpdid) ~ P\Pph(id)' 
We introduce the following partial order "::;" into P: 

(io, i1 ) ::; (i~, i~) {==} io ::; i~ and il ::; i~. 

For p = (io, id and p' = (i~, i~) in P, we write p < p' iff p ::; p' and p of: p', and 
pip' iff pip' and p' i p. For pEP, define "'P ~ {p' E P : p ::; p'} and let OFph(id) 
denote the set of minimal pairs in Fph (id). Then, 

(01) for p and p' in of Ph (id) , pip', 

(02) Fph(id) = U "'p. 
PE&PPh(id) 

Define L(io,il) ~ L(v(io,il))' Then, for p < p' in P, Lp < Lp' 3. Hence, v(io,il) 
is a candidate for v[PF(id)hl only if (io, id E oFpdid)' From (81), we can number 
the pairs in OFph(id) as follows: 

(03) OFph(id) = {(i~),i~j)): 1::; j::; 8 ~ 18Fpdid) I}, where 

Vo ~ ib1) > ib2 ) > ... > ibb) and i~l) < i~2) < ... < iib) ::; VI. 

Here we assume that VF~(idDoOid)(jO) with 1 ::; jo ::; ib1) = 10 and VF{(idD10id)(h) 

with 1 ::; jl ::; i~8) ~ 11 have been computed by pick(Fb) or pick(F~(idDb 0 id)) 
and {Lp: p E OFph(id)} is listed, e.g., by a priority queue. From (02), there exists 
unique jm such that 1 ::; jm ::; 8 and 
(04) v(i~m), iijm )) = v[OFph(id)l. 
There are two cases: 

Case 1: If idpF'(idooid) (v( i~m), iijm ))) ~ {idpF'(idoOid) (VT( i)) : VT( i) E P F' (ido 0 

id) and 1 ::; i ::; Ph(id)}, that is, v(i~m),iijm)) E PF(id)h by using the deci

sion algorithm in Appendix B, then output v(i~m) Ajm)) as v[PF(id)h], delete 
( .(jm) .(jm)) fr J:lp d t Zo ,zl om U Ph(id) an re urn. 

3Refer to footnote 2. 



44 Tadao Kasami 

Case 2: Otherwise, delete (i~m), i~jm) from 8Pph (id) and update 8Pph (id) (if nec
essary). 

For Case 1, 8Fnew Ph(id) is updated at the next call to pick(PF'(idD 0 id» with 
new Ph(id) = current Ph(id)+l. For Case 2, 8Fph (id) is to be updated, if necessary. 
Note that for (io, i I ) E P, 

(85) I\:(io, id\ {( io, i I )} = I\:(io + 1, iI ) (for io < vo) U I\:(io, iI + l)(for iI < vd· 

Hence, in order to meet (81) and (82), each of the following pairs need to be added 
to 8Fph (id) \ ((i~m), i~jm)} under the following specified conditions: 

(i) (i~m) + 1,i~jm), if (a) either jm = 1 and i~I) < Vo or (b) jm > 1 and i~jm-I)_ 
i(jm) > 2 o -, 
(ii) (i~m), i~jm) + 1), if (a) either jm = J and i~O) < VI or (b) jm < J and i~jm+l) -

i~jm) :::: 2. 

For the case (a) only, pick(Ft(idDb 0 id» is called to find VF~(idDbOid)(Jb + 1) . 

. (6) 
Zo 

.(5) 
Zo 
.(4) 
Zo 

.(3) 
Zo 

.(2) 
Zo 
.(1) 
Zo 

1 
Vo 

np- - {(.(j) .(j). 1 < . < 6} 
U Ph(id) - zo' ZI . _ J _ 

Figure 3: Illustration of P,Pph(id), Fph(id) and 8Fph (id)' 

In Figure 3, suppose (i~2), i~2) or (i~5), i~5) is deleted. Then no new pair is 
to be added. If (i~3), i~3) is deleted, then (i~3) + 1, i~3) and (i~3), i~3) + 1) are to 

be added. If (i~4), i~4) is deleted, then (i~4) + 1, i~4) is to be added. 
Then, 18Fph(id) 1-1 :::; updated 8Pph (id) (current or updated) :::; 18Fph(id) I + 

1 If 'th' 1 d .(1) . ~ d .(0) h (.(1) 1) . et er Jm = an Zo < Vo or Jm = u an ZI < VI, t en VF6(idDooid) Zo + 
with i~l) =)0 or VF{(idDl Oid)(i~O) + 1) with i~O) =)1 is to be found, respectively. 
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Example 4: For 0: E {O, l}*b with b E {O, I}, A = PaC and B = Sb(Pa/bC), 
(i) Subprocedure pick(PF~(idCl))) with idCl ) E IdPFa = IdFa,b, for bl E {O, I}, 
calls pick(F~ b (id(1))), by need, which is processed in turn by its subprocedures , , 
on descendant subsections. F' b (id(1)) is the following abbreviation: a, , 

F~,b, (id(1)) ~ (/-lFa,b, (idCl )) + Sb, (PaC))/ Sbb, (Pex/bC), (5.33) 

Table 3 shows the dimensions of PF~(id)(5.30) and F~ b(id)(5.33) for several RM 
and EBCH codes of 128. ' 

Table 3: The dimensions of PF~(id) and F~,b(id) for several RM and EBCH 
codes of length 128 

10:1 RM(128, 64) EBCH(128, 57) EBCH(128, 64) EBCH(128, 71) EBCH(128, 79) 

PF~ F~,b PF~ F' a,b PF~ F' a,b PF~ F~ b PF~ F~,b 
1 10 10 17 15 21 17 35 24 28 19 
2 6 6 6 6 12 10 5 5 5 5 
3 3 3 3 3 1 1 1 1 1 1 
4 1 1 1 1 0 0 0 0 0 0 

(ii) For convenience, we extend the notations PFa and Fa,b as follows: 
For 0: and f3 in {O, 1}* and b E {O, I} such that lex{3 is a nonleaf subsection of la, 

(5.34) 

Fa,j3b ~ Sj3b(Pa C )/ S{3b(Pa C ). (5.35) 

Abbreviate PFa,>. as PFex . From (5.34) and (5.35), 

PbP Fa,j3 = Fa,{3b. (5.36) 

(iii) Subprocedure pick(F~,b, (idCl))) can be implemented as the Case II in 5.1, 

where A' = Pab, C, A = Sb, (Pex C ) , D = Pb,/-lPFa (idCl )) + A = /-lFa,b, (id(1)) + A and 
B = Sbb, (Pa/b C ), by subprocedures pick(Fa,b,b2(idCl ), -)) with b2 E {O, I} and 
pick(PF~,b,(idC1),idC2))), where id(2 ) E IdFa.b,b2Cid(1),-) is one of return values 

from pick(Fa,b,b2 (idCl ), -)), 

P F~,b, (idCl ), id(2 )) ~ (Pb, /-lPFa (idCl )) + /-lPFa,b, Cid(1») (idC2)) 

Refer to Figure 4, where 

F b b (idC1 ) id(2 )) 0:, 1 2 , 

+Sb,O(PaC) 0 Sb,l (PaC)) / Sbb, (Pa/bC), (5.38) 
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(Ph(id(1)) VPFa (id(1»)(Ph(id(l)) + 1), Ph(id(l)) > ° 
+1)th 

pick(P F~(id(1))) 

jb, th 
by need VF~,bl (id(1») (jbJ 

b1 E {O, I} VPFa ,b1 (id(1),id(2»)(jbI) 

pick(F~,bI (id(l))) 

ib2th 

by need 

b2 E {0,1} 

pick(F""b, b2 (id(l), -)) 

PF~(id(l)): (5.30), 

F~,bl (id(l)): (5.33), 

Fo;,b , b2 (id(l), -): (5.37), 

j b2 th 

by need 

b2 E {O,l} 

PF~ b (id(l),id(2))): (5.38), id(2) E IdpF' (id(1») = IdF . (1) , 
, 1 O:',bl o:,blb2(td ) 

Fo;,b ,b2 (id(l), id(2)): (5.39). 

Figure 4: The call-return relation among pick(PF~(id(l))), pick(F~ b (id(l))), 
, 1 

pick(P F~,bl (id(l), id(2))), pick(Fo;,b,b2 (id(l), -)) and pick(Fo;,bIb2 (id(l), id(2))). 

6. Preliminary Simulation Results [12] 

Figures 5 and 6 [12] show the simulation results of block error probabilities and 
average numbers of addition equivalent operations (AEO) for the (128, 64, 16) 
RM code, respectively. The number of AEO for the code by the standard Viterbi 
decoding with 128 sections is 16,897,966,073. As compared with the previously 
presented top-down RMLD for RM3,7 [7], [8], where the bit positions are permuted 
so that the left half 64 bits form the most reliable basis [9], the simulation range by 
the proposed algorithm has been extended to O.OdB and the decoding complexity is 
significantly reduced. These are good indications of the effectiveness of the coarsest 
parallel concatenation decomposition technique to make use of the fine structure of 
the target code. Simulations for some EBCH codes and RM codes and the detailed 
analysis of decoding complexity are under study by coworkers. 
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C 10-2 = 
~ 
~ 
~ 
g 

10-3 

= 

o 0.5 1 1.5 2 2.5 3 3.5 4 

Eb"'7\To(dB) 

Figure 5: Block error probability for RM3 ,7. 

Appendix A: Binary Transitive Invariant Codes [6] 

For a positive integer m and a nonnegative integer j less than 2m , represent j in 
a binary expression as 

j = JI2m - I + jz2m - 2 + ... + jm, ji E {O, I} for I :S i :S m. 

There is a one-to-one mapping 'Pm from the set of binary polynomials with m 
variables, Pm, to V 2m such that 

(A-I) 

where Uj+l £. !(jI,jz, ... ,jm) for O:S j < 2m. 
A binary block code B of length 2m is binary transitive invariant, if and 

only if for any! E Pm and (bI , b2, ... , bm) E vm, 'Pm(f(XI, X2, ... , xm)) E B {:} 
'Pm(f(XI + bI , X2 + b2, ... , Xm + bm)) E B. RM codes and EBCH codes are binary 
transitive invariant. 
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m 

OSD-RlVlLD [6. 7] 
Adaptive RlVILD [1,0] 
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Figure 6: Average numbers of AEO. 

Appendix B: A Decision Procedure Where u + v E B for u, 
v E soA 0 slA in (5.10) 

We can choose a generator matrix G B of B of the following form: 

GB = [=G~: ~~~=,:] , 
B,0,1 

4 

(B-1) 

where GB,b with b E {O, I} is a generator matrix of SbB and GB,0,1 is a generator 
matrix of [Bj(soBos 1B)J. As stated for (3.5), there is a one-to-one correspondence 
between the sets of rows in PoGB,0,1 and P1G B ,0,1, respectively. From (B-1) and 
(5.10), we can choose a generator matrix Gb of sbA of the form: 

and submatrix 
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is a generator matrix of [SbA/ SbB]. For idb E I dSbA / Sb B, idb can be partitioned into 

two subsections idb,l and idb,2 corresponding to submatrices PbG B,O,l and G~1), 
respectively. 

Note that GsoAos,A = 
POGB,O,l 
o 
d1) o 
o 

P1GB,O,1 
o 
G(1) 

1 

is a generator matrix of soA 0 slA. 

[ 
0 P1GB,O,1 1 [] 

Define G' ~ G61) 0 . Since gf is derived from GsoAos,A by row 
o d1) 

1 

operations, G' is a generator matrix of [(soA 0 slA)/ B]. For id E I d(soAos,A)/ B, id 
can be partitioned into three subsections idl , id2 and id3 corresponding to subma
trices of G', [0, Pi G B,O,l], [G61) , 0] and [0, GP)]' respectively. It follows from (3.6) 
and the definitions of G~ and G' that for Ub E SbA, idl(uo 0 Ul) = idl,l(Ul), 

id2(uo 0 Ul) = ido,2(UO), and id3(uo 0 ud = idl ,2(ud. Consequently, U = Uo 0 Ul 

and v = VOoVl, where Ub and Vb are in SbA, are in the same coset in (SOAOS1A)/ B, 
iff 

(B-2) 

(B-3) 
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Modularity of Asymptotically Optimal Towers 
of Function Fields 
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Abstract. Elkies conjectures that all recursively defined asymptotically opti
mal towers of function fields over finite fields with square cardinality arise 
from elliptic modular curves, Shimura curves, or Drinfeld modular curves by 
appropriate reduction. In this paper we review the recursive asymptotically 
optimal towers constructed so far, discuss the reasons behind Elkies' conjec
ture, present numerical evidence of this conjecture, and sketch Elkies' proof 
of modularity of the new families. 
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1. Introduction 

It is well known that for codes over a finite field F with square cardinality q at 
least 49, the algebraic geometry bound of the information rate is better than the 
Gilbert-Varshamov bound. This is achieved by exhibiting families, called asymp
totically optimal family, of smooth curves defined over F such that the limit of the 
number of F-rational points over its genus approaches the optimal value Vii - l. 
Appropriate reductions of elliptic modular curves, Shimura curves, and Drinfeld 
modular curves are shown to yield asymptotically optimal families. Families aris
ing from such curves are called modular. For practical purposes, explicit construc
tions of asymptotically optimal families are desired. This was first done by Garcia 
and Stichtenoth in 1995, giving recursively constructed towers. To date, there are 
several known recursively defined asymptotically optimal towers, which are all 
proved by Elkies to be modular. Elkies further conjectures that all recursively de
fined asymptotically optimal towers over finite fields with square cardinality are 
modular. 
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In this paper we review the recursive asymptotically optimal towers con
structed so far, discuss the reasons behind Elkies' conjecture, present numerical 
evidence of this conjecture, and sketch Elkies' proof of modularity of the new 
families. 

2. Algebraic Geometry Codes 

Let X be a smooth projective curve of genus 9 defined over a finite field IF of 
q elements. Choose n distinct IF -rational points PI, ... , Pn on X and an effective 
divisor G of X with support disjoint from the Pi'S. Suppose n > deg G > g. Denote 
by C(G) the finite-dimensional IF vector space spanned by the nonzero IF-rational 
functions f on X such that divf +G 2 o. Consider the IF-linear map ¢ from C(G) 
to IFn defined by 

¢(f) = (f(PI)' ... ' f(Pn )). 

This map is well defined since the poles of f lie in the support of G. Further, 
the condition div f + G 2 0 implies that the total number of poles of a nonzero 
f, counting multiplicities, is at most deg G, hence a nonzero f can have at most 
deg G zeros on X. As n > deg G, we see that ¢(f) =I- 0 if f =I- O. In other words, ¢ 
is an injection. The image of ¢, denoted by C = C(PI , ... , Pn ; G), is a linear code 
over IF of length n, called an algebraic geometry code. Its dimension k = dim C( G) 
is at least deg G - 9 + 1 by the Riemann-Roch theorem. Its minimal distance 
d, which is the least number of nonzero components among nonzero codewords 
in C, is at least n - deg G, as explained above. From practical point of view, it 
would be desirable that C has large information rate r(C) := kin so that it can 
transmit more messages. On the other hand, one would also desire that C has 
large error-correcting rate t5(C) := din so that it can correct more errors. These 
two quantities apparently are opposite to each other. A code is said to be good if 
the sum of these two quantities is large. In our case, we have the following lower 
bound for an algebraic geometry code C: 

r(C) + t5(C) 2 n - 9 + 1 = 1 + .!. _ ~I . 
n n n 9 

Therefore, to construct good algebraic geometry codes, we seek curves X defined 
over IF whose number of IF-rational points, Nq(X), divided by its genus g(X) is 
large. In fact, we'll need a family of curves {Xd defined over IF such that the ratio 
Nq(Xi)lg(Xi) is large as i approaches infinity. For this purpose, let Nq(g) denote 
the maximal possible number of IF-rational points on a curve of genus 9 defined 
over IF, and consider the quantity 

A(q) = lim sup Nq(g) 
g-+oo 9 

first introduced by Ihara in 1981. He showed that [10] 

A(q) 2 Jq-1 if q is a square. 
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Then Drinfeld and Vladut [1] in 1983 proved the unconditional upper bound 

A(q) :::; y'q - l. 

Combining both, we conclude that 

A(q) = y'q - 1 when q is a square. 
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To date, the precise value of A(q) for a nonsquare q is unknown. However, there 
are various lower bounds for such A(q). The reader is referred to [20], [16], [15], 
[18], and [12] for more information. 

For the remainder of this paper, q is assumed to be a square. A sequence of 
curves {Xd defined over IF with genus g(Xi) approaching 00 and Nq(Xi)/g(Xi) 
approaching A(q) = y'q -1 as i increases to infinity is called an asymptotically op
timal family of curves. Ihara obtained the aforementioned lower bound for A(q) by 
exhibiting an asymptotically optimal family of Shimura curves. In [19] Tsfasman, 
Vladut, and Zink exhibited an asymptotically optimal family of modular curves. 
These families are not explicit in the sense that the defining equations of these 
curves are not explicit. 

Instead of viewing a curve X geometrically, one may regard it algebraically 
by studying the associated field of IF-rational functions on X, called the function 
field IF(X) attached to X. The IF-rational points on X correspond to degree one 
places oflF(X), and the genus of IF(X) is equal to the genus of X. Conversely, given 
a field F over IF with transcendence degree one, there is a smooth projective curve 
X defined over IF, unique up to isomorphism, such that F is its function field. In 
the event that {Xi} is a sequence of covers, the associated function fields {IF(Xi )} 

form a tower under inclusion. Given a function field F over IF, we can compute the 
ratio of the number N(F) of places of degree one versus its genus g(F) and call 
a family of function fields {Fd over IF bad, good, or asymptotically optimal if the 
limit of N(Fi)/g(Fi), as i approaches infinity, is 0, nonzero, or A(q), respectively. 
Most of the families are bad. Asymptotically optimal families are rare. In what 
follows, we shall discuss explicit asymptotically optimal towers which are defined 
recursively and Elkies' modularity conjecture. 

3. Recursively Defined Towers 

By a recursively defined tower over IF we mean a strictly increasing tower T of 
function fields 

Fl C F2 C F3 ··· (3.1) 

satisfying the following conditions: 

1. Each Fi is a function field with field of constants IF; 

2. Fi+l is a finite separable extension of Fi for all i ::::: 1; 

3. The genus g(Fi) of Fi is greater than 1 for some i; 
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4. Fl is the rational function field IF(xd, F;+l = F;(xi+d for i 2: 1, and there is 
a rational function !(X, Y) in variables X and Y with coefficients in IF such 
that !(X;,Xi+l) = 0 for i 2: 1. 

Clearly the fields Fi are defined by explicitly given equations. Moreover, the re
cursive defining equation facilitates the study of the splitting of degree one places 
in its immediate superfield, which provides a lower bound of the growth of the 
number of the places of degree one, and the study of the ramification in each con
secutive extension, which, combined with the Hurwitz genus formula, describes 
the growth of the genus of fields. Recall that the limit as i goes to infinity of the 
quotient of the number N(F;) of places of degree one by the genus g(F;) for each 
Fi tells us how good the tower is. 

Remark. For the sake of simplicity, we restrict ourselves to adding one variable 
and satisfying one recursive relation at each step. We shall see later an example of 
adding two variables and satisfying two relations. Obviously it extends to adding 
m variables and satisfying m conditions. 

Exhibited below are a few examples of recursively defined asymptotically 
optimal towers whose field of constants IF has square cardinality. 

1. The first such tower was given by Garcia and Stichtenoth [6] in 1995 over lFq2 
with the recursive polynomial 

!(X, Y) = (Y X)q + Y X - Xq+l. 

2. In 1996, Garcia and Stichtenoth [7] found a subtower of the first tower, defined 
by the recursive relation 

xq 
!(X, Y) = yq + Y - Xq-l + 1 ' 

which is also asymptotically optimal. Elkies in [2] showed that the above two 
towers are in fact Drinfeld modular towers, that is, they arise from Drinfeld 
modular curves by reduction. 

3. In [8] Garcia and Stichtenoth constructed two more towers over lF4 and lFg, 
respectively. They were shown by Elkies [3] to come from the reduction mod 2 
of the elliptic modular curves {Xo(3 n )} and reduction mod 3 of the modular 
curves {Xo(2n)}, respectively. Sole in [17] gave a slightly different proof of 
this fact using Jacobi quartic identity. 

4. In his Allerton conference paper [3] in 1997, Elkies listed six families of elliptic 
modular curves {Xo(£n)} for £ = 2,3,4,5,6, and {Xo(3· 2n)}, as well as two 
families of Shimura curves, showing that their induction mod p for primes p 
not dividing the level yield recursively defined asymptotically optimal towers 
over IF p2. We shall explain some of these families in the next section. It should 
be pointed out that the first two towers are wild towers, meaning that wild 
ramifications occur in the consecutive field extensions, while the towers in [4] 
are tame towers, that is, at most tame ramifications occurring in consecutive 
extensions. 
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5. With the help of computer search, in 2002 Li, Maharaj, and Stichtenoth 
[13] gave four new recursively defined asymptotically optimal towers over 
IF 4, IF 9, IF 25, IF 49, respectively. These are tame towers, and they are not subtow
ers of any previously known asymptotically optimal towers. Elkies showed 
that they are elliptic modular towers [4]. The recursive polynomials and the 
proofs will be discussed in later sections. 

6. The most recent asymptotically optimal tower is the one constructed by Bez
erra and Garcia in 2003. It is a subtower of the second tower with the recursive 
rational function 

f( X Y) = Y - 1 _ xq - 1. 
, yq X 

The modularity of this tower is unknown. 

The tower T can be seen from geometric point of view as follows. Denote by Xi the 
smooth irreducible curve defined over IF whose function field is Fi . The increasing 
chain (3.1) means that geometrically we have a sequence of covering curves: 

Xl +-- X2 +-- X 3 ··· 

with Xl equal to the projective line JP'1 over IF, and X2 is a curve in Xl x Xl 
defined by f(X, Y) = O. Inductively, we see that Xn is a curve in the product of n 
copies of Xl, namely, Xl x ... X Xl, such that a point (Pl , ... , Pn ) of the product 
Xl x ... X Xl lies in Xn if and only if (Pj , PHd lies in X2 for j = 1, ... , n -1. In 
other words, Xn is obtained by iterating n - 1 times the correspondence from Xl 
to Xl given by X 2 . 

4. ElIdes' Conjecture 

Before explaining the underlying philosophy of Elkies' conjecture, we recall some 
basic facts about elliptic modular curves. The group SL2 (Z) acts on the Poincare 
upper-half plane ,Sj by fractional linear transformations. Given a positive integer 
N, we are interested in the congruence subgroup 

fo(N):= {(~ ~) E SL2 (Z): c == 0 (mod N)}, 

and its subgroup 

fl(N) := {(~ ~) E SL2 (Z) : a == d == 1 (mod N), c == 0 (mod N)}. 

The quotients Yo(N) := fo(N)\5) and Yl(N) = fl(N)\,Sj are called modular 
curves; each has finitely many cusps. After adjoining the cusps, we obtain com
pactified modular curves Xo(N) and Xl (N), respectively. These are curves defined 
over Q. Both Yo(N) and Yl(N) are moduli spaces, each parametrizes equivalence 
classes of elliptic curves defined over C with certain level N structure. We explain 
Yo(N) in more detail. 
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Consider the case N = £n for an integer £ > 1 and integer n ::::: O. A point z in 
yo(£n) represents the equivalence class of an elliptic curve E together with a cyclic 
subgroup Ccn of order r. We can also think of z as representing the isogeny from 
E to its quotient E I Ccn, which is again an elliptic curve. Being cyclic, the group 
Ccn contains a unique cyclic subgroup Ccn-I. After n - 1 iterations, we obtain a 
descending sequence 

Ccn :J Cen-l :J ... :J Ce. 

In terms of isogenies, this yields a chain 

E = Eo ----+ E1 ----+ ... ----+ En, 

where Ei = EICc' for i = 1, ... , n. 

(4.1) 

On the other hand, the set of complex points on an elliptic curve over IC may 
be identified with IC divided by a rank two lattice. Another way to interpret z is to 
regard it as parametrizing the isogeny from the elliptic curve with lattice /Z + z/Z 
to the the elliptic curve with lattice £-n/Z + z/Z, which is equivalent to the lattice 
/Z + £n z/Z. 

The advantage of viewing a point z as the chain (4.1) is that we can break 
it into n - 1 subchains of length 2 so that each subchain is a point in YO(£2), and 
consequently we obtain a map 

'Tfn : yo(£n) ----+ (Yo(£2))n-1 

by sending E = Eo ----+ E1 ----+ ... ----+ En to the point (Eo --* E1 --* E2, E1 --* 

E2 --* E 3 ,'" ,En- 2 --* En- 1 --* En). In terms of points z in 5), the map 'Tfn sends 
z to the point (z, £z, ... , £n-2 z ) in n - 1 copies of YO(£2). We extend 'Tfn to a map 
from Xo(r) to (XoW))n-1. 

The Atkin-Lehner involution Wen acts on Xo(£n) by sending z to e~~' or 
equivalently, it maps Eo --* E1 --* ... --* En to En --* En- 1 --* ... --* Eo. Here the 
map E j --* E j - 1 is the dual isogeny of E j - 1 --* Ej for j = 1, ... ,n. Note that there 
are two natural maps from XO(£2) to Xo(£): the first one starts with the involution 
WC2 on XO(£2), then followed by the natural projection proj from XO(£2) to Xo(£), 
while the second one starts with proj from XO(£2) to Xo(£), then followed by the 
involution Wc on Xo(£). Comparison of these two maps yields a description of the 
image of 'Tf n' More precisely, Elkies proved 

Theorem 4.1. [Elkies [3]] The map 

'Tfn : Xo(£n) ----+ (XO(£2)t- J 

given by 

Z r--+ (z, £ z, ... , £n - 2 Z ) 

is an injection. Its image consists of points (P1, ... ,Pn-d in (Xo(£2))n-l satisfy
ing the relation 

for j = 1, ... , n - 2. ( 4.2) 
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When XO(t'2) has genus zero (and hence so does Xo(t')), we may parametrize 
the points on the curve by its Hauptmodul, that is, a generator of the function field 
of the curve. We compute the actions of Wt2 and Wi using the respective Haupt
modul, and further express the Hauptmodul of Xo(t') in terms of the Hauptmodul 
Xl of XO(t'2). In this way we obtain a recursive relation J(X, Y) describing the 
relation (4.2) as J(Xl(Z),Xl(t'Z)) = 0 for all Z E Ji. This works for t' = 2,3,4,5. 

Example. Consider the case t' = 2. The Hauptmodul for Xo(4) is 

h4(z) = 1 +!( 17(Z) )8 
8 17(4z) 

and the Hauptmodul for Xo(2) is 

Here 

h2(Z) = ( 17(Z) ?4 = 8 (h4(z) + 1)2. 
17(2z) h4(z) - 1 

17(Z) = e21riz/24 II (1 - e21rimz) 
m;:::l 

is a modular function of weight 1/2. The recursive rational function is 

J(X, Y) = (X2 -1)((~ ~ ~)2 -1)-1. 

A more interesting and complicated case is t' = 6. The modular curve Xo(36) 
has genus one. It is an elliptic curve with affine equation given by y2 = x3 + 1, 
hence points on Xo(36) may be described by pairs (x, y) satisfying the defining 
equation. The curve Xo(6) has genus o. After going through the computations 
outlined above, ElIdes [3] showed that the map trn identifies the points in Xo(6n) 
with the points ((Xl, yd, ... , (Xn-l, Yn-l)) in Xo(36)n-l satisfying the conditions 

(X]_l - 8)(zJ - 8) = 72 for j = 2, ... ,n -1, (4.3) 

where 
Z. = (Yj + 3)2 _ X· - 2 

J x.-2 J 
J 

is the x-coordinate of the point (2, 3) - (Xj, Yj) on Xo(36). In conclusion, the 
tower of the fields over IF p2 

Fl C F2 C F3 c··· 

obtained from Xo(6n) modulo a prime p =I- 2,3 is constructed by adjoining two 
variables at each stage, namely, Fj = Fj-l(xj,Yj) for j 2:: 2, which satisfy two 
relations 

and (4.3). 
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Based on the fact that all asymptotically optimal recursive towers known at 
the time were proved by him to arise from either elliptic modular curves, Shimura 
modular curves, or Drinfeld modular curves by reduction, Elkies conjectured in 
1997 that this should be a general phenomenon. 

Elkies' Modularity Conjecture [3]. Every asymptotically optimal recursively de
fined tower over a finite field with square cardinality is modular, that is, the fields 
in the tower are the function fields of either elliptic modular curves, Shimura mod
ular curves, or Drinfeld modular curves by reduction. 

After the paper [13], Elkies includes towers arising from compactification by 
adding cusps of fJ/(D.. n fo(en )), where D.. is some other congruence subgroup of 
PGL2 (Q), modulo primes coprime to e. In his website [5], Elkies lists 15 (resp. 6) 
cases of elliptic modular towers arising from D.. n fo(2) (resp. D.. n fo(4)) with the 
recursive relation f(X, Y) a polynomial quadratic in X and Y. 

5. Numerical Evidence of Elkies' Conjecture 

Using a computer program called KASH, in a joint work with Maharaj and 
Stichtenoth [13], we performed an extensive search for polynomials f(X, Y) of 
low degree over small finite fields which define good towers in general and asymp
totically optimal towers over finite fields of square cardinality in particular. To 
achieve this goal, we considered only towers satisfying the three conditions in the 
following theorem, which provides an explicit lower bound of how good such towers 
are. 

Theorem 5.1. [9] Let FI C F2 C . .. be a tower of function fields over IF q such that 

(i) All consecutive extensions Fn+1 over Fn are tame; 

(ii) The set 

R = {places v of FI : v is ramified in Fn for some n ~ 2} 

is finite; 

(iii) The set 

Then 

S = {places v of FI : deg v = 1 and v splits completely in all Fn} 

is nonempty. 

A() 1· N(Fn) 2s 
q>lm---> , 

- n--->oo g(Fn) - 2g(FIJ - 2 + r 

where s is the cardinality of S, and r = LVER deg v. 

In the course of our search, all known asymptotically optimal recursive towers 
over small finite fields were recovered, but no good towers over a prime field were 
found. Based on this fact, we are tempted to make the following 
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Conjecture. No tame towers over prime fields satisfying conditions (i)-(iii) are 
recursively defined by a polynomial f(X, Y) of degree 2 or 3. 

In addition to the numerical evidence, there are some theoretical support to 
this conjecture. Lenstra in [11] proved that the construction of Garcia, Stichtenoth 
and Thomas [9] (for every finite field which is not prime) does not work over a prime 
field lFp and f(X, Y) = y2 + aX2 + bX over lFp. In other words, such f confirms 
the conjecture above. Moreover, Maharaj, Stichtenoth and Wulftange [14] showed 
that the recursive polynomial f(X, Y) = y2 + aX2 + bX over lFp defines a tower 
over lFq satisfying the conditions (i)-(iii) above if and only if p = 3, a = 1, b -# 0 
and q is a square. Further, f(X, Y) = y3 + aX3 + bX2 + cX over lFp defines a 
tower satisfying (i)-(iii) if and only if p = 2, a = b = c = 1 and q is a square. Hence 
they provide further support to the above assertion. 

Of the conditions (i)-(iii) in Theorem 5.1, our experience indicates that the 
condition (iii) is more restrictive than (ii). 

As a result of our computer search, 4 new asymptotically optimal towers were 
discovered in [13], which were proved by Elkies [4] to be modular as an appendix 
to [13]. This provides a numerical evidence of Elkies' modularity conjecture. We 
summarize the main results below. 

Theorem 5.2. [Li-Maharaj-Stichtenoth [13] and Elkies [4]] 

(1) The polynomials 
X2Y3 + (X3 + X 2 + X)y2 + (X + l)Y + X 3 + X over lF4 

2Xy2+(X2+X+1)Y+X2+X+2 overlFg 

(4X + 1) y2 + (X2 + X + 2) Y + X + 3 over IF 25 

(X2 + 6)y2 + XY + X 2 + 4 over lF49 

define recursive asymptotically optimal towers. 

(2) These towers are not subtowers of the known asymptotically optimal towers. 

(3) These towers are new modular towers. More precisely, the nth curve in each 
tower is isomorphic with the elliptic modular curve associated with the fol
lowing congruence subgroup of PSL2 (Z): 

fl(9) nfo(3n+1) overlF4 

r 1 (5) n fo(2n) over lFg 

f 1 (12) n fo(2n+l) over lF25 

fl(5) n fo(2n) over lF25 . 

Several remarks are in order. The new towers, while they are not subtowers, 
are supertowers of previously known modular towers Xo(3 n +1) and Xo(3 . 2n +1), 

and of modular tower Xo(5 . 2n ), which can be obtained by known methods. 

We note the following new features of the new towers: 

(A) Every previous recursive tower of elliptic modular curves is either {Xo (Cn No)} 
or a subtower of {Xo(cnNo)}; new towers require ro(CnNo) n rl(No). Because of 



60 Wen-Ching Winnie Li 

the involvement of r I groups, in the proof of modularity of new towers, we cannot 
use the usual models of these curves, in which rational functions have rational 
Fourier expansions at the cusp at infinity; instead, one has to use Igusa's model of 
the modular curve, which is a twist of the usual one. 

(B) In previous modular towers, as shown in the previous section, the method is to 
find a modularfunction Xl (-) on the upper half-plane fl satisfying f(XI (Z),XI (fz)) = 
o for all z E fl, leading to the parametrization of the point (Xl, . .. , Xn) by modular 
functions (XI(Z),XI(fz), ... ,xI(fn-Iz)). In the new towers, the identity takes the 
form f(XI(Z),€(XI(fz))) = 0, where € is a fractional linear transformation such 
that 

f(X, Y) = 0 if and only if f(C(X),€(Y)) = O. 

Thus a point on a new tower has coordinates 

(XI(Z),€(XI(fz)),€2(XI(f 2z)), ... ,€n-I(XI(.en-IZ))). 

In each case the cyclic group generated by € gives the action of ro(NO)/rl(No) 
(which is isomorphic to the abelian group (Z/ NoZ) x / {±1}) on the Xl-line of 
XI(No). 

To give a flavor of Elkies' proof of the modularity of new towers, we demon
strate the case of the tower :F over IF 9 defined by the recursive polynomial 

f(X, Y) = 2Xy2 + (X2 + X + 1)Y + X2 + X + 2. 

Note that each Fn+l is a quadratic extension of Fn for n ~ 1. The general strategy 
is to simplify the tower by successively dividing out symmetries until the tower 
becomes a recognizable modular tower. 

The starting point is to find a symmetry on the curve X 2 defined by f(X, Y) = 
O. We get some clue by looking at the set S of IF-rational points on the projective 
line which splits completely in all fields Fn in the tower. To find S, search for 
a maximal set of places of degree one in FI = IF(X) which splits completely in 
F2 such that the occurring degree one places in F2 are the same as those in FI 
we started with. This then repeats itself as we go up through all extensions in 
the tower. Consequently the starting set is the set S we look for. Denote by w a 
primitive root of IFi; it satisfies w2 - w - 1 = O. By straightforward computations, 
we find the following splitting information: 

place in FI place in F2 
0 00, 1 
1 -1, 1 

00 00, -1 
-1 -w, -w3 

-w 0, _w3 

-w3 0, -w 
Therefore we obtain 

S = {O, 1,00, -1, -w, _w3 }. 
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To S we attach a directed graph, called the graph of splitting points, with 
vertex set S and edge set given by the table above, that is, there is an out-edge 
from vertex u to vertices v and v' if and only if the place u of Fl splits into places 
v and v' in F2 . Each vertex has two out-edges and two in-edges. Note that there 
is a loop at the vertex 1 and vertex 00, respectively; a loop counts as an in-edge 
and an out-edge. This graph helps us visualize the following symmetry on S: 

° f-+ 0, -1 f-+ -1, 1 f-+ 00, -w f-+ _w3 . 

The fractional linear transformation 

X 
E(X) = X-I 

has order two and maps the symmetrical points to each other. Since an IF-rational 
involution on X 2 must preserve the symmetry on S, this suggests that E is the 
desired involution on X 2 , and inductively on all X n . Indeed this can be verified 
by checking 

!(X, Y) = ° if and only if !(E(X), E(Y)) = 0. 

Setting U = X + E(X) and V = Y + E(Y), we obtain a quotient tower Q with 
recursive defining polynomial 

Proceed as before. To find a symmetry for the tower Q, we have to figure out its 
graph of splitting points, which arises from that of tower F under U = X + E(X). 
It has vertices 0,00,1, -1 and out-edges 1 ~ -1, -1 ~ -1, -1 ~ 0, ° ~ 00, 00 ~ 
00, 00 ~ 1. Observe the symmetry 

° f-+ 1, 00 f-+ -1, 

which suggests the involution p,(U) = ~+~. After verifying 

g(U, V) = ° if and only if g(p,(U), p,(V)) = 0, 

we conclude that p, is the desired involution on the Q tower. Under W = U + 
p,(U) and Z = V + p,(V), we obtain a quotient tower H defined by the recursive 
polynomial 

h(W,Z) = (W -1)Z2 + (W - W2)Z + W2 + W. 

So far, we have constructed three towers: tower F is a two-fold cover of tower 
Q, which is a two-fold cover of tower H. We proceed to draw connection with 
modular towers from bottom up. 
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Theorem 5.3. 
(i) The 1i tower is isomorphic to the tower from the family of modular curves 

{Xo(5· 2n)jw5}' Here W5 is the Atkin-Lehner involution at 5. 
(ii) The Q tower is isomorphic to the tower from the family of modular curves 

{Xo(5·2n )} with isomorphism given by (U, V) f-+ (a(U),a(V)) where 

a(U) - U - 1 and 12 = -1 in IFg. 
- (I -1)U -1' 

(iii) The:F tower is isomorphic to the tower from the family of curves {Xo(5 . 
2n) XXo(5) X 1(5)} with the isomorphism given by (X, Y) f-+ (,B(X),,8(Y)) 
where 

X-a 
,8(X) = c X _ b' ,8(0) = -1, ,8(-1) = 1, 

and a, b, being roots of x 2 - (I + l)x + 1 + 1 = 0, lie in a quadratic extension 
of IF g. 

Notice that the fiber product in case (iii) is nothing but the curve of the 
group fo(5· 2n) n f1(5) = f1(5) n fo(2n), as stated in Theorem 5.2. In each case 
the modular tower consists of the function fields over IF 9 of the reduction mod 3 
of the corresponding modular curves. 

It should be pointed out that the isomorphisms of the first two cases are 
over IFg, while the last isomorphism is over a quadratic extension of IFg if the 
usual model on modular curves is used. However, if the Igusa model, which is a 
quadratic twist of the usual model, is used for the modular curves in case (iii), 
then the isomorphism in (iii) is again over IFg. 

We sketch the proof of Theorem 5.3. Start with the modular curve Xo(lO), 
which has genus zero and Hauptmodul 

G(z) = 1](2z) ( 1](5z) )5. 
1](Z) 1](lOz) 

Its quotient Xo(1O)jw5 has genus zero and Hauptmodul 

H(z) = ( 1](z)1](5z) )4 = G2 - 4G. 
1](2z)1](lOz) G + 1 

Write Gi(z) for G(2iz) and Hi(Z) for H(2iz) for brevity. It is not hard to check 
that the G;'s and H;'s satisfy the following recursive relations respectively. In other 
words, the modular towers in (ii) and (i) are both recursive towers with recursive 
relation 

G;+l = Gi (GiGi+1 - 2Gi+1 - 4), 

H;+! = Hi(HiHi+1 + 8Hi+1 + 16), 

respectively. Compare the 1i tower with the tower from {Xo(5· 2n)jws}. Observe 
that an isomorphism of recursive towers should preserve fixed points of the recur
sive relations. This would give us a clue about the isomorphism. Indeed, solving 



Modularity of Optimal Towers 63 

h(W, W) = 0 against Hi = Hi+l, one is led to the isomorphism 

A direct computation shows that this map brings the recursive relation on Hi, Hi+! 
to the recursive relation on W, Z. This proves (i). 

For 9 tower, Gi = Gi+l has 4 simple roots, while g(U, U) = 0 has two double 
roots at U = -1 and U = 00. Use the equivalent form of the 9 tower by applying 
the involution J.L to only one variable. This yields an isomorphic tower g' with new 
recursive relation 

g'(U, V) = (1- U2)V2 - (U2 + U + l)V + 1. 

The g' tower can now be identified with the {Xo(5·2n n tower by taking (G i , Gi+!) 
= (a(U),a(V)) with 

U-I 
a(U) = (I _ l)U _ l' where 12 = -1 in IFg • 

This proves (ii). 

Finally we prove (iii). The bottom curve of {Xo(5·2n ) XXo(5)Xl (5)) is Xl (10), 
which has genus zero with Hauptmodul given by 

00 

G'(z) = e-27riz II (1- e27rinz)Cn, 
n=l 

where 

{
-I if n == ±1, ±2 (mod 10), 

en = 1 if n == ±3, ±4 (mod 10), 
o if 51n. 

Further, G = G' - J" or equivalently, G,2 - GG' - 1 = O. This implies that 
the double cover X l (10) over Xo(lO) is ramified at G2 + 4 = o. Reducing mod 3 
and regard the reduced curves as over IFg , the two ramified points are at G = 1 
and G = -I in IFg . Notice that a(O) = I, a(l) = -I, and U = 0 and U = 1 
are the two branch points of the double cover of the U-line by the X-line given 
by U = X + c(X). One checks that the isomorphism (X, Y) I-t (j3(X),j3(Y)) as 
described in (iii) lifts the isomorphism (U, V) I-t (a(U),a(V)) given in (ii). This 
proves (iii). 
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A New Correlation Attack on LFSR Sequences 
with High Error Tolerance 

Peizhong Lu and Lianzhen Huang 

Abstract. Let U = (Ul, U2, ... ,Un) be N bits of a linear feedback shift reg
ister (LFSR) sequence with L the degree of the feedback polynomial. Let 
Z = (Zl' Z2, ... ,ZN) be N bits of observed sequence such that P(Zi = Ui) = 
1/2 + 8 where 0 < 8 :S !. This paper presents a new efficient correlation at
tack on stream ciphers, which is equivalent to solve the problem of recovering 
the LFSR's initial state (Ul' U2, ... ,uL) from the observed output sequence 
z. We consider the problem as a decoding problem for a linear [N, L] code. 
Our new approach has at least three advantages. Firstly, the new algorithm 
constructs much more independent parity check equations which results in 
significant decrease both of the decoding errors and of the required length 
N of the observed sequence. Secondly, by the combination of statistical test 
and repeatedly using of One-Step decoding algorithm, our novel scheme pro
vides better performance and lower complexity than other reported methods. 
Thirdly, we find a new formula to describe the relationship between the ten
dency of attack performance, the weight w of parity check equations, the noise 
level 8, and N. 

Mathematics Subject Classification (2000). Primary 94Z55; Secondary 94A60. 

Keywords. Stream cipher, correlation attack, statistical test. 

1. Introduction 

In the design of stream cipher system, the initial states of some linear feedback 
shift registers (LFSR) are commonly used as secrete keys. The running keystreams 
are generated by some nonlinear combination of several LFSR sequences. 

There are several classes of attacks against binary stream ciphers. One im
portant class of attacks on LFSR-based stream ciphers is fast correlation attacks 
[1, 2, 3, 4, 5, 6, 7]. Siegenthaler [8] showed that it can happen that the observed 
output sequence is correlated to the output of a particular target LFSR. Thus it is 
reasonable to try to apply a so-called divide-and-conquer attack, i.e., try to restore 
the initial state of the target LFSR independently of the other unknown key bits. 
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The basic ideas of all reported fast correlation attacks consider the crypto
graphic problem as a suitable decoding one, namely one may consider the output 
of the target LFSR to have passed through an observation channel. The channel 
is modelled by the Binary Symmetric Channel (BSC), with some error probability 
P = ~ - 8, for 8 > O. 

Let U = (Ul,U2,'" ,UN) be N bits of a linear feedback shift register (LFSR) 
sequence with L the degree of the feedback polynomial f(x). Then U is considered 
as a codeword of a binary linear [N, L] block code. Let Z = (Zl' Z2, ... , ZN) be N 
bits of observed sequence such that P(Zi = Ui) = ~ + 8 where 0 < 8 S; ~. 

The correlation attack is a decoding problem of restoring the LFSR's initial 
state U = (Ul,U2,"" UN) from the observed output sequence z. 

Meier and Staffelbach [7] find a very efficient way of iteratively decoding the 
[N, L] code when the feedback polynomial f(x) has low weight. 

Methods for fast correlation attacks for general feedback polynomials have 
been proposed [5]. Johansson and Jonsson [5][6] suggest a new fast correlation 
attack based on convolutional codes. They can be applied to arbitrary LFSR feed
back polynomials. The Viterbi algorithm with memory orders B S; 18 is used as 
the final decoding method. The performance of the algorithm is good. But the 
degree of the feedback polynomial should be less than 64 because of the limit of 
B S; 18 in Viterbi algorithm. 

Recently, there are some nice algorithms [1] [3] for fast correlation attacks 
based on linear binary block codes, which can be applied to arbitrary LFSR feed
back polynomials. 

Mihaljevic, Fossorier and Imai [3] present two algorithms for the fast correla
tion attacks. These decoding procedures offer good trade-offs between the required 
sample length, overall complexity and performance. Chepyzhov, Johansson and 
Smeets [1] present a new simple algorithm for fast correlation attacks on stream 
ciphers. They associate with the target LFSR another binary linear [n2' k]-code 
with k < L. The k information symbols of this code may coincide with the first k 
symbols of the initial state of the LFSR we want to recover. The codeword of this 
second code is considered to have passed through another BSC2 with a double 
"noise level" P2 = 2p(1 - p) > p. If the length of the new code can be chosen at 
least n2 = fkjC(P2)l, then the decoding of this code leads to the recovery of the 
first k symbols in the initial state of the LFSR. Since the new code has dimension 
k, the decoding complexity is decreased from 0(2L x LjC(P)) to 0(2k x kjC(P2)), 
where C(p) = I-H(p) = 1- (-plog2P- (l-p) log2(1-p) is the channel capacity 
of BSC. 

In this paper, we present two new algorithms, Algorithm A and B, for fast 
correlation attacks. The two algorithms do not depend on the weight of the LFSR 
feedback polynomial. Although we are influenced by [1] and [3], our algorithms 
improve the construction of parity check sets such that the number of parity check 
equations we construct is L - B times more than that in [1] and [3], which results 
in significant decrease both of the decoding errors and of the number of bits of the 
received degraded LFSR sequence. 
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We first define some random variables on the number of passed-parity-check 
equations. Then we propose a statistical test based on linear block codes which is 
a main step of our decoding algorithm. Our novel algorithm provides a remark
ably better performance and lower complexity than other reported methods by 
repeatedly using One-Step decoding algorithm. 

Our new approach is compared with recently proposed improved fast corre
lation attacks in [1] and [3] based on binary linear block codes. Plentiful experi
mental results show that our new algorithm yields better performance and lower 
complexity than the best algorithm reported up-to-now. 

Some new interesting theoretical results are also derived in this paper. We 
find a new formula to describe the relationship between the tendency of attack 
performance, the weight w of parity check equations, the noise level p, and the 
required length N of the observed sequence, namely the performance of our cor
relation attack by using (w + 1 )-weight parity check equations is better than the 
one by only using w-weight equations if and only if 

(1 - 2p) J N > 1. 
w+1 

The paper is organized as follows. Section 2 introduces some concepts used in 
correlation attack. Section 3 defines L - B + 1 sets of parity check equations. Section 
4 discusses some random variables of the number of passed-parity-check equations 
and their probability distributions. Section 5 presents our new fast correlation 
attacks. Comparisons between the recently reported best fast correlation attacks 
and our proposed algorithms are given in Section 6. Finally, the results of this 
paper are summarized in Section 7. 

2. Concepts and Problem Descriptions 

Let Z = (Zl' Z2, ... ,ZN) be the observed keystream sequence which is regarded 
as the received channel output. Let U = (Ul' U2, ... , UN) be the LFSR sequence 
which is considered as a codeword from an [N, L]linear block code C. The code C 
is composed of all the 2L sequences generated by an LFSR with a feedback poly
nomial of L degree. Due to the correlation between Ui and Zi, we can consider each 
Zi as the output of the binary symmetric channel, ESC, when Ui was transmitted. 
The correlation between Ui and Zi is described by the following probability: 

P(Zi = Ui) = 1 - p = 1/2 + E: 

where p < 0.5 and E: > O. 
The so-called fast correlation attack on a particular LFSR is to find the 

initial state (Ul' U2, ... , uL) of the LFSR sequence U by using Z and the correlation 
probability P(Zi = Ui) = 1 - p with complexity of order 0(20L) with respect to 
some Q: < 1. Thus the problem of finding a fast correlation attack is equivalent to 
the problem of finding a fast decoding algorithm of the linear [N, L] block code 
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C over a BSC with crossover probability p, where (U1,U2, ... ,UL) is called the 
information word and UL+1, ... , UN are the parity check symbols. 

It is worth to notice that in the theory of correlation attack, the typical 
values of p are closed to 1/2. For example, p = 0.4. However in the theory of error
correcting codes, the typical values of p are much smaller, for example, p = 0.05. 

From the coding theory, we know that, to realize unique decoding for a code
word passing a BSC, the length N of codeword must be not less than No = C(p). 

Usually, fast correlation attacks perform better when N» No. 
Similar as other algorithms reported for fast attacks, our algorithms have a 

precomputing procedure for constructing independent parity check equations in 
off-line. When we need to find the initial states of original LFSR sequence x after 
we received keystream sequence z, our new algorithm will decode Z according to 
the parity check equations in disk in on-line. 

3. Sets of Parity Check Equations 

We define two types of sets of parity check equations. The first type has L - B sets 
Oi,i = B + 1, ... , L, which correspond to the ith information symbol. The second 
type has one set 0 * . 

Let GLFSR = (gl g2 gN ) be the generating matrix of the [N, L] 
linear code C, where gi is a L-dimensional column vector. Let u = (U1' U2,· .. , UN) 
be a codeword of C. We can see that 

Ui = UOgi , i = 1,2, ... , N, (3.1) 

where Uo is the initial state of the LFSR for the sequence. Let Z = (Zl' Z2, ... , Z N ) 
be N bits of observed sequence such that P(Zi = Ui) = ~ + t5 = 1 - p where 
0< t5 ::; ~. We have the following parity-check equations corresponding to (3.1) 

Zi EB ZOgi, i = 1,2, ... ,N, (3.2) 

where Zo = (Zl' Z2, ... , zL). EB is the sum of mod 2. If Zi EB ZOgi = 0 for some i, we 
call it the passed-parity-check equation. 

Definition 3.1. For arbitrary B < i ::; L, and given a weight w, the set of parity 
check equations associated with the i th information symbol is the set Oi consisting 
of the following parity-check equations 

(zj, EB ZOgj,) EB (z12 EB Zo912) EB··· EB (Zjw EB ZOgjw) 

where 1 ::; j1, j2, ... ,jw ::; Nand (gj, EB gh EB ... EB gjw) has arbitrary values in the 
first B coordinates, value one at the ith coordinate, and value zero in all the other 
L - B-1 coordinates. 

Definition 3.2. The set 0* consists of the following parity-check equations 

(Zj, EB ZO%) EB (z12 EB Zo9J,) EB··· EB (Zjw EB ZOgjw) 

where 1 ::; j1, j2, ... ,jw ::; Nand (gj, EB g12 EB· .. EB gjw) has arbitrary values in the 
first B coordinates, value zero in all the other L - B coordinates. 
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It is not difficult to see that In*1 ~ Inil for i = B + 1, ... ,L. Let m = In*l. 
For 1 ~ j ~ m, the jth parity check equation in ni has the following relation: 

Cij (Zj1 EB ZOgjJ EB (z12 EB ZOg12) EB··· EB (Zjw EB ZOgjw) 
= Zh(gj1 EB g12 EB ... EB gjw) EB Zi EB L~=l Zjk (3.3) 
= Zh(9JI EB g12 EB ... EB gjw) EB bij 

where Zh = (Zl' Z2,···, ZB, 0, ... ,0), bij = Zi EB L~=l Zjk· 
Similarly, by Definition 2, the value of the jth equation in n* can be expressed 

as the following: 

(Zj1 EB ZOgjJ EB (z12 EB ZOgjJ EB ... EB (Zjw EB Zogjw) 
Zh (9JI EB g12 EB ... EB gjw) EB L~=l Zjk 
Zh(9JI EB g12 EB··· EB gjw) EB bj 

where bj = L~=l Zjk· 

(3.4) 

We outline the precomputation of ~y and ni in the following algorithm. 

Precomputing Algorithm: 
Input: Integers B,L,N,w and the generator matrix GLFSR. 
Processing steps: For arbitrary w columns gjl1 g12' ... ,gjw of G LF SR, if (gj1 EB g12 EB 
... EB gjw) has arbitrary values in the first B coordinates, and value one at the ith 
coordinate, and value zero in all other coordinates, then the vector (iI, i 2 ,.··, iw) 
and the vector of the first B coordinates of (gj1 EB g12 EB ... EB gjw) are stored as a 
record in the set ni . 

If (gj1 EB g12 EB ... EB gjw) has arbitrary values in the first B coordinates, and 
value zero in all the other coordinates, then the vector (iI, i 2 , ... , iw) and the 
vector of the first B coordinates of (gj1 EB g12 EB ... EB gjw) are stored as a record in 
the set n*. 
Output: The sets of parity check equations n* and ni , for i = B + 1, ... , L. 

In practice, for the case w = 2, the parity check equations can be found in 
a very simple way as follows. We simply put each column of GLFSR into different 
"buckets" , according to the value of the last L - B positions. Each pair of columns 
in each bucket will provide one parity check equation in n*. And for any two 
buckets, if only the ith value is different in last L - B positions, then each pair 
of these different buckets will provide us with one parity check equation in ni , for 
i = B + 1, ... , L. For w ~ 3, we store the columns in the same way as for w = 2. 
To find a parity check equation, we run through all w - 1 columns, add them, and 
look in the bucket corresponding to the values of last L - B bits. Thus all the 
parity-check equations in n* and ni can be found. 

Lemma 3.3. [6] A tight approximation about the expected number of In* I or Ini I is 
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As an illustration, note that for N = 40000, L = 40, w = 2, and B = 18, 19, 
20, 21, 22, Lemma 3.3 yields that the expected cardinality m is equal to 190, 380, 
761, 1522, 3045. 

Lemma 3.3 implies that the expected cardinalities of the parity-check sets 
specified by Definitions 3.1 and 3.2 do not depend on the LFSR feedback polyno
mial, and particularly on its weight, since the expected cardinalities of Ini I and 
In*1 are the same. For convenience, we assume that all the sets Inil and In*1 have 
the identical cardinalities, denoted by m in the sequel. 

4. The Random Variables of the Number of 
Passed-Parity-Check Equations 

Assume (Xl,X2, ... ,XB) is the first B information bits of a codeword x in the 
linear [N, L]-code. By (3.3) and (3.4), we have that 

B 

< = L ajk Xk EB bi) 
k=l 

B 

cj = L ajk Xk EB bj 
k=l 

(4.1) 

(4.2) 

Let (Ul,U2, ... ,UN) be the target LFSR sequence. We have the following 
lemmas. 

Lemma 4.1. Let p = ~ - b = P(zn =1= un), p' = ~ - E = P(cj =1= 0), p~ = ~ - Ei = 
P« =1=0). I!(Ul,U2, ... ,UB) = (Xl,X2, ... ,XB), thenE = 2w - 1bw and IEil =E. 

) 

Proof. The first part is proved in [5]. We now prove the second part. Since 

1 w B 

p' = "2 - E = P(cj =1= 0) = P(L Zjk =1= L ajk Uk), 
k=l k=l 

it implies that p' is the probability of the equations (4.2) with weight w being not 
a passed-parity-check equation. Similarly, since 

1 w B 

p; = "2 - Ei = P(c;) =1= 0) = P(L Zjk =1= Zi EB L ajk Uk), 
k=l k=l 

and if Zi = Ui then 
w B 

p; = P(LZjk =1= Ui EB Lajkuk), 
k=l k=l 

namely, p~ is the probability of the equations (4.1) with weight w being not a 
passed-parity-check equation. Therefore p; = p' and Ei = E. 



A New Correlation Attack on LFSR Sequences 73 

If Zi #- Ui then 

p~ = P (t Zjk #- Ui EB 1 EB t ajk Uk) = P (t Zjk = Ui EB t ajk Uk) 
k=l k=l k=l k=l 

namely, p~ is the probability of the equations (4.1) with weight w being a passed
parity-check equation. Thus p~ = 1 - p' and ei = -e. 0 

Lemma 4.2. Let p = ~ - 8 = P(zn #- un), p' = ~ - e = P(cj #- 0), p~ = 
~-ei = P(c~j #- 0). Suppose that aju aj" ... , ajB are pairwise independent random 
variables with P(ajk = 0) = P(ajk = 1) = ~ for an arbitrary integer k (1 ::; k ::; 
B). If (Ul' U2, ... , UB) #- (Xl, X2, ... ,XB), then ei = e = O. 

Proof. If (Ul, U2, ... , UB) #- (Xl, X2, ... , XB) then there exists at least one integer i 
such that Ui #- Xi. Let t be an integer such that Ut #- Xt. Without loss of generality, 
let Xl #- Ul, ... , Xt #- Ut, and Xj = Uj for j = t + 1, ... , B. Thus 

p' = ~ - e = P(cj #- 0) = P (t Zjk = t ajk uk)P(ajl + ... + ajt = 1) 
k=l k=l 

+ P (t Zjk #- t ajk uk)P(ajl + ... + ajt = 0) 
k=l k=l 

Since random variables ajl' ah, ... ,ajB are pairwise independent, and 

1 
P(ajk = 0) = P(ajk = 1) = 2 

for k (1 ::; k::; B), then 

P(a31 + ... + aj, = 1) = P(ajl + ... + ajt = 0) = 1/2 

and 
p' = (1/2 + e) x 1/2 + (1/2 - e) x 1/2 = 1/2. 

Therefore e = O. Similarly ei = O. o 
Remark 4.3. ajl' ah, ... ,ajB are values in the first B coordinates of the sum of 
some w columns of G LFSR. By experiment results, we can say aju ah, ... ,ajB are 
pairwise independent, and P(ajk = 0) = P(ajk = 1) = ~. 

Let Sand Si be defined by the following equations. 
m 

S = ~)cj EB 1), (4.3) 
j=l 

m 

Si = ~)c~j EB Zi EB 1). (4.4) 
j=l 

Thus Sand Si are the numbers of passed-parity-check equations in 0* and Oi 
respectively. 
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Theorem 4.4. 

(i) If (Ul,U2, ... ,UB) = (Xl,X2, ... ,XB), then S has binomial distribution 
B(m, 1/2+c), and Si has binomial distribution B(m, 1/2+c) or B(m, 1/2-c). 

(ii) If (Ul, U2, ... , UB) =j:. (Xl, X2, . .. , XB), then both Sand Si have binomial dis-
tribution B(m, 1/2). 

Proof Let ajk be the kth value of the vector (% EEl g12 EEl ... EEl gjw) in the jth 
parity-check equation in sets ni , where i = B + 1, ... , L, k = 1,2, ... , B. Since 
11,12, ... , jw are selected randomly from the set {I, 2, ... , N}, thus (gjl EEl g12 EEl 
... EEl gjw) can be regarded as a random variable on GF(2L ). Therefore we have 
P( ajk = 0) = P( ajk = 1) = ~ and ajl' ah, ... , ajB are pairwise independent. 

Suppose that (Ul, U2, ... , UB) = (Xl, X2, ... , XB). By Lemma 4.1, P(cj = 0) = 
1/2 +c, and 

P(c~ + Zi = 0) = P(c~ = O)P(Zi = 0) + P(c~ = l)P(zi = 1). 
J J J 

For a given integer i, B + 1 :S i :S L, Zi is a constant. If Zi = 1, then P(c;j + Zi = 
0) = P(c; = 1) = 1/2-ci. If Zi = 0, then P(c', .. +Zi = 0) = P(c; = 0) = 1/2+ci. 

J J J 

Thus S has binomial distribution B(m, 1/2 + c) and Si has binomial distribution 
B(m, 1/2 + c) or B(m, 1/2 - c). 

When (Ul, U2, ... , UB) =j:. (Xl, X2, ... , XB)' by Lemma 4.2, we get Ci = c = o. 
Therefore Sand Si have binomial distribution B(m, 1/2). 0 

Lemma 4.5. (Demoivre-Lapalace central limit theorem [10]) Suppose p (0 < p < 1) 
is the probability of success on each trial in n Bernoulli trials, ~n is the number of 
successes, then (~n '" B(n,p)),and when n ----> 00, 

i.e., 

~n - np '" N(O, 1) 
.jnpq 

~ - np 1 JX ,2 
lim P( n <x)= rn= e-'dt. 

n-->oo .jnpq v 271" -00 

Corollary 4.6. Let ~ = s:;! , ~i = s7m!!} , T/ = e + 2:f=B+l ~? Let m be sufficiently 
~ ~ 

large. Then: 
(i) If (Ul,U2, ... ,UB) =j:. (Xl,X2, ... ,XB), then T/ has chi-square distribution 

X2(L - B + 1) with L - B + 1 degrees of freedom. The expectation E(T/) = 
L - B + 1. Here we denote T/ as T/l. 

(ii) If(ul,u2, ... ,uB) = (Xl,X2, ... ,XB), then the expectationE(T/) = (L-B+ 
1)(1 - 4c2 + 4mc2). We denote this T/ as T/2. 

Proof When (Ul,U2, ... ,UB) =j:. (Xl,X2, ... ,XB), by Theorem 4.4, both Sand Si 
have binomial distribution B(m, 1/2). Because m is large enough, by Lemma 4.5, 
both ~ and ~i have distribution N(O, 1). Since the parity check equations in ni and 
n* are constructed independently, we can regard ~ and ~i as independent random 
variables. By the definition of chi-square distribution, we have the conclusion (i). 
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When (U1,U2, ... ,UB) = (X1,X2, ... ,XB), we know 

L 

E("1) = E(e) + L E(~;). 
i=B+1 

Clearly, we have 

m 
"4 

D(S) + (E(S))2 - mE(S) + q=-
m 
"4 

By Theorem 4.4, S has distribution B(m, 1/2 + c), and thus 

1 1 
D(S) = m("2 + c)("2 - c) 

and 
1 

E(S) = m("2 + c). 

Therefore we have 
E(e) = 1 - 4c2 + 4mc2 . 

Similarly, E(~;) = E(e) = 1 - 4c2 + 4mc2 . Thus 

E("1) = (L - B + 1)(1 - 4c2 + 4mc2 ). 
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D 

By Corollary 4.6, we know that when c is a constant and the cardinality m of 
the parity check equation sets is large enough, random variable "11 has distribution 
X2 (L - B + 1) which is irrelevant to m. But the expectation of "12 linearly increases 
with m. Therefore when m is large, the distinction between "12 and "11 is obvious. 
Thus the distinction between "12 and "11 can be used to determine whether the 
hypothesis (U1, U2, ... , UB) = (Xl, X2, ... , X B) is correct or not. Clearly the larger 
E("12) is, the better the performance becomes. However if c is quite small or m is 
comparatively small, this distinction is not credible. 

In practice, we can find a critical value T1 as a threshold such that P( "11 ?: 
T1) = 8. It means that the probability of correctly judging (Xl, X2, ... , XB) = 
(U1' U2, ... ,UB) is 1-8. We call 1-8 the distinguishable probability between "11 and 
"12. Hence if there are 2B possibilities to be exhaustively searched for information 
bits (Xl, X2, ... , X B), the number of the remaining possibilities which need to be 
further judged is 2B 8. 

To intuitively understand the distinguishability of "11 and "12 on statistic, we 
give the following experimental data in Table 1 with N = 40000, L = 40, W = 2, 
different noise ratio p, and different B bits for exhaustive search. In the table, 



76 Peizhong Lu and Lianzhen Huang 

E("'2) B = 18 B = 19 B=20 B = 21 B=22 
p m= 190 m=380 m = 761 m = 1522 m = 3045 
0.30 134.28 235.45 429.58 798.75 1499.60 
0.31 113.64 195.86 353.78 654.30 1224.96 
0.32 96.01 162.05 289.07 530.94 990.42 
0.33 81.09 133.42 234.28 426.51 291.98 
0.34 68.58 109.43 188.35 338.98 625.45 
0.35 58.21 89.54 150.01 266.40 487.47 
0.36 49.71 73.25 119.10 206.98 374.59 
0.37 42.86 60.10 93.93 159.01 283.30 
0.38 37.42 49.66 73.95 120.92 210.87 
0.39 33.18 41.53 58.39 91.26 154.48 
0.40 29.95 35.34 46.53 68.67 111.53 
T1 44.18 42.80 41.40 40.00 38.58 

Table 1: The distinguishability between .,,2 and "'1. 

E(172) stands for the expectation of 172, and TI is the threshold satisfying P("'I 2: 
T I ) = 0.005. 

Clearly, when E("'2) < T I , "'2 and "'1 are undistinguishable. We call P("'2 < 
TI ) the undistinguishable probability of "'2 and "'1. To compute P( "'2 < TI ), we 
need the following lemma. 

Lemma 4.7. ([9]) Let Ur be the rth central moment of binomial distribution B(n,p), 
i.e., Ur = E(x - npY, where r 2: 2. Then we have the following recursion formula 

r-2 r-2 

Ur = npq L C;_IUi - p L C;_IUi+I. 
i=O i=O 

Lemma 4.8. (Lindeberg-Levy theorem[lO]) If Xl, X 2 , ... ,Xn is a sequence of inde
pendent random variables and E(Xk) = a, V(Xk) = (J'2 ((J'2 > 0), k = 1,2, ... ,n, 
then 

2:~=I (Xk - na) '"V N(O 1) 
2 ' , (J' 

i.e., 

1· (2:~=I(Xk-na)) 1 jX -.t:.dt Imp =-- e 2 • 

n-+oo (J'Vn J21r -00 

Theorem 4.9 Let m be sufficiently large, Sand Si have distribution B(m, 1/2 + e) 

or B(m, 1/2 - e), Xo = (s~~y, and Xi = (Si:mi' )2. Let "'2 = Xo + 2:~+l Xi, 
~ -2 

E(Xi ) = a, D(Xi ) = (J'2, and L - B + 1 be sufficiently large. Then 

a = 1 - 4e2 + 4me2 , (4.5) 

(J'2 = 25~m (-512 - 512m - 12288me2 + m 3 + 8192e2 

+40960me4 - 24576e4 + 4096m2e2 - 16384m2e4 (4.6) 
-16m3e2 - 4000m3e4 - 256m3e6 + 256m3e8 ) 
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and 
P( <T)=<I>(T1 -(L-B+1)a) 

'r/2 1 (T\jL-B+1' 
(4.7) 

where <I>(a) is the distribution function of N(O, 1). 

Proof. By the proof of Corollary 4.6, we know that Xi have the same expectations. 
Now we consider the variances of Xi. We have 

16 32 
D(Xi) = E(X;) - (E(Xi))2 = 2"U4 + -(2p -1)u3 + 24(2p - 1)2u2 

m m 
+ 8m(2p - 1)3U1 + m 2(2p - 1)4 - (E(Xi))2 

where U r is the rth central moment of Si. By Corollary 4.6, we have 

a = E(Xi ) = 1 - 4e2 + 4me2. 

Note that q = 1-p, Uo = 1, Ul = 0, U2 = mpq, pq = G -e2), (2p-1)2 = 4e2, 
and by Lemma 4.7, 

U3 = mpq(2p - 1). 
Thus 

16 32 16 48p 32 
2"U4 + -(2p - 1)u3 = 2" (mpq + 3mpqu2) - -2 (U2 + U3) + -(2p - 1)u3, 
m m m m m 

and 
48p 32 96 2 2 

--2 (U2 + U3) + -(2p - 1)u3 = -( -(pq) + 32pq(2p -1) ). 
m m m 

Hence 

D(Xi ) = ~(mpq + 3mpqu2) - ~(U2 + U3) + ~ (2p - 1)u3 + 24(2p -1)2u2 

+8m(2p - 1)3u1 + m 2(2p - 1)4 - (E(Xi))2 

i.e., 

= ~(m(i - e;2) + 3m2( i - e;2)2) - (~ (i - e;2)2 + 32(i - e;2)4e;2) 

+96e;2m(i - e;2) + m 2(i - e;2)4 - (1 - 4e2 + 4me;2)2 

= 25~m ( -512 + 512m - 12288me;2 + 8192e;2 + 40960me;4 

-24576e;4 + m 3 + 4096m2e2 - 16384m2e4 - 16m3e;2 

-4000m3e;4 - 256m3e6 + 256m3e;8) . 

By Lemma 4.7, we know 

'r/2-(L-B+1)a rvN(O 1) 
av'L-B+1 ' , 

P('r/2 < Td = P ('r/2 - (L - B + l)a < Tl - (L - B + l)a) 
av'L-B+1 av'L-B+1 

= <I> (Tl - (L - B + l)a) . D 
av'L- B+ 1 

By Theorem 4.9, when L - B + 1 is sufficiently large, the threshold value Tl 
can be used to distinguish 'r/2 and 'r/l. The error decoding rate Pe = P( 'r/2 < T1 ) 
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can be computed according to formula (4.7). Generally, when L - B + 1 > 20, the 
precision of approximation is very satisfying. There are some experimental results 
on the approximation in Section 6. 

Theorem 4.10. Let p = 1/2 - 8 = P(zn i- un), w be the weight of parity-check 
equation, and N, L, B as defined before. Then the performance of our correlation 
attack by using (w + 1) -weight parity check equations is better than the one by only 
using w-weight equations if and only if 

28V N > 1. 
w+l 

(4.8) 

Proof Let Nw be the expected value of'TJ2 when the weight of parity check equation 

is w. By Corollary 4.6, Nw = (L - B + 1)(1 - 4c:2 + 4 x 2(B-L) ( ~ ) c:2), and 

c: = 2w- 18w. We consider the difference between Nw and Nw + 1, 

Nw+l - Nw = 2B-L+2(2W-18W) ( ~ ) ((28)2 w: 1 - 1). 

Thus 28J W~l > 1 if and only if NW+l - Nw > O. BeCauSe'TJ1 has the chi-square 
distribution with L - B + 1 degrees of freedom, it is irrelevant to w. Therefore, the 
bigger the 'TJ2 of expectation is, the better the distinguishable property between 'TJ2 
and 'TJ1 performances. Thus we conclude that the performance of our correlation 
attack by using (w + I)-weight parity check equations is better than the one by 

only using w-weight equations if and only if 28J W~l > 1. D 

5. Our New Algorithms 

The main underlying principles for construction of the novel fast correlation attack 
include the following: 

1. A partial exhaustive search for the first B information bits enhances the 
performance of the fast correlation attack. 

2. Statistical threshold ensures a precision decision for efficiently finding the 
correct first B information bits. 

3. Repeatedly using one-step decoding technology makes our new approach fast 
with low computational complexity. 

According to these principles a new algorithm for the fast correlation attack is pro
posed. The algorithm is based on the parity-check sets in Section 3. The threshold 
T1 is used to determine if a hypothesis of the first B information bits is right. T1 
can be calculated according to the method in Section 4 for a given distinguishable 
probability 1-a between 'TJ1 and 'TJ2. The threshold T for correlation checks can be 
calculated by a method in [8]. The thresholds T~ for the ith information bit can 
be calculated according to a method in [1]. 
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Algorithm A: 
INPUT: 
The parameters N, L, B, the thresholds T, TI and T~; 
The received noisy bits Zl, Z2, ... , ZN; 
The parity-check equations sets f!i and f!* for i = B + 1, ... , L. 

PROCESSING STEPS: 
Step 1: Setting the hypothesis 
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From the set of all possible 2B binary patterns, select a not previously considered 
pattern (Xl, X2, ... , X B), for the first B information bits. If no new pattern is 
available, go to step 3. 

Step 2: Decoding 
(a) Calculate Si and S, the number of passed-parity-check equations in f!i and 

f!*. Then calculate TJ. If TJ < T I , go to step 1. (Si, S, and TJ are specified in 
Section 4) 

(b) For every i, if Si < T~, then Xi = Zi Ell 1, else Xi = Zi. 
(c) Check if the current estimation of the information bits (XI,X2, ... ,XL) is a 

true one according to the following: 
For (Xl, X2, ... , XL)' generate the corresponding sequence X}, X2, ... , X N, and 
calculate S* = E:=l (xn Ell zn). If S* < T, go to OUTPUT (a), otherwise 
store (XI,X2, ... ,XB) into the set A. 

Step 3: Twice-step decoding 
(a) For every (Xl, X2, ... , X B) stored in the set A, transform the linear [N, L ]-code 

into linear [N, L - B]-code. 
(b) Decode the linear [N, L - B]-code. If the decoding succeeds, goto OUT

PUT(a), otherwise goto OUTPUT (b). 

OUTPUT: 
(a) Output the result [Xl, X2, ... , XL] as [UI, U2,···, UL]; 
(b) The correlation attacks fail, the correct information bits are not found. 

Remark 5.1. With knowledge of the first B information symbols, the problem of 
restoring the remaining L - B bits is much more simple compared to the original 
problem. Hence we can discard the computational complexity of the twice-step 
decoding processing. 

Similarly, we present another new algorithm B by a simple ML-decoding 
procedure. 

Let Po = S. If Si ~ m/2, then Pi = Si, else Pi = m - Si· 

Algorithm B: 
INPUT: N, L, B; the received noise sequence Zl, Z2, ... , ZN; the parity-check sets 
f!i and f!*. 
DECODING: Exhaustively search 2B possibilities to find a vector (Xl,X2, ... ,XB) 
such that the sum Po + Ef=B+I Pi is maximal. 
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6. Performance Evaluation 

6.1. Complexity 
The computational complexity can be divided into two parts, the time for pre
processing and the decoding time. In part of preprocessing, the calculation of all 
parity-check equations is of order O(NW-llog N). We also need to store each par
ity check equation, which is composed of its index positions and a B-bits vector, 
in 0* and Oi. Thus the storage requirement is at most (L - B + l)m(B + wlog2N). 
If we store 2::=1 Zik instead of their index positions, then the storage requirement 
is at most (L - B + l)m(B + 1). 

The complexity of the decoding step is given as follows: 

Corollary 6.1. Let W be the weight of the LFSR characteristic polynomial, 1-0 the 
distinguishable probability. Then the complexity of our algorithm A is proportional 
to 2B[(L - B + l)m + (N - L)Wo] mod 2 additions. 

Corollary 6.2. The complexity of the proposed algorithm B is proportional to 2B (L
B + l)m mod 2 additions. 

6.2. Simulation 

We have made plentiful experiments to evaluate the performance of our new al
gorithms. The LFSR characteristic polynomial we have chosen is 1 + x + x 3 + 
x 5 + x 9 + xlI + X12 + x 17 + x19 + X2l + x25 + x 27 + x 29 + x 32 + x 33 + X 38 + x40. 

N = 40000, w = 2, the distinguishable probability between "11 and "12 is 1 - 0= 
0.995. 

Firstly, we compare the restored proportion P("1l > Tl ) with given o. Table 
2 shows that the actual values of P("1l > Td are close to the expected values o. 

B a m Tl P("1l > Td 
19 0.36 0.005 380 42.8 0.00495 
20 0.34 0.005 761 41.4 0.00497 
21 0.38 0.005 1522 40 0.00498 

Table 2. Comparison of the simulation result with the theoretic value 

Table 3 compares the error decoding probability of algorithm A with our 
theoretical estimation from formula (4.7) in Theorem 4.9. Notice that although 
L - B + 1 is around 20, the actual values are close to our theoretical estimations, 
the difference is about 0.05. 

Table 4 compares the performance of our algorithm A with the algorithm of 
[3]. The parameters N, w, a and the characteristic polynomial are the same as 
above. We made 1000 times random experiments under the condition that B = 
18, 19, 20, 21, 22 and p is between 0.30 and 0.40. 

In Table 4, NewA means our new algorithm A, [3] means the algorithm in [3]. 
The data in Table 4 shows that the performance of our algorithm is significantly 
better than that of the algorithm of [3]. 
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The error probability of decoding Pe 

P B = 18,m = 19 B = 19,m = 380 B = 20,m = 761 
theoretic Simulation theoretic Simulation theoretic Simulation 

0.30 0.000 0.000 0.000 0.000 0.000 0.000 
0.33 0.013 0.005 0.000 0.000 0.000 0.000 
0.36 0.327 0.252 0.026 0.007 0.000 0.000 
0.39 0.883 0.832 0.548 0.490 0.110 0.076 

Table 3. Comparison of the actual decoding error probability 
with our theoretic estimation 

The error probability of decoding 

P B=18 m=190 B=19 m=380 B=20 m=761 B=21 m=1522 B=22 m=3045 
NewA [3] NewA [3] NewA [3] NewA [3] NewA [3] 

0.30 0.000 0.254 0.000 0.023 0.000 0.000 0.000 0.000 0.000 0.000 
0.31 0.000 0.384 0.000 0.041 0.000 0.002 0.000 0.000 0.000 0.000 
0.32 0.000 0.569 0.000 0.098 0.000 0.002 0.000 0.000 0.000 0.000 
0.33 0.005 0.696 0.000 0.226 0.000 0.020 0.000 0.000 0.000 0.000 
0.34 0.020 0.838 0.000 0.356 0.000 0.053 0.000 0.001 0.000 0.000 
0.35 0.086 0.915 0.001 0.542 0.000 0.114 0.000 0.002 0.000 0.000 
0.36 0.252 0.955 0.007 0.743 0.000 0.225 0.000 0.019 0.000 0.000 
0.37 0.471 0.983 0.075 0.865 0.000 0.450 0.000 0.080 0.000 0.001 
0.38 0.695 0.990 0.243 0.932 0.007 0.652 0.000 0.210 0.000 0.023 
0.39 0.832 0.997 0.490 0.980 0.076 0.850 0.000 0.445 0.000 0.052 
0.40 0.921 1.000 0.729 0.988 0.292 0.935 0.005 0.663 0.000 0.267 

Table 4. Comparison of the new algorithm A with the algorithm A of [3] 

Table 5 compares the performance of the our new algorithms A and B with 
the algorithm presented in [1]. 

P 

0.33 
0.34 
0.35 
0.36 
0.37 
0.38 

The error probability of decoding 
N=45000,m=1941 N =18000,m=308 N = 18000,m=308, 
Algorithm in [1] Algorithm B 8 = 0.005 

Algorithm A 
0.39 0.03 0.00 
0.59 0.18 0.00 
0.75 0.42 0.01 
0.89 0.67 0.09 
0.98 0.82 0.27 
1.00 0.99 0.52 

Table 5. The performance comparison between 
our new algorithm and one in [1] 
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The performance of our new algorithm is superior to the algorithm presented 
in [3], because the success of the algorithm presented in [3] depends on the suc
cessful decoding of every information bit. So long as there is one information bit 
decoding error, the whole attack will fail. The authors of [4] have partially overcome 
this shortcoming. But they needed D - B sets of parity-check equations, where 
D > L. When D increases, the complexities of precomputation and decoding will 
also linearly increase. Moreover, the decoding processing in [4] needs 2B +1 initial 
states to be correlation ally checked. This becomes the main part of computational 
complexity of decoding. Recently, this approach was improved algorithmically by 
Chose et al. [2]. 

However, the successful attack of our new algorithm does not rely on the 
successful decoding of special information bits. It is decided by all the L - B + 1 
parity-check sets holistically. The initial states to be correlationally checked in 
our algorithm are less than 2B 8 where 8 :::; 0.005. When the cardinality m of the 
parity-check sets is large, our algorithm can precisely distinguish T/2 and T/1. 

The decoding complexity of the algorithm of [3] is 2B [( L - B + 1 )mw + (N -
L)w]. The decoding complexity of our algorithm is 2B[(L - B + l)m+ (N - L)w8]. 
Since 8 is very small, for example 8 = 0.005, and w 2: 2, our algorithm improves 
the decoding complexity. 

Compared with the algorithm in [1], our new algorithm uses L - B times 
more parity-check equations. This is an important reason why the performance of 
our new algorithm is superior to the algorithm in [1]. But the complexity of the 
Algorithm in [1] is 2B m, which is lower than the new one. 

7. Conclusions 

We present a new powerful algorithm for fast correlation attacks. It involves more 
parity-check sets than other algorithms reported. The performance of the new al
gorithm is significantly improved with relatively low computational complexity. In 
particular, we use some random variables and their distributions to determine a 
statistical threshold which guarantees a precise decision for efficiently finding the 
correct first B information bits. We also find a new formula to describe the rela
tionship between the tendency of attack performance, the weight w of parity check 
equations, the noise level 6, and the required length N of the observed sequence. 
We believe that, with a set of parallel PCs and a few weeks of precomputation, 
our algorithm can carry out the correlation attack on the LFSRs of length 80-100 
and p = 0.4 in one PC in several hours by using B = 35 and t 2: 3. 
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LDPC Codes: An Introduction 

Amin Shokrollahi 

Abstract. LDPC codes are one of the hottest topics in coding theory today. 
Originally invented in the early 1960's, they have experienced an amazing 
comeback in the last few years. Unlike many other classes of codes, LDPC 
codes are already equipped with very fast (probabilistic) encoding and decod
ing algorithms. The question is that of the design of the codes such that these 
algorithms can recover the original codeword in the face of large amounts of 
noise. New analytic and combinatorial tools make it possible to solve the de
sign problem. This makes LDPC codes not only attractive from a theoretical 
point of view, but also perfect for practical applications. In this note I will 
give a brief overview of the origins of LDPC codes and the methods used for 
their analysis and design. 

Keywords. LDPC codes, graph based codes. 

1. Introduction 

This note constitutes an attempt to highlight some of the main aspects of the 
theory of low-density parity-check (LDPC) codes. It is intended for a mathemati
cally mature audience with some background in coding theory, but without much 
knowledge about LDPC codes. 

The idea of writing a note like this came up during conversations that I 
had with Dr. Khosrovshahi, head of the Mathematics Section of the Institute for 
Studies in Theoretical Physics and Mathematics in December 2002. The main mo
tivation behind writing this note was to have a written document for Master's and 
PhD students. The style is often informal, though I have tried not to compromise 
exactness. 

The note is by no means a complete survey. I have deliberately left out 
a number of interesting aspects of the theory, such as connections to statistical 

Most of the work on this paper was done when the author was visiting the Institute for Theoretical 
Physics and Mathematics (IPM) in Tehran. 
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FIGURE 1. An LDPC code 

mechanics. The important topics of general Tanner graphs, and factor graphs as 
well as connections to Turbo codes have also been left untouched. 

My emphasis in writing the notes has been on algorithmic and theoretical 
aspects of LDPC codes, and within these areas on statements that can be proved. I 
have not discussed any of the existing and very clever methods for the construction 
of LDPC codes, or issues regarding their implementation. 

Nevertheless, I hope that this document proves useful to at least some stu
dents or researchers interested in pursuing research in LDPC codes, or more gen
erally codes obtained from graphs. 

2. LDPC Codes 

LDPC codes were invented by Robert Gallager [13] in his PhD thesis. Soon after 
their invention, they were largely forgotten, and reinvented several times for the 
next 30 years. Their comeback is one of the most intriguing aspects of their history, 
since two different communities reinvented codes similar to Gallager's LDPC codes 
at roughly the same time, but for entirely different reasons (see [7, 19, 18, 21, 20, 
35,36]). 

LDPC codes are linear codes obtained from sparse bipartite graphs. Suppose 
that 9 is a graph with n left nodes (called message nodes) and r right nodes (called 
check nodes). The graph gives rise to a linear code of block length n and dimension 
at least n ~ r in the following way: The n coordinates of the codewords are associ
ated with the n message nodes. The codewords are those vectors (Cl' ... , cn ) such 
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that for all check nodes the sum of the neighboring positions among the message 
nodes is zero. Figure 1 gives an example. 

The graph representation is analogous to a matrix representation by looking 
at the adjacency matrix of the graph: let H be a binary r x n-matrix in which the 
entry (i, j) is 1 if and only if the ith check node is connected to the jth message 
node in the graph. Then the LDPC code defined by the graph is the set of vectors 
C = (Cl, ... , cn) such that H· C T = O. The matrix H is called a parity check matrix 
for the code. Conversely, any binary r x n-matrix gives rise to a bipartite graph 
between n message and r check nodes, and the code defined as the null space of 
H is precisely the code associated to this graph. Therefore, any linear code has 
a representation as a code associated to a bipartite graph (note that this graph 
is not uniquely defined by the code). However, not every binary linear code has 
a representation by a sparse bipartite graph.l If it does, then the code is called a 
low-density parity-check (LDPC) code. 

The sparsity of the graph structure is key property that allows for the algo
rithmic efficiency of LDPC codes. The rest of this note is devoted to elaborating 
on this relationship. 

3. Decoding Algorithms: Belief Propagation 
Let me first start by describing a general class of decoding algorithms for LDPC 
codes. These algorithms are called message passing algorithms, and are iterative 
algorithms. The reason for their name is that at each round of the algorithms 
messages are passed from message nodes to check nodes, and from check nodes back 
to message nodes. The messages from message nodes to check nodes are computed 
based on the observed value of the message node and some of the messages passed 
from the neighboring check nodes to that message node. An important aspect is 
that the message that is sent from a message node v to a check node c must not 
take into account the message sent in the previous round from c to v. The same 
is true for messages passed from check nodes to message nodes. 

One important subclass of message passing algorithms is the belief propaga
tion algorithm. This algorithm is present in Gallager's work [13], and it is also 
used in the Artificial Intelligence community [28]. The messages passed along the 
edges in this algorithm are probabilities, or beliefs. More precisely, the message 
passed from a message node v to a check node c is the probability that v has a 
certain value given the observed value of that message node, and all the values 
communicated to v in the prior round from check nodes incident to v other than 
c. On the other hand, the message passed from c to v is the probability that v 
has a certain value given all the messages passed to c in the previous round from 
message nodes other than v. 

1 To be more precise, sparsity only applies to sequences of matrices. A sequence of m x n-matrices 
is called c-sparse if mn tends to infinity and the number of nonzero elements in these matrices 
is always less than cmax(m, n). 
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It is easy to derive formulas for these probabilities under a certain assump
tion called independence assumption, which I will discuss later. It is sometimes 
advantageous to work with likelihoods, or sometimes even log-likelihoods instead 
of probabilities. For a binary random variable x let L(x) = Pr[x = O]/Pr[x = 1] 
be the likelihood of x. Given another random variable Y, the conditional likeli
hood of x denoted L(x I y) is defined as Pr[x = 0 I Y]/ Pr[x = 1 I y]. Similarly, 
the log-likelihood of x is InL(x), and the conditional log-likelihood of x given Y is 
InL(x I y). 

If x is an equiprobable random variable, then L(x I y) = L(y I x) by Bayes' 
rule. Therefore, if Yl, ... , Yd are independent random variables, then we have 

d 

InL(x I Yl,···,Yd) = 2:)nL(x I yd· (3.1) 
i=l 

Now suppose that Xl, ... , Xf are binary random variables and Yl, ... , Yf are random 
variables. Denote addition over lF2 by EB. We would like to calculate In L(XI EB··· EB 
Xf I Yl, ... ,Yf). Note that ifp = 2Pr[xl = 0 I Yl]-l and q = 2Pr[x2 = 0 I Y2]-1, 
then 2 Pr[xl EB X2 = 0 I Yl, Y2] - 1 = pq. (Why?) Therefore, 2 Pr[xl EB ... EB Xf = 
o I Yl,···, Yf] - 1 = rr~=l (2 Pr[xi = 0 I Yi] - 1). Since Pr[xi = 0 I Yi] = L(Xi I 
Yi)/(l + L(Xi I Yi)), we have that 2 Pr[xi = 0 I Yi]-l = (L-1)/(L+ 1) = tanh(£/2), 
where L = L(Xi I Yi) and £ = In L. Therefore, we obtain 

1 + (rr~=l tanh(£;/2)) 
InL(xlEB···EBxfIYl,···,Yf)=ln (f )' 

1 - rri=l tanh(£;/2) 
(3.2) 

where £i = In L(Xi I Yi). The belief propagation algorithm for LDPC codes can be 
derived from these two observations. In round 0, the check nodes send along all 
the outgoing edges their log-likelihoods conditioned on their observed value. For 
example, if the channel used is the BSC with error probability p, then the first 
message sent to all the check nodes adjacent to a message node is In( 1 - p) - In p 
if the node's value is zero, and it is the negative of this value if the node's value 
is one. In all the subsequent rounds of the algorithm a check node c sends to an 
adjacent message node v a likelihood according to (3.2). A message node v sends 
to the check node c its log-likelihood conditioned on its observed value and on 
the incoming log-likelihoods from adjacent check nodes other than c using the 
relation (3.1). 

Let m~~) be the message passed from message node v to check node c at the £th 
round of the algorithm. Similarly, define m~V. At round 0, m~~) is the log-likelihood 
of the message node v conditioned on its observed value, which is independent of 
c. We denote this value by mv. Then the update equations for the messages under 
belief-propagation can be described as 

{ 
mv, 

(£-1) 
mv + L:c'ECv\{c} mc'v , 

if £ = 0, 

if £ 2: 1, 
(3.3) 
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1 + I1v'EVc\{V} tanh (m~;~/2) 
In (l) )' 

1- I1v'EV,\{V} tanh In;,,'c/2 
(3.4) 

where Cv is the set of check nodes incident to message node v, and Vc is the set 
of message nodes incident to check node c. 

The computations at the check nodes can be simplified further by performing 
them in the log-domain. Since the value of tanh(x) can be negative, we need to 
keep track of its sign separately. Let "( be a map from the real numbers [-00,00] to 
1F2 X [0,00] defined by "((x) := (sgn(x), -In tanh(lxl/2)) (we set sgn(x) = 1 if x ~ 1 
and sgn(x) = 0 otherwise.) It is clear that "( is bijective, so there exists an inverse 
function ,,(-1. Moreover, "((xy) = "((x) + "((y), where addition is component-wise 
in 1F2 and in [0,00]. Then it is very easy to show that (3.4) is equivalent to 

m~~ = ,,(-1 ( L "( (m~;;I))) 
v'EV,\{v} 

(3.5) 

We will use this representation when discussing density evolution later. 
In practice, belief propagation may be executed for a maximum number of 

rounds or until the passed likelihoods are close to certainty, whichever is first. A 
certain likelihood is a likelihood in which InL(x I y) is either 00 or -00. If it is 00, 
then Pr[x = 0 I y] = 1, and if it is -00, then Pr[x = 1 I y] = 1. 

One very important aspect of belief propagation is its running time. Since the 
algorithm traverses the edges in the graph, and the graph is sparse, the number of 
edges traversed is small. Moreover, if the algorithm runs for a constant number of 
times, then each edge is traversed a constant number of times, and the algorithm 
uses a number of operations that is linear in the number of message nodes! 

Another important note about belief propagation is that the algorithm itself 
is entirely independent of the channel used, though the messages passed during 
the algorithm are completely dependent on the channel. 

One question that might rise is about the relationship of belief propagation 
and maximum likelihood decoding. The answer is that belief propagation is in 
general less powerful than maximum likelihood decoding. In fact, it is easy to con
struct classes of LDPC codes for which maximum likelihood decoding can decode 
many more errors than belief propagation (one example is given by biregular bi
partite graphs in which the common degree of the message nodes is very large but 
the reader is not required to see this right away). 

4. Asymptotic Analysis of Belief Propagation 
and Density Evolution 

The messages passed at each round of the belief propagation algorithm are random 
variables. If at every round in the algorithm the incoming messages are statistically 
independent, then the update equation correctly calculates the corresponding log-
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likelihood based on the observations. (This is what I meant by the independence 
assumption above.) This assumption is rather questionable, though, especially 
when the number of iterations is large. In fact, the independence assumption is 
correct for the f first rounds of the algorithm only if the neighborhood of a message 
node up to depth f is a tree. 

Nevertheless, belief propagation can be analyzed using a combination of tools 
from combinatorics and probability theory. The first analysis for a special type of 
belief propagation appeared in [16], and was applied to hard decision decoding of 
LDPC codes in [18]. The analysis was vastly generalized in [31] to belief propaga
tion over a large class of channels. 

The analysis starts by proving that if f is fixed and nand r are large enough, 
then for random bipartite graphs the neighborhood of depth f of most of the 
message nodes is a tree. Therefore, for f rounds the belief propagation algorithm 
on these nodes correctly computes the likelihood of the node. Let us call these 
nodes the good nodes. We will worry about the other nodes later. 

Next the expected behavior of belief propagation is calculated by analyzing 
the algorithm on the tree, and a martingale is used to show that the actual behavior 
of the algorithm is sharply concentrated around its expectation. This step of the 
analysis is rather standard, at least in Theoretical Computer Science. 

Altogether, the martingale arguments and the tree assumption (which holds 
for large graphs and a fixed iteration number f) prove that a heuristic analysis of 
belief propagation on trees correctly mirrors the actual behavior on the full graph 
for a fixed number of iterations. The probability of error among the good message 
nodes in the graph can be calculated according to the behavior of belief propaga
tion. For appropriate degree distributions this shows that the error probability of 
the good message nodes in the graph can be made arbitrarily small. What about 
the other (non-good) message nodes? Since their fraction is smaller than a con
stant, they will contribute only a sub-constant term to the error probability and 
their effect will disappear asymptotically, which means that they are not relevant 
for an asymptotic analysis. Details can be found in the above mentioned literature. 

The analysis of the expected behavior of belief propagation on trees leads to 
a recursion for the density function of the messages passed along the edges. The 
general machinery shows that, asymptotically, the actual density of the messages 
passed is very close to the expected density. Tracking the expected density during 
the iterations thus gives a very good picture of the actual behavior of the algorithm. 
This method, called density evolution [31, 29, 18], is one of the crown jewels of the 
asymptotic theory of LDPC codes. In the following, I will briefly discuss this. 

As a first remark note that if Xl, ... ,Xd are i.i.d. random variables over some 
(additive) group G, and if f is the common density of the Xi, then the density F 
of Xl + ... + Xd equals the d-fold convolutional power of f. (For any two integrable 
functions f and 9 defined over G the convolution of f and g, denoted f ® g, is 
defined as (j ® g)(7) = Ie f(CT)g( 7 - CT) dG, where dG is the Haar measure on G.) 
If G is the group of real numbers with respect to multiplication, then f ® 9 is the 
well known convolution of real functions. 
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Let now gi denote the common density function of the messages m~~ sent 
from check nodes to message nodes at round i of the algorithm, and let f denote 
the density of the messages mv , i.e., the likelihood of the messages sent at round 
o of the algorithm. Then the update rule for the densities in (3.3) implies that 
the common density fi+l of the messages sent from message nodes to check nodes 
at round i + 1 conditioned on the event that the degree of the node is d equals 
f to. ®(d-l) 

'<Y g, . 
Next we assume that the graph is random such that each edge is connected 

to a message node of degree d with probability Ad, and each edge is connected to 
a check node of degree d with probability Pd. Then the expected density of the 
messages sent from message nodes to check nodes at round i+1 is f®A(gi), where 
A(gi) = Ld Adg~(d-l). (All this of course assumes the independence assumption.) 

To assess the evolution of the densities at the check nodes, we need to use the 
operator 'Y introduced above. For a random variable X on [-00,00] with density 
F let r(F) denote the density of the random variable 'Y(X). 'Y(X) is defined on the 
group G := lF2 x [0,00]. Therefore, the density of 'Y(X) + 'Y(Y) is the convolution 
(over G) of r(F) and r(H), where H denotes the density of Y. Following (3.5) 
and assuming independence via the independence assumption, we see that the 
common density gi of the messages passed from check to message nodes at round 
i is r-1(p(r(/i))), where p(h) = LdPdh®(d-l). All in all, we obtain the following 
recursion for the densities Ii: 

(4.1) 

This recursion is called density evolution. The reason for the naming should be 
obvious. 

I have not made the recursion very explicit. In fact, the operator r has not 
been derived at all. For that I refer the reader to [31] and [29]. 

Density evolution can be used in conjunction with Fourier Transform tech
niques to obtain asymptotic thresholds below which belief propagation decodes the 
code successfully, and above which belief propagation does not decode successfully 
([31, 29]). 

Density evolution is exact only as long the incoming messages are independent 
random variables. For a finite graph this can be the case only for a small number 
of rounds. 

5. Decoding on the BEe 

Perhaps the most illustrative example of belief propagation is when it is applied 
to LDPC codes over the BEC with erasure probability p. In fact, almost all the 
important and interesting features of the belief propagation algorithm are already 
present on the BEC. A thorough analysis of this special case seems thus to be a 
prerequisite for the general case. 
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It is sufficient to assume that the all-zero codeword was sent. The log-likeli
hood of the messages at round 0, my, is +00 if the corresponding message bit is not 
erased, and it is 0 if the message bit is erased. Moreover, consulting the update 
equations for the messages, we see that if v is not erased, then the message passed 
from v to any of its incident check nodes is always +00. 

The update equations also imply that mcv is +00 if and only if all the message 
nodes incident to c except v are not erased. In all other cases mcv is zero. 

If v is an erased message node, then mv = O. The message mvc is +00 if and 
only if there is some check node incident to v other than c which was sending a 
message +00 to v in the previous round. 

Because of the binary feature of the messages, belief propagation on the 
erasure channel can be described much easier in the following: 

1. [Initialization] 
Initialize the values of all the check nodes to zero. 

2. [Direct recovery] 
For all message nodes v, if the node is received, then add its value to the values 
of all adjacent check nodes and remove v together with all edges emanating 
from it from the graph. 

3. [Substitution recovery] 
If there is a check node c of degree one, substitute its value into the value 
of its unique neighbor among the message nodes, add that value into the 
values of all adjacent check nodes and remove the message nodes and all 
edges emanating from it from the graph. 

This algorithm was first proposed in [17] though connections to belief propagation 
were not realized then. It is clear that the number of operations that this algorithm 
performs is proportional to the number of edges in the graph. Hence, for sparse 
graphs the algorithm runs in time linear in the block length of the code. However, 
there is no guarantee that the algorithm can decode all message nodes. Whether 
or not this is the case depends on the graph structure. 

The decoding algorithm can be analyzed along the same lines as the full belief 
propagation. First, we need to find the expected density of the messages passed 
at each round of the algorithm under the independence assumption. In this case, 
the messages are binary (either +00 or 0), hence we only need to keep track of one 
parameter, namely the probability Pi that the messages passed from message nodes 
to check nodes at round i of the algorithm is O. Let qi denote the probability that 
the message passed from check nodes to message nodes at round i of the algorithm 
is O. Then, conditioned on the event that the message node is of degree d, we have 
PHI = p. qf-I. Indeed, a message from a message node v to a check node c is 0 iff 
v was erased and all the messages coming from the neighboring check nodes other 
than care 0, which is qf-I under the independence assumption. Conditioned on 
the event that the check node has degree d we have qi = 1- (1- Pi)d-l: the check 
node c sends a message +00 to the message node v iff all the neighboring message 
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nodes except for v send a message +00 to c in the previous round. Under the 
independence assumption that probability is (1- Pi)d-I, which shows the identity. 

These recursions are not in a usable form yet since they are conditioned on the 
degrees of the message and the check nodes. To obtain a closed form we use again 
the numbers Ad and Pd defined above. Recall that Ad is the probability that an edge 
is connected to a message node of degree d, and Pd denotes the probability that an 
edge is connected to a check node of degree d. Defining the generating functions 
A(X) = Ld AdXd- 1 and p(x) = Ld Pdxd-I we obtain the following recursion using 
the formula for the total probability: 

PHI = p. A(l - p(l - Pi)). 

Under the independence assumption, and assuming that the underlying graph 
is random with edge degree distributions given by A(X) and p(x), decoding is 
successful if Pi+! < (1- c:)pi for all i and some 0 < c: :::; 1. This yields the condition 

p. A(l - p(l - x)) < x for x E (O,p) (5.1) 

for successful decoding which was first proved in [19] and later reproduced in [17]. 
It is a useful and interesting exercise for the reader to show that (5.1) is identical 
to (4.1) in the case of the BEC. 

Condition (5.1) was proved in [19] in a completely different way than ex
plained here. A system of differential equations was derived whose solutions tracked 
the expected fraction of nodes of various degrees as the decoding process evolved. 
One of the solutions corresponds to the fraction of check nodes of reduced de
gree one during the algorithm. By keeping this fraction above zero at all times, 
it is guaranteed that in expectation there are always check nodes of degree one 
left to continue the decoding process. To show that the actual values of the ran
dom variables are sharply concentrated around their computed expectations, a 
large deviation result was derived which is not unsimilar to Azuma's inequality for 
martingales. 

Condition (5.1) can be used to calculate the maximal fraction of erasures a 
random LDPC code with given edge degree distributions can correct using the 
simple decoding algorithm. For example, consider a random biregular graph in 
which each message node has degree 3 and each check node has degree 6. (Such 
a graph is called a (3,6)-biregular graph.) In this case A(X) = x2 and p(x) = x5. 
What is the maximum fraction of erasures p? (In fact, this value is a supremum.) 
You can simulate the decoder on many such random graphs with a large number of 
message nodes. The simulations will show that on average around 42.9% erasures 
can be recovered. What is this value? According to (5.1) it is the supremum of 
all P such that p(l - (1 - x)5)2 < x on (O,p). The minimum of the function 
x/(l - (1 - X)5)2 on (0,1) is attained at the unique root of the polynomial 9x4 -

35x3 + 50x2 - 30x + 5 in the interval (0,1), and this is the supremum value for 
p. This value can be computed exactly, using formulas for the solution of the 
quartic [2]. 
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As a side remark, I would like to mention an interesting result. First, it is not 
hard to see that the ratio rln between the message and the check nodes equals 
Jo1 p(x) dxl J01 A(x) dx. The rate of the code is at least 1 - r In, and since the 
capacity of the erasure channel with erasure probability P is 1 - p, (5.1) should 
imply that P ::; J01 p(x) dxl Jo1 A(x) dx in a purely mechanical way (without using 
the interpretations above). Can you see how to derive this? (See also [34].) 

6. Hard Decision Decoding on the BSC 
The belief propagation algorithm is the best algorithm among message passing 
decoders, and the accompanying density evolution provides a tool for analyzing the 
algorithm. However, for practical applications on channels other than the BEC the 
belief propagation algorithm is rather complicated, and often leads to a decrease in 
the speed of the decoder. Therefore, often times a discretized version of the belief 
propagation algorithm is used. The lowest level of discretization is achieved when 
the messages passed are binary. In this case one often speaks of a hard decision 
decoder, as opposed to a soft decision decoder which uses a larger range of values. 
In this section I will describe two hard decision decoding algorithms on the BSC, 
both due to Gallager [13]. 

In both cases the messages passed between the message nodes and the check 
nodes consist of 0 and 1. Let me first describe the Gallager A algorithm: in round 0, 
the message nodes send their received values to all their neighboring check nodes. 
From that point on at each round a check node c sends to the neighboring message 
node v the addition (mod 2) of all the incoming messages from incident message 
nodes other than v. A message node v sends the following message to the check 
node c: if all the incoming messages from check nodes other than c are the same 
value b, then v sends the value b to c; otherwise it sends its received value to c. 

An exact analysis of this algorithm was first given in [18]. The analysis is 
similar to the case of the BEC. We first find the expected density of the messages 
passed at each round. Again, we can assume that the all-zero word was transmitted 
over the BSC with error probability p. Since the messages are 0 and 1, we only 
need to track Pi, the probability that the message sent from a message node to a 
check node at round i is 1. Let qi denote the probability that the message sent from 
a check node to a message node at round i is 1. Conditioned on the event that the 
message node is of degree d, and under the independence assumption, we obtain 
PHI = (1- p)qt-1 + p. (1- (1- qi)d-1). To see this, observe that the message 1 is 
passed from message node v to check node c iff one of these two cases occurs: (a) 
the message node was received in error (with probability p) and at least one of the 
incoming messages is a 1 (with probability 1- (1- Qi)d-1), or (b) the message was 
received correctly (probability 1 - p) and all incoming messages are 1 (probability 
qy-l ). To assess the evolution of qi in terms of Pi, note that a check node c sends 
a message 1 to message node v at round i iff the addition mod 2 of the incoming 
messages from message nodes other than v in the previous round is O. Each such 
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message is 1 with probability Pi, and the messages are independent. Conditioned 
on the event that the check node is of degree f, there are f - 1 such messages. The 
probability that their addition mod 2 is 1 is qi = (1 - (1 - 2Pi)l-I )/2 (why?). 

These recursions are for the conditional probabilities, conditioned on the 
degrees of the nodes. Introducing the generating functions -X(x) and p(x) as above, 
we obtain the following recursion for the probabilities themselves: 

-(1 ) ,(1- P(1-2Pi )) (1 ,(1+ P(1-2Pi ))) PHI - - P . A + P . - A • 
2 2 

(6.1) 

If -X(x), p(x), and P are such that Pi is monotonically decreasing, then decoding 
will be successful asymptotically with high probability, as long as the independence 
assumption is valid. 

For example, consider a (3,6)-biregular graph. In this case -X(x) = x2 and 
p(x) = x5 , and the condition becomes 

(1 ) ( 1-(1-2X)5)2 ( (1+(1-2X)5)2) _po +p.1- <x 
2 2 

for x E (O,p). A numerical calculation shows that the best value for P is around 
0.039. 

By Shannon's theorem the maximum error probability that a code of rate 
1/2 can correct is the maximum P such that 1 + plog2(p) + (1 - p) log2(1 - p) = 
0.5. A numerical approximation shows that P is around 11%, which means that 
the Gallager A algorithm on the biregular (3,6)-graph is very far from achieving 
capacity. Bazzi et al. [2] show that for rate 1/2 the best graph for the Gallager 
A algorithm is the biregular (4, 8 )-graph for which the maximum tolerable error 
probability is roughly 0.0475 - still very far from capacity. This shows that this 
algorithm, though simple, is very far from using all the information that can be 
used. 

Gallager's algorithm B is slightly more powerful than algorithm A. In this 
algorithm, for each degree j and each round i there is a threshold value bi,j (to 
be determined) such that at round i for each message node v and each adjacent 
check node c, if at least bi,j neighbors of v excluding c sent the same information 
in the previous round, then v sends that information to c; otherwise v sends its 
received value to c. The rest of the algorithm is the same as in algorithm A. 

It is clear that algorithm A is a special case of algorithm B, in which bi,j = 
j - 1 independent of the round. 

This algorithm can be analyzed in the same manner as algorithm A, and a 
recursion can be obtained for the probability Pi that a message node is sending 
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the incorrect information to a check node at round i: 

. = _ "'A [ 8 (j-l) [1+P(I-2Pi)]t [1- P(I-2Pi )]j-1-t 
Pt+1 P ~ J P ~ l 2 2 

j2:1 t=bi . j 

+ (I-PlI ('~l) [1-P(~-2P'T [1+P(~-2p'lr'1' 
where the value of bi,j is the smallest integer that satisfies 

1- P < [1 + p(l- 2Pi)]2bLJ-j+1 
P - 1 - p(1 - 2pi) 

(See [18] for details of the analysis.) 
For another hard decision decoder on the BSC (called "erasure decoder"), 

see [31]. 
The above one parameter recursions can be used to design codes that asymp

totically perform very well for a given amount of noise. The method of choice in 
these cases is linear programming. For details I refer the reader to [17, 18]. 

7. Completing the Analysis: Expander Based Arguments 

Density evolution and its instantiations are valid only as long as the incoming 
messages are independent. The messages are independent for £. rounds only if the 
neighborhoods of depth £. around the message nodes are trees. But this immediately 
puts an upper bound on £. (of the order log(n), where n is the number of message 
nodes, see Section 9). But this number of rounds is usually not sufficient to prove 
that the decoding process corrects all errors. A different analysis is needed to 
complete the decoding. 

One property of the graphs that guarantees successful decoding is expansion. 
A bipartite graph with n message nodes is called an (ex, ,B)-expander if for any 
subset 5 of the message nodes of size at most exn the number of neighbors of 5 
is at least ,B, as· 151, where as is the average degree of the nodes in 5. In other 
words, if there are many edges going out of a subset of message nodes, then there 
should be many neighbors. 

Expansion arguments have been used by many researchers in the study of 
decoding codes obtained from graphs [38, 37, 35, 36]. Later, [17, 18] used expander 
based arguments to show that the erasure correction algorithm on the BEC and 
Gallager's hard decision decoding algorithm will decode all the erasures/errors if 
the fraction of errors is small and the graph has sufficient expansion. Burshtein 
and Miller [5] generalized these results to general message passing algorithms. 

To give the reader an idea of how these methods are used, I will exemplify 
them in the case of the BEC. Choose a graph with edge degree distributions given 
by A(X) and p(x) at random. The analysis of the belief propagation decoder for 
the BEC implies that if condition (5.1) is true, then for any E > 0 there is an no 
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such that for all n 2: no the erasure decoder reduces the number of erased message 
nodes below En. The algorithm may well decode all the erasures, but the point is 
that the analysis does not guarantee that. 

To complete the analysis of the decoder, we first note the following fact: if 
the random graph is an (E,1/2)-expander, then the erasure decoding algorithm 
recovers any set of En or fewer erasures. Suppose that this were not the case and 
consider a minimal counterexample consisting of a nonempty set 8 of erasures. 
Consider the subgraph induced by 8, and denote by r(8) the set of neighbors of 
8. No node in r(8) has degree 1, since this neighbor would recover one element 
in 8 and would contradict the minimality of 8. Hence, the total number of edges 
emanating from these nodes is at least 21r(8)1. On the other hand, the total 
number of edges emanating from 8 is as . 181, so as . 181 2: 2Ir(8)1 which implies 
Ir(8)1 s: as ·181/2 and contradicts the expansion property of the graph. 

In [17J it is shown that for a random bipartite graph without message nodes 
of degree one or two there is a constant E depending on the rate of the induced code 
and on the degrees of the message nodes such that the graph is an (E, 1/2)-expander 
with high probability. On random graphs without message nodes of degrees one 
or two we see that the erasure decoding algorithm succeeds with high probability 
provided condition (5.1) is satisfied. 

8. Achieving Capacity 

Recall Shannon's theorem which states the existence of codes that come arbitrarily 
close to the capacity of the channel when decoded with maximum likelihood de
coding. LDPC codes were designed to have decoding algorithms of low complexity, 
such as belief propagation and its variants. But how close can we get to capacity 
using these algorithms? 

There is no satisfactory answer to this question for arbitrary channels. What 
I mean by a satisfactory answer is an answer to the question whether subclasses 
of LDPC codes, for example LDPC codes with an appropriate degree distribution, 
will provably come arbitrarily close to the capacity of the channel. Optimization 
results for various channels, such as the Additive White Gaussian Noise (AWGN) 
channel and the BSC have produced specific degree distributions such that the 
corresponding codes come very close to capacity, see [29, 8J. 

We call an LDPC code E-close for a channel C with respect to some message 
passing algorithm if the rate of the code is at least rru(C) - E and if the message 
passing algorithm can correct errors over that channel with high probability. We 
call a sequence of degree distributions ().(n)(x),p(n)(x)) capacity-achieving over 
that channel with respect to the given algorithm if for any E there is some no 
such that for all n 2: no the LDPC code corresponding to the degree distribution 
().(n) (x), p(n) (x)) is E-close to capacity. Using this notation, the following question 
is open: 
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Is there a nontrivial channel other than the BEG and a message passing algorithm 
for which there exists a capacity-achieving sequence (A (n) (x), p(n) (x)) ? 

I believe that this question is one of the fundamental open questions in the 
asymptotic theory of LDPC codes. 

In [17] the authors describe capacity-achieving sequences for the BEC for any 
erasure probability p. Let E > 0 be given, let D:= f1/El, and set 

1 D Xi 

A(X) = H(D) L i' p(x) = ea (x-1), 

t=l 

where a = H(D)/p. (Technically, p(x) cannot define a degree distribution since it 
is a power series and not a polynomial. But the series can be truncated to obtain 
a function that is arbitrarily close to the exponential.) We now apply (5.1): 

p 
pA(l - p(l - x)) < - H(D) In(p(l - x)) 

ap 
H(D)x 
x. 

This shows that a corresponding code can decode a p-fraction of erasures with 
high probability. 2 

What about the rate of these codes? Above, we mentioned that the rate 
of the code given by the degree distributions A(X) and p(x) is at least 1 -

fo1 p(x) dx/ fo1 A(X) dx. In our case, this lower bound equals 1-p(1 + 1/ D)(l-e-a ) 

which is larger than 1 - p( 1 + E). 
The degree distribution above is called the Tornado degree distribution and 

the corresponding codes are called Tornado codes. These codes have many appli
cations in computer networking which I will not mention here (see, e.g., [6]). 

Tornado codes were the first class of codes that could provably achieve the 
capacity of the BEC using belief propagation. Since then many other distributions 
have been discovered [34, 27]. The latter paper also discusses general methodologies 
for constructing such degree distributions, and also discusses optimal convergence 
speeds to capacity. 

9. Graphs of Large Girth 

As is clear from the previous discussions, if the smallest cycle in the bipartite 
graph underlying the LDPC code is of length 2£, then independence assumption is 
valid for C rounds of belief propagation. In particular, density evolution describes 

2 Actually, as was discussed before, (5.1) only shows that the fraction of erasures can be reduced 
to any constant fraction of the number of message nodes. To show that the decoding is successful 
all the way to the end, we need a different type of argument. Expansion arguments do not work 
for the corresponding graphs, since there are many message nodes of degree 2. For a way to 
resolve these issues, see [17]. 
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the expected behavior of the density functions of these messages exactly for this 
number of rounds. 

The girth of a graph is defined as the length of the smallest cycle in the graph. 
For bipartite graphs the girth is necessarily even, so the smallest possible girth is 
4. It is easy to obtain an upper bound for the girth of a biregular bipartite graph 
with n message nodes of degree d and r check nodes of degree k: if the girth is 2£, 
then the neighborhood of depth £ - 1 of any message node is a tree with a root of 
degree d, and in which all nodes of odd depth have degree k -1, while all nodes of 
even depth have degree d - 1 (we assume that the root of the tree has depth 0). 
The number of nodes at even depths in the tree should be at most equal to the 
message nodes, while the number of nodes at odd depths in the tree should be at 
least equal to the check nodes. The number of nodes at even depths in the tree 
equals 1 for depth 0, d(k - 1) for depth 2, d(k - l)D for depth 4, d(k - 1)D2 for 
depth 6, etc., where D = (d - 1) (k - 1). The total number of nodes at even depths 
is equal to 

Dl!J - 1 
1 + d(k - 1) D _ 1 

This number has to be less than or equal to n, the number of message nodes. This 
yields an upper bound on 2£, the girth of the graph. The bound has order logD (n). 
Similar bounds can be obtained by considering nodes of odd depths in the tree. 

A similar bound as above can also be deduced for irregular graphs [1], but I 
will not discuss it here. 

As I said before, graphs of large girth are interesting because of the accuracy 
of belief propagation. However, this is not interesting for practical purposes, since 
for obtaining accuracy for many rounds the girth of the graph has to be large 
which means that the number of nodes in the graph has to be very large. 

There are other reasons to study graphs of large girth, however. From the 
point of view of combinatorics graphs of large girth which satisfy (or come close 
to) the upper bound on the girth are extremal objects. Therefore, to construct 
them, methods from extremal graph theory need to be applied. From the point of 
view of coding theory eliminating small cycles is very similar to eliminating words 
of small weight in the code. This is because a word of weight d leads to a cycle of 
length 2d or less. (Why?) 

How does one construct bipartite graphs of large girth? There are a number 
of known techniques with origins in algebra and combinatorics. For example, it 
is very easy to construct optimal bipartite graphs of girth 6. Below I will give 
such a construction. Let C be a Reed-Solomon code of dimension 2 and length 
n over the field IFq • By definition, this code has q2 codewords and the Hamming 
distance between any two distinct codewords is at least n - 1. From C we construct 
a bipartite graph with q2 message nodes and nq check nodes in the following 
way: The message nodes correspond to the codewords in C. The check nodes are 
divided in groups of q nodes each; the nodes in each such group corresponds to the 
elements of IFq . The connections in the graph are obtained as follows: A message 
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node corresponding to the codewords (Xl, ... , xn) is connected to the check nodes 
corresponding to Xl in the first group, to X2 in the second group, ... , to Xn in 
the last group. Hence, all message nodes have degree n, and all check nodes have 
degree q, and the graph has in total nq2 edges. Suppose that this graph has a 
cycle of length 4. This means that there are two codewords (corresponding to the 
two message nodes in the cycle) which coincide at two positions (corresponding to 
the two check nodes in the cycle). This is impossible by the choice of the code C, 
which shows that the girth of the graph is at least 6. To show the optimality of 
these graphs, we compare the number of check nodes to the above bound. Let 2£ 
denote the girth of the graph. If £ = 3, then 1 + n( q - 1) ~ q2, which shows that 
n ~ q + 1. By choosing n = q + 1 we obtain optimal graphs of girth 6. 

If n < q + 1, the graphs obtained may not be optimal, and their girth may 
be larger than 6. For n of. 2 it is easy to see that the girth of the graph is indeed 
6. For n = 2 the girth is 8. (A cycle of length 6 in the graph corresponds to three 
codewords such that every two coincide in exactly one position. This is possible 
for n > 2, and impossible for n = 2.) 

There are many constructions of graphs without small cycles using finite 
geometries, but these constructions are for the most part not optimal (except for 
cases where the girth is small, e.g., 4, or cases where the message nodes are of 
degree 2). 

The sub-discipline of combinatorics dealing with such questions is called ex
tremal combinatorics. One of the questions studied here is that of existence of 
graphs that do not contain a subgraph of a special type (e.g., a cycle). I will not 
go deeper into these problems here and refer the reader to appropriate literature 
(e.g., [3]). 

A discussion of graphs of large girth is not complete without at least men
tioning Ramanujan graphs which have very large girth in an asymptotic sense. I 
will not discuss these graphs at all in this note and refer the reader to [22, 15]. For 
interesting applications of these graphs in coding theory I refer the reader to [33]. 

10. Encoding Algorithms 

An encoding algorithm for a binary linear code of dimension k and block length 
n is an algorithm that computes a codeword from k original bits Xl, ... ,Xk. To 
compare algorithms against each other, it is important to introduce the concept 
of cost, or operations. For the purposes of this note the cost of an algorithm is the 
number of arithmetic operations over IF 2 that the algorithm uses. 

If a basis gl, ... ,gk for the linear code is known, then encoding can be done 
by computing xigi + ... +Xkgk. If the straightforward algorithm is used to perform 
the computation (and it is a priori not clear what other types of algorithms one 
may use), then the number of operations sufficient for performing the computation 
depends on the Hamming weights of the basis vectors. If the vectors are dense, 
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Y2 = "'1 + "'3 + "'4 + "'7 + "'8 + "'9 + "'10 

Y5 = "'3 + "'4 + "'5 + "'7 + "'9 

X9 

FIGURE 2. Construction with fast encoder 

then the cost of the encoding is proportional to nk. For codes of constant rate, 
this is proportional to n 2 , which may be too slow for some applications. 

Unfortunately LDPC codes are given as the null space of a sparse matrix, 
rather than as the space generated by the rows of that matrix. For a given LDPC 
code it is highly unlikely that there exists a basis consisting of sparse vectors, so 
that the straightforward encoding algorithm uses a number of operations that is 
proportional to n2 . However, we would like to design algorithms for which the 
encoding cost is proportional to n. 

At this point there are at least two possible ways to go. One is to consider 
modifications of LDPC codes which are automatically equipped with fast encoding 
algorithms. The other is to try to find faster encoding algorithms for LDPC codes. 
I will discuss both these approaches here, and outline some of the pro's and con's 
for each approach. 

One simple way to obtain codes from sparse graphs with fast encoding is 
to modify the construction of LDPC codes in such a way that the check nodes 
have values, and the value of each check node is the addition of the values of its 
adjacent message nodes. (In such a case, it would be more appropriate to talk 
about redundant nodes, rather than check nodes, and of information nodes rather 
than message nodes. But to avoid confusion, I will continue calling the right nodes 
check nodes and the left nodes message nodes.) Figure 2 gives an example. The 
number of additions needed in this construction is upper bounded by the number 
of edges. So, efficient encoding is possible if the graph is sparse. The codewords 
in this code consist of the values of the message nodes, appended by the values of 
the check nodes. 
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This construction leads to a linear time encoder, but it has a major problem 
with decoding. I will exemplify the problem for the case of the BEC. First, it 
is not clear that the belief propagation decoder on the BEC can decode all the 
erasures. This is because the check nodes can also be erased (in contrast to the 
case of LDPC codes where check nodes do not have a value per-se, but only keep 
track of the dependencies among the values of the message nodes). This problem 
is not an artifact of the non-optimal belief propagation decoder. Even the error 
probability of the maximum likelihood decoder is lower bounded by a constant in 
this case. Let me elaborate. Suppose that a codeword is transmitted over a BEC 
with erasure probability p. Then an expected p-fraction of the message nodes and 
an expected p-fraction of the check nodes will be erased. Let Ad be the fraction 
of message nodes of degree d. Because the graph is random, a message node of 
degree d will have all its neighbors in the set of erased check nodes with probability 
pd. This probability is conditioned on the event that the degree of the message 
node is d. So, the probability that a message node has all its neighbors within 
the set of erased check nodes is Ld Adpd, which is a constant independent of the 
length of the code. Therefore, no algorithm can recover the value of that message 
node. 

In [36] and [18] the following idea is used the to overcome this difficulty: 
the redundant nodes will be protected themselves with another graph layer to 
obtain a second set of redundant nodes; the second set will be protected by a third 
set, etc. This way a cascade of graphs is obtained rather than a single graph. At 
each stage the number of message and check nodes of the graphs decreases by a 
constant fraction. After a logarithmic number of layers the number of check nodes 
is small enough so the check nodes can be protected using a sophisticated binary 
code for which we are allowed to use a high-complexity decoder. Details can be 
found in [17]. If any single graph in the cascade is such that belief propagation 
can decode a p-fraction of errors, then the entire code will have the same property, 
with high probability (provided the final code in the cascade has that property, but 
this can be adjusted). All in all, this construction provides linear time encodable 
and decodable codes. 

The idea of using a cascade, though appealing in theory, is rather cumbersome 
in practice. For example, in the case of the BEC, the variance of the fraction of 
erasures per graph-layer will often be too large to allow for decoding. Moreover, 
maintaining all the graphs is rather complicated and may lead to deficiencies in 
the decoder. (For some ideas on how to decrease these deficiencies, see [17].) 

Another class of codes obtained from sparse graphs and equipped with fast 
encoders are the Repeat-Accumulate (RA) codes of Divsalar et al. [11]. The con
struction of these codes is somewhat similar to the construction discussed above. 
However, instead of protecting the check nodes with another layer of a sparse 
graph, the protection is done via a dense graph, and the check nodes of the first 
graph are never transmitted. Dense graphs are in general not amenable to fast 
encoding. However, the dense graph chosen in an RA code is of a special structure 
which makes its computation easy. 
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FIGURE 3. An irregular RA code. The left nodes are the informa
tion symbols, and the rightmost nodes are the redundant nodes. 
The squares in between are check nodes. Their values are com
puted as the addition of the values of their neighbors among the 
information nodes. The values of the redundant nodes are cal
culated so as to satisfy the relation that the values of the check 
nodes is equal to the addition of the values of the neighboring 
redundant nodes. 
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More formally, the encoding process for RA codes is as follows. Consider an 
LDPC code whose graph has n message nodes and r check nodes. The value of the 
r check nodes is computed using the procedure introduced above, i.e., the value 
of each check node is the addition of the values of its adjacent message nodes. 
Let (Y1, ... , Yr) denote the values of these check nodes. The redundant values 
(81"", 8r ) are now calculated as follows: 81 = Y1, 82 = 81 +Y2,···, 8 r = 8r-1 +Yr. 
(This explains the phrase "accumulate.") An example of an RA code is given in 
Figure 3. 

The original RA codes used a (1, k)-biregular graph for some k as the graph 
defining the LDPC code. (This explains the phrase "repeat.") RA codes were 
generalized to encompass irregular RA codes for which the underlying graph can 
be any bipartite graph [14]. The same paper introduces degree distributions for 
which the corresponding RA codes achieve capacity of the BEC. 

We conclude this section by mentioning the work of Richardson and Ur
banke [32] which provides an algorithm for encoding LDPC codes. They show that 
if the degree distribution (A(X), p(x)) is such that p(l - A(X)) < x for x E (0,1), 
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and such that A2P' (1) > 1, then the LDPC code can be encoded in linear time. 
The condition A2P'(1) > 1 has the following interpretation: consider the graph 
generated by the message nodes of degree 2. This graph induces a graph on the 
check nodes, by interpreting the message nodes of degree 2 as edges in that graph 
(see Section 12). Then A2P'(1) > 1 implies that this induced graph has a connected 
component whose number of vertices is a constant fraction of the number of check 
nodes. This will be explained further in Section 12, where this condition is actually 
used to devise a linear time encoding algorithm for a certain type of graphs. I will 
not discuss the result of Richardson and Urbanke further, and will refer the reader 
to [32]. 

11. Finite-Length Analysis 

Density evolution gives a somewhat satisfactory answer to the asymptotic per
formance of random LDPC codes with a given degree distribution. It is possible 
to refine the analysis of density evolution to obtain upper bounds on the error 
probability of the decoder in terms of the degree distributions, and in terms of 
the number of message and check nodes. However, these bounds are very poor 
even when the number of message nodes is several tens of thousands large. This is 
primarily due to two reasons: density evolution is only valid as long as the neigh
borhood around message nodes is a tree. For small graphs this corresponds to a 
very small number of iterations, which is usually too small to reduce the fraction 
of errors in the graph to a reasonable amount. The second source of inaccuracy 
for the error probability is the set of tools used, since the bounds obtained from 
the probabilistic analysis are too weak for small lengths. 

For these reasons it is important to develop other methods for analyzing the 
performance of message passing algorithms on small graphs. So far this has only 
started for the case of the BEC [10]. In this case the analysis is of a combinatorial 
flavor. Given a bipartite graph, its associated code, and a set of erasures among the 
check nodes, consider the graph induced by the erased message nodes. A stopping 
set in this graph is a set of message nodes such that the graph induced by these 
message nodes has the property that no check node has degree one. The number 
of message nodes in the stopping set is called its size. It should be clear that 
belief propagation for the BEC stops prematurely (i.e., without recovering all the 
message nodes) if and only if this subgraph has a stopping set. Figure 4 gives some 
examples of graphs that are themselves stopping sets. Since unions of stopping sets 
are stopping sets, any finite graph contains a unique maximal stopping set (which 
may be the empty set). For a random bipartite graph the probability that belief 
propagation on the BEC has not recovered f! message nodes at the point of failure 
(f! can be zero) is the probability that the graph induced by the erased message 
nodes has a maximal stopping set of size f!. 

Besides [10] several papers discuss finite-length analysis of LDPC codes on 
the BEC [25, 26, 30]. 
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FIGURE 4. Examples of stopping sets 

I am not aware of similar analysis tools for channels other than the BEC. 
Generalizing the concept of stopping sets to other channels would certainly be a 
worthwhile effort. A recent paper by Feldman et al. [12] gives a different analysis 
tool using a linear programming relaxation of the decoding problem. 

12. An Example 

In this section I will exemplify most of the above concepts for a special type 
of LDPC codes. The codes I will describe in this section certainly do not stand 
out because of their performance. However, it is rather easy to derive the main 
concepts for them and this warrants their discussion in the framework of this 
note. Moreover, it seems that a thorough understanding of their behavior is very 
important for understanding belief propagation for general LDPC codes. I will try 
to clarify this more at the end of the section. 

For given nand r let P(n , r) denote the ensemble of bipartite graphs with n 
message nodes and r check nodes for which each message node has degree 2 and 
its two neighbors among the check nodes are chosen independently at random. 
The check node degrees in such a graph are binomially distributed, and if nand r 
are large, then the distribution is very close to a Poisson distribution with mean 
2nlr. (This is a well-known fact, but the reader may try to prove it for herself.) 
It turns out that the edge degree distribution of the graph is very close to eo: (x-l) 
where a = 2nlr is the average degree of the check nodes. 

First, let us see how many erasures this code can correct. The maximum 
fraction of erasures is 1 - R, where R is the rate, which is at least 1 - r I n. We 
should therefore not expect to be able to correct more than an rln-fraction of 
erasures, i.e., more than a 2/a-fraction. We now apply Condition (5.1): p is the 
maximum fraction of correctable erasures iff p ' (1 - e-O:X ) < x for x E (O ,p) . 
Replacing x by px, this condition becomes 

1 - e-{3x < x, {3 = pa. (12.1) 
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FIGURE 5. A graph with left degree 2 and its induced graph on 
the check nodes 

This latter condition has an interesting interpretation: the graph induced by the 
p-fraction of erasures is a random graph in the ensemble P(e, r) , where e is the 
number of erasures, the expected value of which is en. For this graph the edge 
distribution from the point of view of the check nodes is e-pCt(x-l) , and thus (5.1) 
implies (12.1). 

Next , I will show that the maximum value of (3 for which Condition (12.1) 
holds is (3 = 1. For the function 1- e - {3x - x to be less than 0 in (0, 1), it is necessary 
that the derivative of this function be non-positive at O. The derivative is (3e- {3x -1 , 
and its value at 0 is (3 - 1. Hence, (3 ::; 1 is a necessary condition for (12.1) to 
hold. On the other hand, if (3 = 1, then (12.1) is satisfied. Therefore, the maximum 
fraction of correctable erasures for a code in the ensemble P(n ,r) is r/(2n), i.e., 
the performance of these codes is at half the capacity. So, the ensemble P(n , r) is 
not a very good ensemble in terms of the performance of belief propagation on the 
BEC. 

Before I go further in the discussion of codes in the ensemble P(n, r), let me 
give a different view of these codes. A bipartite graph with n message nodes and 
r check nodes in which each message node has degree 2 defines a (multi- )graph on 
the set of check nodes by regarding each message node as an edge in the graph in 
the obvious way. Multi-graphs and bipartite graphs with message degree 2 are in 
one-to-one correspondence to each other. In the following we will call the graph 
formed on the check nodes of a bipartite graph G with message degree 2 induced 
by G. Figure 5 gives an example. 

For a graph in the ensemble P(n , r) the corresponding induced graph is a 
random graph of type G r.n, where Gm.E denotes the random graph on m vertices 
in which E edges are chosen randomly and with replacement among all the possible 
C') edges in the graph. 
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For a bipartite graph G with message degree 2 the stopping sets are precisely 
the edges of a 2-core. Let me define this notion: For any graph and any integer k 
the k-core of the graph is the unique maximal subgraph of G in which each node 
has degree k. The k-core may of course be empty. 

It is a well-known fact [4] that a giant 2-core exists with high probability in 
a random graph with E edges in m nodes iff the average degree of a node is larger 
than 1, i.e., iff E ~ m. (A giant 2-core in the graph is a 2-core whose size is linear 
in the number of vertices of the graph.) Condition (12.1) is a new proof for this 
fact, as it shows that if the average degree of the induced graph is smaller than 1, 
then with high probability the graph does not contain a 2-core of linear size. It is 
also a well-known fact that this is precisely the condition for the random graph to 
contain a giant component, i.e., a component with linearly many nodes. Therefore, 
condition (12.1) can also be viewed as a condition on the graph not having a large 
component. (This condition is even more precise, as it gives the expected fraction 
of unrecovered message nodes at the time of failure of the decoder: it is p times 
the unique root of the equation 1- x - e- f3x in the interval (0,1); incidentally, this 
is exactly the expected size of the giant component in the graph, as is well known 
in random graph theory [4].) 

More generally, one can study graphs from the ensemble L(n, T, p(x)) denoting 
random graphs with n message and T check nodes with edge degree distribution 
on the check side given by p(x) = Ld Pdxd-1 (i.e., probability that an edge is 
connected to check node of degree d is Pd). The maximum fraction of tolerable 
erasures in this case is the supremum of all p such that 1 - p(I - px) - x < 0 
for x E (0,1). This yields the stability condition pp'(I) < 1. This condition is also 
sufficient, since it implies that pp'(1- px) < Ion (0,1), hence 1- p(I - px) - x is 
monotonically decreasing, and since this function is 0 at x = 0, it is negative for 
x E (0,1). 

The condition pp'(I) < 1 is equivalent to the statement that the graph in
duced on the check nodes by the bipartite graph has a giant component. This 
follows from results in [23]. According to that paper, if a graph is chosen randomly 
on n nodes subject to the condition that for each d the fraction of nodes of degree 
d is essentially Rd (see the paper for a precise definition), then the graph has al
most surely a giant component iff Ld d(d- 2)Rd > O. Consider the graph obtained 
from the restriction of the message nodes to a p-fraction, and consider the graph 
induced by this smaller graph on the check nodes. Then, it is not hard to see that 
the degree distribution for this graph is R(px + 1 - p), where R(x) = c J p(x) d 
and c is the average degree of the check nodes in the smaller bipartite graph. 
Therefore, the condition in [23] for the induced graph to have a giant component 
equals pRI/(I) < c, where RI/(x) is the second derivative of R(x). This is precisely 
equal to pp'(I) < 1, i.e., the stability condition is equivalent to the statement that 
the induced graph has a giant component. Incidentally, this is also equivalent to 
the condition that the graph does not have a giant 2-core, since stopping sets are 
equivalent to 2-cores in this setting. The fraction of nodes in the giant 2-core (if 
it exists) is equal to the unique solution of the equation 1 - p(I - px) - x = 0 in 
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(0,1). (Compare this also to [24], which obtains formulas for the size of the giant 
component in a random irregular graph.) 

LDPC codes from graphs with left degree 2 play an important role. For ex
ample, consider the stability condition proved in [29]. It states that small amounts 
of noise are correctable by belief propagation for an LDPC code with degree dis-

tribution given by A(X) and p(x) if and only if A2/(1) < (I~oo f(x)e- x/2 dX) -1, 

where f(x) is the density of the log-likelihood of the channel. For example, for the 
BEC with erasure probability p we obtain A2P'(1) < l/p, and for the BSC with 
error probability p we obtain A2P'(1) < 1/ Jp(l - p). The stability condition is ac
tually the condition that belief propagation is successful on the subgraph induced 
by message nodes of degree 2 (see [9]). This is not surprising, since these message 
nodes are those that are corrected last in the algorithm. (I do not give a proof 
of this, but this should sound reasonable, since message nodes of degree 2 receive 
very few messages in each round of iteration, and hence get corrected only when 
all the incoming messages are reasonably correct.) 
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The New Implementation Schemes of 
the TTM Cryptosystem Are Not Secure 

Jintai Ding and Dieter Schmidt 

Abstract. We show that the new TTM implementation schemes have a defect. 
There exist linearization equations 

n,m n m 

L aij X iYj(X1, ... ,Xn) + L biXi + L CjYj(X1, ... ,Xn) + d = 0, 
i=l,)=l i=l j=l 

which are satisfied by the components Yj (Xl, ... , Xn) of the ciphers of the 
TTM schemes. The inventor of TTM used two versions of the paper [2] to 
refute a claim in [3]. When we do a linear substitution with the linear equa
tions derived from the linearization equations for a given ciphertext, we can 
find the plaintext by an iteration of the procedure of first search for linear 
equations by linear combinations and then linear substitution. The computa
tional complexity of the attack on these two schemes is less than 235 over a 
finite field of size 28 . 

Keywords. Open-key, multivariable, quadratic polynomials, linearization. 

1. Introduction 

Recently new methods were invented to construct multivariable cryptosystems, 
namely cryptosystems based on multivariable functions instead of single variable 
functions. The security of such systems in general relies on how difficult it is to 
solve polynomial equations with many variables, a proven NP-hard problem in 
general. 

Matsumoto and Imai suggested one of the first constructions of such cryp
tosystems [6], which unfortunately has been defeated [8]. Another interesting one is 
the TTM cryptosystem [7], which was patented in the US in 1998 and is currently 
marketed by US Data Security Inc. (www.usdsi.com).This system is based on the 
idea of the composition of invertible polynomial maps, which is closely related to 
the famous Jacobian Conjecture. Despite the claim of the inventors that the TTM 
systems are very secure from all standard attacks, the authors of [3] claimed that 
they completely defeated all possible TTM schemes using the Minrank method 
and demonstrated it by defeating one of the challenges set by the inventors of 
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TTM. However the inventors of TTM refuted the claim with [2], where they gave 
a new implementation scheme to support their claim. In [5], another method was 
found to defeat the first TTM implementation scheme in [7]. Though this new 
method can also be applied to other TTM implementation schemes [1], it can not 
be directly applied to all existing implementation schemes, such as the new ones 
in two versions of [2]. In this article, we will show that actually all existing imple
mentation schemes for the TTM cryptosystem have a common defect that could 
make them insecure. For the case of the most recent two TTM implementation 
schemes in two different versions of the paper [2], we use this defect to defeat the 
schemes. 

The key idea comes from an observation that we can also extend the lin
earization method by Patarin [8] to attack all TTM implementation schemes. 

In all TTM implementation schemes, a cipher F is made of m degree two 
polynomials of n variables over a finite field K of characteristic 2, namely, 

(1.1) 

where m > n. These m polynomials Yi are made public. The cipher F is given 
as a map from Kn to Km and it is derived from F = cP4 0 cP3 0 cP2 0 <P1, where 
o denotes a composition of maps, cP4 and <P1 are affine linear maps, cP4 is an 
invertible map from K m to K m, <P1 is an injective map from K n to K m and cP3 
and cP2 are nonlinear maps of the de Jonquieres type on Km. Given an element 
X = (Zl,"" zm) in Km, a de Jonquieres map J(X) is defined as a map from Km 
to Km: J(X) = (Zl +gl(Z2,"" zm), Z2+g2(Z3, ... , zm),"" Zm-1 +gm-1(Zm), zm), 
where gi are polynomial functions. 

An affine multiple method uses an equation of the form 
n,Tn n Tn 

l: aij XiYj(X1, ... ,Xn ) + l:biXi+ l:CjYj(x1, ... ,xn )+d=O, (1.2) 
i=l,j=l i=l j=l 

which is satisfied by the set of polynomials Yi of the cipher F and its variables Xi. 
This equation, which we call 'linearization equation', was used first by Patarin to 
successfully attack the Matsumoto-Imai cryptosystems. 

From the construction of the TTM implementation schemes, we found that 
all existing TTM implementation schemes have a large number of linearization 
equations, which are satisfied by the quadratic polynomials Yi of the TTM ci
pher F. For example, for the most recently proposed implementation scheme [2] 
(the revised version on IACR e-Archive, the former version has a different imple
mentation scheme), where m = n + 52, we found all linearization equations and 
computed that the dimension of V is actually 347, where V is the linear space of 
all the linearization equations satisfied by the quadratic polynomials Yi. 

This is the source of the common defect among all TTM implementation 
schemes. The existence of the linearization equations means that for a given ci
phertext (yi, ... ,y;"), we can immediately produce some linear equations satisfied 
by the plaintext (x~, ... ,x~), which is something that a secure open key cryptosys
tem should not have. For the case of the revised implementation scheme [2], we 
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found that, with the probability 1 - NRQ8 > 1 - 2-82 , the linearization equations 
will produce 17 linearly independent linear equations satisfied by Xi' 

For this case we can move one step further by performing a substitution of 
these 17 linear equations into Yi, which makes Yi quadratic polynomials with 17 
fewer variables, which we denote by (XVI" .. ,XV31 )' Now F becomes a new map F 
from Kn-17 to Km, which in the composition form can be equivalently rewritten 
as: F = ¢4 04>2 0 ~l' where ¢4, which is invertible, and ~l' which is injective, are 
some affine linear maps. The procedure of the substitution of the 17 linear equa
tions eliminates one of the composition factors of the de Jonquieres type. Then 
solving the equations F = (y~, ... , Y;") for the given ciphertext becomes straight
forward because of the triangular form of the de Jonquieres type of maps and it is 
accomplished by an iteration of the procedure of first search for linear equations by 
linear combinations and then linear substitution. Finally the plaintext can be de
rived by substituting the solution of the values of (XVI' ... ,XV31 ) into the original 17 
linear equations. For the practical example m = 100 proposed in [2], we can show 
that it takes about 232 computations on a finite field of size 28 to defeat the scheme. 
We performed a computation example on a PC (450 MHz) and defeated it in a 
few hours. Similarly, we can defeat the TTM scheme in the original version of [2]. 

We arrange the paper in the following way. In Section 2, we will first discuss 
the basic idea of TTM. Then, we will present the details of our attacks on two 
different implementation schemes of the TTM: the first one is the one in the revised 
version (July 2002) of [2], the second one is the one suggested in the first version 
of (August 2001) [2]. In Section 3, we will present the conclusion. 

2. The Common Defect of the TTM Schemes 

2.1. Basic Technical Idea of the TTM Schemes 

Let P(Xl,"" xm) be a map on the space Km. It is a composition of several maps 
G i on K m , i = 1, ... , k, P = G1 0 G2 0'" 0 Gk , and has the following properties: 

(I) P(Xl,"" xm) is easy and fast to compute if we are given specific values for 
all Xi' 

(II) The factorization of P in terms of the composition of G i is very difficult to 
compute if we only know the expanded version of P(Xl,"" x m ), that is, p-l 
is very difficult to compute without such a decomposition, and G i are very 
easy to invert. 

With such an P(Xl' ... ,xm) and if the equation P(Xl' ... ,xm ) = (al,' .. ,am) is 
impossible to solve directly, we can use P to build an open-key public cryptosystem. 
The Matsumoto-Imai construction [6] is an attempt of such a type of construction. 

For the TTM construction, one uses only the following two types of maps. 

1) The Linear Type: Given the space K m , we can apply all invertible affine linear 
maps to the m variables: f(X) = aX + b, where a is a m x m invertible matrix, 
and X and b are in Km. 
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2) The de Jonquieres Type: These maps give isomorphisms of the corresponding 
polynomial rings, which are called the tamed transformation in algebraic geome
try, and they can be easily inverted. TTM stands for the Tamed Transformation 
Method. 

However due to the consideration of the size of public key and the complexity 
of public computations, any practical and efficient system requires to have the 
polynomial components of the cipher to be of degree 2, which seems to be very 
difficult to accomplish. 

In [7], a quadratic construction is obtained by instead using the map 

where F(Xl, ... , xm) = 1>4 01>3 0 (P2 01>1 (Xl, X2, ... , Xm), 1>1 and 1>4 are of invertible 
linear type, 1>3, 1>2 are of the de Jonquieres type, 1>2 is of degree 2 and 1>3 is of a 
high degree (8). This map F, which can be viewed as a map from Kn to Km, is 
an "invertible" map in the sense that it is injective, and given any element in the 
image of F, we can use p-l to recover its preimage easily. 

The key component of the construction of the TTM systems is based on 
a special multivariable polynomial QS(Zl"'" zz) and a special set of quadratic 
polynomials qi (Zl, ... , Zk), i = 1, ... , l , such that Qs (ql, ... , qz) is still quadratic 
in Zi. Though the constructions of the TTM schemes are very interesting from 
a theoretical and a practical point of view, in particular from the point view of 
algebraic geometry, no principle was given about how Q8 and qi are constructed. 
Our attack starts from an observation of a special property of the polynomials Q8 
and qi. 

2.2. Cryptanalysis of the Revised Version of [2] 

2.2.1. The scheme. In this subsection, we will use essentially the notation in the 
revised version of [2]. 

First the finite field K is of size 28 , and m = n + 52. The map P is made of 
1>1, 1>2, 1>3, 1>4; F = 1>4 0 1>~l 0 1>2 0 1>1 (Xl, X2, ... , Xn+52), which are maps from the 
(n+52)-dimensional space into itself and is defined in [2]. 1>1 = (1)1,1, ... , 1>1,n+52), 
1>4 = (1)4,1,' .. ,1>4,n+52) are invertible affine linear maps, and 1>1i = Xi, for i > n; 
1>2 and 1>3 are nonlinear maps of the de Jonquieres type. 

The map F(Xl, ... ,Xn ) = (Y1"",Yn+52) = 1>4 01>3 01>2 01>1(X1, ... ,Xn,0, ... ,0) = 
1>401>301>20if'l(Xl"",Xn) is the cipher, which is public, but 1>1,1>4 are private. 
if> 1 (Xl, ... , Xn) = 1>1 (Xl, X2, ... , Xn, 0, ... ,0) is an injective map from Kn to Kn+52. 
In the expansion formula, the components Yi of the map F are degree two poly
nomials of variables (Xl, ... , xn). 

To attack this cryptosystem is to solve the set of equations Yi(X1, ... , xn) = Y~ 
for i = 1, ... , m, with the variables Xj, j = 1, ... , n and an element in KTn: 
(Y~, ... , Y~+52)' Here (Y~, ... , Y~+52) can be viewed as the ciphertext, and the so
lution (x~, ... , x~) E K n is the plaintext. 
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In [2] it is claimed that, if n = 48, (m = 100), no practical methods can work 
efficiently to attack such a system, in particular, the Minrank method in [3], and 
the complexity of the attack by Minrank method is far bigger than 284 . 

In this scheme, <P2(XI, ... ,xn ) = (<P2,1, ... ,<P2,lOO) is given by 

<P2,1 = Xl; 

<P2,i = Xi + !i(XI, ... , Xi-J), 
<P2,i = qi-41 (X38, ... ,X48), 

<P2,i = Xi + qi-41 (X38, ... ,X48), 

<P2,i = Xi + qi-72(X36, X39, X40, ... ,X45, X37, X47, X48), 

<P2,i = Xi + qi-SO(X34, X39, X40,···, X45, X35, X47, X4S), 

<P2,i = Xi + qi-SS(X32, X39, X40,···, X45, X33, X47, X4S), 

i = 2,3, ... ,41; 
i = 42, ... ,48; 
i = 49, ... ,76; 
i = 77, ... ,84; 
i = 85, ... ,92; 
i = 93, ... , 100. 

where al and a3 can be any nonzero number in the field K, 

and 

QS(ql, ... , q35) = (q5q13 + qSqI4)(qI9q32 + q2(q18 + q24))2(q20qI9 + q23q1S) 

+(q32q3 + (qlS + q24)q2J)2 X (q22q19 + q23q24)(q9qI3 + qSql5) 

+a~((q25q26 + q27q2S) (q6q29 + q7q16) + (qlOq30 + qll q3J) (ql7ql + qISq4)) 

+aF(q6q33 + q34q7 + q5q35 + qI4qI2), 

ql = Z4 Z2 + a1Z5, q2 = Z3 Z4 + a1Z6, q3 = Z2 Z5 + a1Z7, 

q4 = Z4 Z7 + aIZS, q5 = ZlZ5 + a1Z9, q6 = ZlZ2 + alzlO, 

q7 = Z2 Z9 + alZll, qs = Z3 Z9 + alZI, qg = ZIZ3, 

qlO = ZlZ7 + a1Z9, qll = Z4Z9 + alZI, ql2 = Z7Z9 + alZI, 

ql3 = Z3 Z 11 + aIZIO, ql4 = Z5 ZlO + alZll, ql5 = Z3 Z lO, 

ql6 = Z2 Z lO, q17 = Z7 ZS + a1Z7, ql8 = Z5 Z7 + a1Z2, 

ql9 = Z2 Z3 + alz7, q20 = Z5 ZS + a1Z5, q21 = Z4 Z5 + a1Z6, 

q22 = Z3 ZS, q23 = Z3 Z5 + aIZS, q24 = Z3 Z7, 

q25 = Z6 ZS + a3 Z5, q26 = Z2 Z6, q27 = Z5 Z6, 

q2S = Z6 Z7 + a3 Z2, q29 = Z2 Z11, q30 = Z4 Z11 + alZlO, 

q31 = Z7 Z lO + alZll, q32 = Z3 Z6 + Z5 Z6 + a1Z4, q33 = Z8 Z11, 

q34 = ZSZIO, q35 = Z7 Z 11 + alZlO, 

!i(XI, ... , Xi-I) are randomly chosen quadratic functions. 
<P3(XI, ... , Xn) = (<P3,1, ... , <P3,lOO) is given as: <P3,i = Xi, i = 5, ... ,100; and 

<P3,4 = X4 + Ri(XI, . .. ,XlOO), i = 1,2,3,4; where R(XI, . .. ,XlOO) = 2:i fJijPj 

are linearly independent and the Pi'S are given as follows: 

for i = 1,2,3 

and P 4 = Q8(X42, ... ,X76). 

Remark In the new version of [2], the polynomials Q8 and qi actually have three 
free parameters aI, a2 and a3. We checked the formulas and found out that in 
order to make the cipher F to be of degree 2, one must make al equal to a2. We 
impose this condition on this implementation scheme. 
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Because of the specific form of (Pl, we can write: 

1>1(Xl,X2, ... ,X48,0, ... ,0) = <Pl(Xl, ... ,X48) = 7f 0 ¢l(Xl,'" ,X48), 

where 7f is the standard embedding that maps K 48 into KlOO: 

7f(Xl, ... ,X48) = (Xl"",X48,0,0, ... ,0), 

and ¢1(Xl"",X48) = (¢1.l(Xl, ... ,X48)"",¢1A8(Xl, ... ,X48)) is an invertible 
affine linear transformation from K 48 to itself. 

Let 1>301>20 7f = ¢32, then 

1>4 0 1>3 0 1>2 0 1>1 (Xl, X2, ... , X48, 0, ... ,0) 

1>401>301>2 07f 0 ¢l(Xl,'" ,X48) 

1>4 0 ¢32 0 ¢l(Xl, ... ,X48). 

Let ¢32 (Xl, ... , X48) = (¢32.l, ... , ¢32.100), then for the different values of the 
index i 

¢32.i = Xi + at4,Bi4(X38X48 + X47X46) 

+ at4 ~i ,Bij(X38-2jX48 + X39-2j X 47), 

¢32,i = Xi + fi(Xl, ... , xi-d + at4,Bi4(X38X48 + X37 X 46) 

+ at4~; ,Bij(X38-2jX48 + X39-2jX47), 

¢32,i = Xi + fi(Xl, ... , xi-d, 

¢32,i = qi-3l (X38,"" X48), 

~32.i = qi-3l (X38, ... , X48), 

1>32.i = qi-72(X36, X39, X40,···, X45, X37, X47, X48), 

¢32,i = qi-85(X34, X39, X40,···, X45, X35, X47, X48), 

¢32,i = qi-93(X32, X39, X40,···, X45, X33, X47, X48), 

i = 1; 

i = 2,3,4; 
i = 5,6, ... ,41; 
i = 42, ... ,48; 
i = 49, ... ,76; 
i = 77, ... ,84; 
i = 85, ... ,92; 
i = 93, ... , 100. 

The formula above is due to the fact that Q8(Ql, ... , Q35) = ai4(z9zlO + ZlZll), 

which is the reason why F is of degree 2. 

2.2.2. The basic idea of the cryptanalysis. Our attack starts from the observation 
that all Qi are very simple quadratic polynomials, which have only one quadratic 
term. In this case, Q8 has 35 variables and Qi has 11 variables, and we have 
Q9 = ZlZ3, Q15 = Z3ZlO. This implies that 

(2.1) 

In this implementation scheme, the map ¢32 has actually 4 sets of qi as its 
components (with intersections). Because F is derived from ¢32 by composing from 
both the left side and the right side by an invertible linear map, the equation (2.1) 
above implies that we must have linearization equations for the Yi, the components 
of F. This means there is a possibility to actually use such linearization equations 
to attack this scheme, which is the only method used by Patarin to defeat the 
Matsumoto-Imai scheme. 
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Let V denote the linear space of the linearization equations (1.2) satisfied by 
Yi of F and let D be its dimension. 

Let if denote the linear space of the linearization equations satisfied by 
¢32,i(Xl" .. ,X4S) of¢32: 

n,m n m 

L aij Xi¢32,j (Xl, ... , X4S) + L biXi + L Cj¢32,j (Xl, ... , X4S) + d = 0, 
i=l,j=l i=l j=l 

and let j) be the dimension of if. 
Let ¢32(Xl,' .. , X4S) = (¢32,1, ... , ¢32,lOO) = ¢32 0 ¢l (Xl, ... , X4S). 
Let V denote the linear space of the linearization equations satisfied by 

¢32,i(Xl"",X4S) of¢32: 
n,m n m 

L o'ij Xi¢32,j (Xl, . .. , X4S) + L biXi + L Cj¢32,j(Xl, ... , X4S) + d = 0, 
i=l,j=l i=l j=l 

and let D be the dimension of V. 
Let ¢4,i denote the components of ¢4 and ¢l,i denote the components of ¢l' 

Let (¢)4,7 denote the components of ¢'4 1 and (¢)1,7 denote the components of ¢ll. 

Let M be the map from V to V given by: 

M: ("L.o'ijXi¢32,j(Xl, ... , X4S) + "L.biXi + "L.Cj¢32,j(Xl, ... , X4S) + d = 0) ----) 

("L.o'ijXi (¢ )4,] (Yl (Xl, ... , X48), ... , YlOO(Xl, ... , X4S)) + "L.biXi+ 

"L.Cj(¢)4,~ (Yl (Xl, . .. , X48), . .. , YlOO(Xl, . .. , X48)) + d = 0). 

Let M be the map from if to V given by: 

M : ("L.aijXi¢32,j (Xl, ... , X48) + "L.biXi + "L.Cj¢32,j (Xl, ... , X48) + d = 0) ----) 

("L.aij¢l,i (Xl, ... , X48)¢32,j (Xl, ... , X48) + "L.bi¢l,i (Xl, ... , X4S) 
+"L.Cj¢32,j(Xl, ... ,X48) + d = 0). 

Theorem 1. M and M are invertible linear maps and D = j) = D. 

The proof follows from the fact that both ¢4 are ¢l are invertible affine linear 
maps. Essentially the map M is a change of basis of Xi and the map M is an affine 
linear transformation of the substitution of ¢32,i by Yi' This means that we only 
need to find j) to find D and we did so by computations. 

First we choose the field K to be K = Z2[XJI(XS + x6 + x5 + X + 1). Because 
al and a3 can be any nonzero constants, we choose them both to be 1. Then we 
choose li(Xl, ... , xi-d, i = 2, ... ,41, randomly as quadratic polynomials over K 
and f3ij randomly in K (but satisfying the condition Ri are linearly independent). 
We choose 10 different sets of Ii (Xl, ... , X48) and f3ij for testing. For all these 
10 choices, our computation showed that the dimension j) = 347 and that all 
linearization equations are of the form 

"L. i >3l "L. j>4l aij Xi¢32,j (Xl, ... , X48) + "L.i>3l biXi + "L. j>4l Cj¢32,j (Xl, ... , X48) = 0, 
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and the polynomials ¢32.j(Xl, ... ,X48), for j > 41 depend only on the 17 variables 
Xi, with i > 3l. 

Though we have such a large number of linearization equations, we are not 
sure how many linearly independent equations they will produce for a set of given 
ciphertext y;. 

Let (x~, ... , X~8) be an element in K48. Let y; = Yi(X~"", X~8) , ¢~2.i = 

¢32,i(X~"", X~8)' Let U be the space of linear equations derived from substitution 
of Yi by the values Y; in V. Let (; be the linear space of linear equations derived 
from substitution of ¢32.i by the values ¢~2,i in V. Let {j be the linear space of 

linear equations derived from substitution of 132,; by the values ¢~2.i and Xi by 

(¢)i-;(Xl,'" ,X48) in V. 
For a linear equation 2:18 aixi + b = 0, we define M to be the linear map: 

48 48 

M(2:.: aiXi + b = 0) -> (2:.: ai(¢)l.i(Xl,"" X48) + b = 0). 
1 1 

Theorem 2. The dimension of U is equal to the dimension of {j, the dimension of 
(; and the dimension of (;. (; = U = M({j). 

This is proven easily by using the maps M and M. 
Because all linearization relations in V are expressed in the last 59 compo

nents 132,j (Xl, ... ,X48), j > 41 and they are all expressed in terms of the quadratic 
polynomial qi; and they involve only the last 17 variables Xi, i = 32, ... ,48, we did 
200 samples of randomly chosen values X~2,x~3"'" X~8 for X32, ... , X48, computed 
the corresponding values of 132.j,j > 41 for these X~2,X~3"'" X~8 and then sub
stituted the values of 132.j, j > 41 into the 347 linearization equations. We found 
out that these 347 linearization equations in V actually produce 17 linearly inde
pendent equations of Xi, i > 31, and by solving those equations we have Xi = x;, 
i = 32, ... ,48. 

Then we notice that if all Xi are set to be zero, which means 132,i(0, ... , 0) = 0 
for any i, the linearization equations in V will not produce 17 linearly independent 
equations at all. So instead of choosing randomly the values, we chose (X~2"'" X~8) 
to be the ones with many zeros, and we found out ( with 500 random samples) that 
as long as at least 5 of X32, ... ,X48 are not zero, by substituting the corresponding 
values of 132,j,j > 41 into the 347 linearly independent linearization equations in 
V, these 347 linearization equations will actually produce 17 linearly independent 
linear equations of Xi, i > 31 and by solving those equations we again recover the 
values of x; by the solution Xi = x;, i = 32, ... ,48. 

Among all possible values of Xi, i = 32, ... ,48, the probability that at most 
5 f th . - 32 48 t b . 17C525X8 - 17 C 5 < 2-82 o em among Xi, 2 - , ... , 0 e non zero IS 2'7x8 - 2 '2X8 . 

Therefore we have a probability 1- 212<:';"8 > 1-2-82 that the linearization equations 
will produce 17 linearly independent equations for a given set of values of ¢32.i 
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and solving those equations will recover the values of x;2" .. , X~8 if we are given 
the corresponding values of ¢32,j, j > 41. 

With Theorem 1 and Theorem 2, we conclude that with the probability 
1- il,sS8 > 1 - 2-82 , the linearization equations of Yi in V will produce 17 linearly 
independent equations satisfied by Xi for a given ciphertext (Y~,··· , Y~oo)' This is 
the first step of our attack. Here we would like to emphasize that the statement 
about the probability to derive 17 linearly independent linear equations from a 
ciphertext is based on computational experiments not on any theoretical argument 
and it seems possible to actually prove it. 

Let's assume that we now have 17 linearly independent equations in U derived 
from a ciphertext (Y~, ... , Y~oo) and its substitution in V. Let (xi, ... , X~8) be 
the corresponding plaintext. This set of linear equations surely is not enough to 
recover the original plaintext. However, we know that if we have seventeen linearly 
independent equations, we can use Gaussian elimination method to find two sets: 
A = {UI, ... ,U17}, B = {Vl, ... ,V3t}, AnB = 0 and AuB = {1, ... ,48}, such 
that we can derive 17 linearly independent linear equations in the form xu; = 
hj (XVI' ... , XV31)' 

Then we substitute these 17 equations into the Yi, which will become qua
dratic polynomials with only 31 variables. We will call this new set of polynomials 
Yi. They can be viewed as components of a map from K 31 to KlOO, which will be 
denoted by F. 

Let <Po be the map from K31 to K 48, which is given by: <PO,i(XV" , .. , XV31 ) = Xi 
if i E B, otherwise <PO,i(XV" ... , XV31 ) = hi (XVI , ... , XV31 ), then 

From the point of view of algebraic geometry, the substitution process is 
nothing but evaluation of the Yi on the variety defined by the 17 linearly indepen
dent linear equations XUi = hi(xv" ... , v3d and the existing variables are nothing 
but the coordinates of this variety. 

Because for the case of ¢32, if the dimension of (j is 17, the variety is defined 
by Xi = x~ for i = 32, ... ,48 and x~ E K, with Theorem 1 and Theorem 2, we 
know that the variety defined by linear equation in U is the same variety defined 
by ¢1,i(Xl, ... ,X48) = ¢1,i(xi,,,,,x~8)' for i > 31 and we denote this variety by 
W. The linear equations in U are nothing but linear combinations of this set of 
linear equations. 

Let 

and also define 
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Then using the expansion formula of 4>32, we have: 

~32,i = 4>10,i + a~4 f3i4 (4)10,384>10,48 + 4>10,474>10,46) 
+ a~4 E~ f3ij (4)1O,38-2j4>10,48 + 4>1O,39-2j4>1O,47) = 4>1O,i + R~, for i = 1; 

~32,i = 4>1O,i + fi( 4>10,1, ... ,4>1O,i-1) +a~4f3i4 (¢1O,38¢1O,48 + ¢1O,37¢1O,46) 
+a~4E~f3ij(4)1O,38-2j¢1O,48 +¢1O,39-2j¢1O,47) =¢1O,i + R~, i = 2,3,4; 

~32,i =¢1O,i + fi(¢1O,I, .. . ,¢1O,i-1), i =5, ... ,41; 
~32,i =qi-31 (¢1O,38, ... ,¢1O,48), i =42, ... ,48; 
~32,i =qi-31 (¢1O,38," .,¢1O,48), i =49, ... ,76; 
~32,i = qi-72( ¢1O,36,¢1O,39,¢1O,40, ... ,¢1O,45,¢1O,37,¢1O,47,¢1O,48), i = 77, ... ,84; 
~32,i = qi-85 (¢1O,34, ¢1O,39 ,¢1O,40, ... ,¢1O,45 ,¢1O,35,¢1O,47 ,¢1O,48), i = 85, ... ,92; 
~32,i =qi-93( 4>1O,32,¢1O,39,¢1O,40, ... ,¢1O,45,4>1O,33,¢1O,47,¢1O,48), i = 93,., 100 

where R~ = E~ f3ijPI, and PI, for i = 1,2,3, is given as 

P: = ~1,31+i+l (x~, ... ,X~8)~1,48(X~"" ,X~8) + ~1,31+i(X~"" ,X~8)~1,47(X~"" ,X~8)' 

P~ = ~1,42(X~", . , X~8)~1,48(X~" .. , X~8) + ~1,46(X~" .. , X~8)~1,47(X~" .. , x~8)' 
which are constants. Namely ~(4)32(Xl''''' X48)) are constants on the variety W. 
Therefore 

F(xvl>' .. , XV3I ) = (ih, .. ·11100) = ¢4 0 ~3 0 ¢2 0 1r 0 ~1 0 ¢o(XVl>' .. , XV3,)' 

where 4>3 = (4)3,1, ... ,4>3,100) is given by ~3,i = Xi, for i = 5, ... ,100; and ~3,4 = 
X4 + R~, for i = 1,2,3,4. Therefore ¢3 on the variety W is equivalent to ~3, which 
is linear and is just a translation. 

Then 

F(xvl>"" XV3I ) = (¢4 0 ~3) 04>2 0 (1r 0 ~1 0 ¢O) = ~4 0 ¢2 0 <1>1, 

where ~4 = ¢4 0 ~3' <1>1 = 1r 0 ~1 0 ¢o and both ~4' which is invertible, and <1>1, 
which is injective, are linear maps. 

Then F(xVI " .. , XV3I ) = (y~, ... , y~OO) can be easily solved because of the 
triangular form of ¢2, namely the equation above is equivalent to the equations: 

~41 (111, ... ,11100) = ¢2 0 <1>1 (XVI' ... , XV3I ) = ~41 (y~, ... ,y~oo), 
whose first nontrivial equation is always a linear equation. 

This shows that the equations can be solved by iteration of the procedure 
of first searching for linear equations by linear combinations of quadratic equa
tions, and then substituting the linear equations into the quadratic equations. 
Each time of iteration, we reduce the variable by 1. This eventually will require 
31 iterations to find the 31 linearly independent linear equations in the triangular 
form, whose solution gives the values of the 31 variables XVi' Then we can substi-
tute the values of XVi' i = 1, ... ,31, back into the first 17 substitution equations 
XUi = hi(xvl>"" V31), j = 1, ... ,17, which recovers the complete set of (x~), the 
plaintext. 
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Overall, our general method is first to search all linearization equations. Then, 
for a given ciphertext (Y~, ... , y~) corresponding to a plaintext (x~, ... , x~), we 
use the linearization equations to produce enough (17) linearly independent linear 
equations satisfied by Xi. Then we do a substitution using these linear equations, 
which essentially makes ¢3 linear on the variety defined by the 17 linear equations. 
The rest becomes straightforward. 

2.2.3. The practical attack procedure and its complexity. We have three steps to 
derive the plaintext (x~, ... , X~8) from a ciphertext (y~, ... , y~oo), and the first step 
is a common step for any given ciphertext. 

Step 1 of the attack 
We first look for a basis for the space V, namely the basis of solutions of aij, bi , Cj 

and d for the equations: 
n~ n m 

L aij XiYj(Xl, ... ,Xn ) + Lbixi+ L CjYj(Xl, ... ,xn )+d=O. 
i=l,j=1 i=1 j=1 

For this set of equations, we have 4949 = 4800 + 48 + 100 + 1 variables and 
19697 = 1 + 48 + (24 x 47 + 48) + (48 + 24 x 47 + (8 x 47 x 46)) equations. We 
know that the dimension of the solutions is 347. 

Though we have 19697 equations, we have only 4949 variables, we do not 
need to use all those equations to find the solutions. We can actually randomly 
choose 6000 equations, the probability that we will not find the complete solution 
is essentially zero. To solve these linear equations, is to do row operations on a 
6000 x 4949 matrix. However, because we are working on a finite field with only 
28 elements, the row operations corresponding the elimination procedure on each 
column requires at most 28 - 1 multiplication of a given row. To eliminate each 
variable, on average, it takes (28 - 1) x 6000/2 multiplications. Therefore to solve 
these equations, it requires at most 4600 x (28 - 1) x 6000/2 == 232 computations 
on the finite field K. This step is also the common step for any attack. 

However, because we are working over the fixed field K, we can perform the 
computation of multiplication on K by finding first a generator g of the multiplica
tive group of K, and storing the table of elements 'Y in K as gk, then computing 
the multiplication by two searches and one addition. This will improve the speed 
by at least a factor of 2. Therefore, this step takes at most 231 computations. 

Step 2 of the attack 
For a given ciphertext (y~, ... , Y~oo), we substitute the polynomials of Yi by y~ 
into the 347 linearly independent solutions of the linearization equations in V and 
derive 17 linearly independent linear equations of Xi by the Gaussian elimination 
method in the form of XUj = hj (XVI' ... , XV3I )' where hj is a linear junction, 
A = {UI, ... ,UI7}, B = {VI, ... ,V31}, An B = 0 and Au B = {I, ... ,48}. We, 
then, substitute them into Yi to make it into polynomials with only 31 variables 
{vl, ... ,v3Il· 
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First with a probability 2-82 , we might fail to get 17 linearly independent 
equations, which surely can be neglected. 

When we substitute Yi by V;, we need to do 347 x (4800 + 100) == 221 com
putations. Then, to reduce 347 equations to 17 equations for substitution, it takes 
(28 -1) x 48 x 347/2 == 221 computations. Then we perform the substitution of the 
17 equations into Yi and it takes 100 x (2 X 172 + 17 x 31 + 17) == 217 computations. 

For the new 100 polynomials with 31 variables, which we denote by Yi, we 
will write down first the 100 equations Yi - y~ = Yli (XVI' ... , X V31 ) = 0, and they 
are linearly dependent and the dimension is only actually 4l. 

Step 3 of the attack 
For the equations Yli(Xv), ... ,XV31 ) = 0, i = 1, ... ,100, we will use Gaussian 
elimination method, first on the quadratic terms, to derive in (in = 41) linearly 
independent equations Yli (XVI' ... , X V31 ) = 0, i = 1, ... , m, and the last one is 
linear. Then we take the linear equation out and substitute it back into the leftover 
in -1 quadratic equations (the linear one is taken out) Yli(XVI,,,,,XV31) = 0, 
i = 1, ... ,m-l. We denote the new equations Y2i(X VI , ... ,xv" X Vi +2l ... 'XV31 ) = O. 
Then we repeat the same process on these new equations, and later again and again 
for total of 31 times. We then collect all 31 linear equations derived in this process, 
a set of 31 linearly independent equations in the triangular form. The solution 
gives us all the values of XVi' then we plug them back into 17 linear equations 
XUj = hj(xvl , ... , X V3 )) in Step 2, which will give us X Ui ' We recover the plaintext. 

For the first part of this step, we need at most 100 x (31 x 16+31) x 100/2 == 
222 computations to perform the Gaussian elimination and then the substitution 
takes at most 42 x 312 == 215 computations. Then we need at most to perform 31 
times these two procedures and therefore it, at most, takes 225 computations to 
solve the equations for the 31 variables and then need to do 29 computations to 
find the values for the other 17 variables. 

If we add all three steps together, it takes at most 232 computations. We did 
simulation of an example of this scheme and it took us a few hours to find the 
plaintext for any given ciphertext. The best way to test our method is definitely 
to attack the challenges set by T. Moh. However, at this moment the web site 
(www.usdsi.com). where the challenge is posted, does not allow public access to 
the challenger's data and we plan to do so once it is available. 

2.3. Cryptanalysis for the Scheme in the First Version of [2] 

Our work was first done for the scheme in the first version of [2]. When we had 
finished the work on this scheme in July last year, the new version appeared. In 
this section, we will present our work on the implementation scheme in the original 
version of [2]. The construction of the scheme is similar to the revised case above. 

We again work on the field K of size 28. A map F is made of </>1, </>2, </>3, </>4, 
which are maps from the (n + 68 )-dimensional space to itself. </>1, </>4 are invertible 
affine maps, and </>2 and </>3 are nonlinear of de Jonquieres type but different from 
that of the section above. 
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Again a map 

F(XI, ... ,xn) = <P4 0 <P3 0 <P2 0 <PI(XI,X2, ... ,xn,O, ... ,0) = (YI, ... ,Yn+6S) 

is the cipher, which is public, but <PI, <P4 are private. To make sure the system is of 
degree 2, another set of polynomials QS(ZI"'" Z4S) and qi(ZI, ..• , Z14) are used. 
The detail of <P3, <P2 and Qs and qi are given as follows with m = n + 68. 

We will not give the exact detail of <P3 and <P2 (we refer it to the origi
nal version of [2]), rather we will give the detail of ¢32 = <P3 0 <P2 0 7r, where 
7r(XI, ... ,xn) = (Xl, ... ,Xn,O, ... ,0) is a map from K n to K n + 6S : 

¢32,1 = YI = Xl + QS(Yn-7, ... ,Yn+34) + QS(Yn-21,Yn-14,Yn+35, ... ,Yn+6S) = 

Xl + Xn-5 X n-6 + Xn-SXn + X n -lgXn -20 + Xn-22Xn-14, 
- 2 
<P32,2 = Y2 = X2 +QS(Y3, ... , Yrn) = X2 +XI +QS(Yn-21, Yn-14, Yn+35,···, Yn+6S) = 

where 

2 
Xl + X2 + X n -lgXn -20 + Xn-22Xn-14, 

¢32,i = Yi = Xi + !i(XI,'" ,Xi-I), 

~32,i = Yi = qi-(n-24) (Xn -27, . .. , X n -14), 

<P32,i = Yi = Xi + !i(XI, ... , Xi-I), 

~32,i = Yi = qi-(n-S) (Xn -13, ... , Xn), 

<P32,i = Yi = qi-(n+26) (Xn -27, . .. , X n -14), 

i = 3, ... , n - 22; 
i = n - 23, ... , n - 14; 
i = n - 13, ... , n - 8; 
i = n - 7, ... , n + 34; 
i = n + 35, ... , n + 68; 

QS(qb' .• , q42) = [q14q23 + q17q24][qlOq9 + q6q4]2[qllq30 + qlq31]+ 

[q33q34 + q35q36][q15q37 + q16q26] + [ql9qS + q20q3S][q13q7 + qI2q5]+ 

[q21q39 + q40q2 + q22q41 + q42q3]; 

qi are functions of 14 variables Zi, Z2, • .. , Z14: 

ql = Z7 + Z2 Z5, q2 = Zs + Z6 Z7, q3 = Zg + Z6 Z5, 

q4 = Z2 Z4 + ZlO, q5 = Z3 Z5 + Zn, q6 = ZlZ3 + Z12, 

q7 = Z3 Z7 + Z13, qs = Zl4 + ZSZ3, qg = Z3 + Z2 Z12, 

qlO = Z4 + ZlOZI, qn = Zl3 + ZllZ2, ql2 = Z4 Z13 + Z7, 

ql3 = Z4 Zn + Z5, ql4 = Z6 + Z9Z2, ql5 = Zl4 + Z9ZlO, 

ql6 = Zs + ZlO Z6, ql7 = Zg + ZIZ6, qlS = Z9ZI, 

ql9 = Z9Z4 + Z6, q20 = Z6Z3 + Zg, q21 = Z7Z9 + Z14, 

q22 = Z9Zl3 + Z6, q23 = ZIZS + Z14, q24 = Z2 Z14 + Zs, 

q25 = ZI4 Z I, q26 = ZlO Z I4, q27 = Z2 Z lO, 

q2S = Z2 Z3, q29 = ZIZn, q30 = ZlZ7 + Z5, 

q31 = ZlZl3 + Zll, q32 = ZIZ5, q33 = ZI2 Z 11 + Z13, 

q34 = Z12 Z7, q35 = Z12 Z13, q36 = Zl2 Z5 + Z7, 

q37 = ZlOZS, q3S = Z4 Z14 + Zs, q39 = ZsZn, 

q40 = ZI4 Z11, q41 = ZSZ5 + Z14, q42 = Zl4 Z13 + Zs· 

and 
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Through computations and similar argument as in the section above, we have: 

1) The dimension of V of the space of linearization equations for the components 
Yi of F is 286; 

2) For a given ciphertext (y~, . .. 'Y~8+n), with a probability of 1 - dtOC;;48 == 1 -
2-70 , the linearization will produce 28 linearly independent linear equations 
of Xi. 

3) For the case of 28 linearly independent equations, we can again do a sub
stitution using these 28 linear equations into Yi to derive a new operator F 
which is a map from Kn-28 to Kn+68 and F = ¢4 0 ¢2 0 cl>1, for some linear 
maps ¢4 invertible, and cl>l injective. 

This allows us to use exactly the same attack steps as in the previous section to 
defeat this scheme. 

Here if we choose n = 52, m = 120, we estimate that it takes about 235 

computations on K to defeat the scheme. We performed a computation example 
on such a scheme on a PC and it took a few days to find the plaintext from a given 
ciphertext. 

By now, there are several implementation schemes that have been suggested 
by the inventor. We notice that for all cases, due to the fact that the qi components 
are all very simple and they never have more than 2 quadratic monomials, it is easy 
to see that for all schemes, the dimension of linear space of all the linearization 
equations for the components Yi of F is not small. This is a common defect for 
the implementation schemes, which is not in any way desirable for a secure open 
key cryptosystem. However even with those linearization equations, it does not 
necessarily mean that finding the plaintext from a given ciphertext is easy. One 
example is the first implementation [7] to demonstrate the situation. But this 
schemes was defeated by another method [5]. 

3. Conclusion 

A key component of the TTM schemes is a set of quadratic polynomials qi. These 
polynomials are very simple and often a qi consists of just one degree two mono
mial. Due to this fact we show through computations that in all TTM implemen
tation schemes, the polynomial components Yi of the public cipher F satisfy lin
earization equations and for a given cipher text Y:, we can obtain linear equations 
satisfied by the plaintext x~. This is something that a secure open key cryptosystem 
should not have. This defect does not necessarily allow us to defeat all implemen
tation schemes easily, but for the cases of the two most recent implementation 
schemes suggested in two different versions of [2], we show that, with a very small 
probability of failure, this defect allows us to defeat the schemes easily. For the 
suggested practical example in the revised paper [2], we show that it takes 232 com
putations on the finite field K to defeat the scheme and we confirmed this by a com
putation example. For the case of the scheme in the original version of [2], it takes 
235 computations to defeat it, and it is confirmed by a computer experiment as well. 
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Also for the existing TTM implementation schemes, we can even find higher 
order type of linearization equations, which a secure scheme should avoid as well. 

Considering all the attacks on the TTM schemes, [3, 5] and this paper, we 
conclude that all existing TTM schemes are insecure. But we do not, in any way, 
suggest that our results imply that there do not exist good TTM schemes. We 
do conclude that to avoid the defect we found in this paper, more sophisticated 
construction of Q8 and qi is needed. We think this is a very interesting direction 
to pursue, but it needs some deep insight from algebraic geometry. 
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The Capacity Region of Broadcast Networks 
with Two Receivers 

Elona Erez and Meir Feder 

Abstract. According to the max-flow min-cut theorem a source s can transmit 
information to a sink t in a graph (V, E) at a rate that does not exceed the 
capacity of the minimal cut that separates the source and the sink. Recently, 
it has been shown that if the intermediate nodes in the network are allowed 
to code the information that they receive, then the source s can multicast 
common information to several sinks at a rate that does not exceed the min
cut between the source and any of the individual sinks. In this paper we find 
the achievable rate region when there are two receiver nodes tl and h, but 
we allow both common information at rate Ro and private information rates 
to tl and t2 at rates R 1 , R2, respectively. 

Keywords. network codes, broadcast channel, multicast, min-cut max-flow 
theorem. 

1. Introduction 

According to the max-flow min-cut theorem a source s can transmit information to 
a sink t in a directed graph G = (V, E) at a rate that does not exceed the capacity 
of the minimal cut that separates the source and the sink. Any edge (i, j) in the 
network is assumed to be free of transmission errors and have capacity of Gij bits 
per channel use. It has been shown by Ahlswede et al. [1] that if the intermediate 
nodes in the network are allowed to code the information that they receive, then 
the source s can multicast common information to several sinks at a rate that 
does not exceed the minimal of the min-cuts between the source and any of the 
individual sinks. In this work we find the broadcast capacity region when there is 
a single transmitter s and two receiver nodes hand t2, but we allow both common 
information at rate Ro and private information rates to tl and t2 at rates R I , R2 , 

respectively. The special case of R2 = 0 was solved using an algebraic formulation 
in [2]. We also show how to construct codes that achieve any triplet (Ro, R 1 , R2 ) 

in the capacity region. Specifically, we show that this situation is equivalent to 
the common multicast case in an extended network that we define. The code for 
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the original network is derived from the common multicast code of the extended 
network. We note that the fact that the entire capacity region for the broadcast 
network can be easily found is rather surprising since the parallel problem of 
two-user broadcast channel in multiuser information theory is in fact not solved 
yet [3], [4], [5]. As it turns out, the resulting capacity region is what one would 
intuitively expect by postulating achievability of min-cut bounds. In the sequel we 
term by unicast network the case where there is no common information. We term 
by multicast network the case of no private information. We term by broadcast 
network the case of both private and common information. 

2. Unicast Network 

As mentioned in the introduction, in the multicast case, when all the sinks have 
to receive the same information, the maximal rate can be achieved through coding 
at the intermediate nodes. 

At the other extreme, which is termed the unicast case, where each receiver 
is required to receive different information, the capacity region, as noted in [2], 
can be achieved without coding. Suppose that there are L receivers, tl, ... , tL 
required to receive information at rates R1 , . .. ,RL . We want to verify whether the 
rate requirements are feasible. The original network can be extended to another 
network, as can be seen in Figure 1, where each sink ti is connected to the 

(a) Original Network (b) Extended Network 

FIGURE 1. Unicast Network 

supersink T. The capacity of the link that connects ti with T is R i . Clearly, there 
is one-to-one correspondence between communication from s to T at rate Rl + 
R2 + ... + RL in the extended network and communication from s to tl, t2, ... , t L 
at rates R1 , R2, ... , RL in the original network. Since the maximal rate in the 
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extended rate is between a single source to a single sink, no coding is required. The 
min-cut bound can be achieved using Ford-Fulkerson algorithm for maximal flow. 
Inspecting the various cuts in the extended network, it follows that the capacity 
region for the original network is: 

L R i ::; mincut(sj8),V8 ~ {tl,t2,·,td (1) 
tiES 

where mincut(sj 8) denotes the minimal cut between S and the subset of sinks 8. 

3. Main Result 
In the case of two receivers we show how to solve the intermediate case, when 
there is both common and private information to deliver. Suppose it is required 
to design a broadcast code with rates (Ro, R I , R2). It is first needed to verify that 
these rates are within the capacity region, which can be found as follows. The 
original network G can be transformed into an extended network G'. In G' there 
are two supersinks TI and T2 as in shown in Figure 2. The sink tl is connected to 

(a) Original 
NetworkG 

FIGURE 2. Broadcast Network 

node ti through a link of capacity Ro + R I . The node t~ is connected to TI and T2 
through links of capacity Ro + RI and RI , respectively. The sink t2 is connected 
to node t~ through a link of capacity Ro + R2. The node t~ is connected to TI and 
T2 through links of capacity R2 and Ro + R2, respectively. 

As was shown in [6],[2],[7] for the common multicast case linear codes achieve 
the maximal rate. We use notations similar to [7]. We assume that each link has 
capacity of 1 bit per channel use and that there are Gij parallel links from node i 
to node j. Denote by h bits per channel use the rate of the code. Any link e has 
a vector b(e) of dimension h associated with it. We use the notation r[(v) and 
r 0 (v) for the set of edges reaching and leaving node v, respectively. The source 
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node s gets h binary input symbols I denoted Xl, ... ,Xh . The vector b(e) E 2h 

associated with edge e is given by: 

b(e) = L me(e')b(e') (2) 
e'ErI(V) 

where b(e') is the vector associated with the incoming edge e' into e and me(e') 
is the coding coefficient. 

Assume y(e) is the symbol transmitted on a link e which is given by 

y(e) = L me(e')y(e') = b(e)T x (3) 
e'ErI(V) 

where x = (Xl, ... ,Xh)T denotes the input vector. Each node v has a subspace 
associated with it U(v) given by: 

U(v) = span{b(e) : e E rI(V)} (4) 

If the dimension of U(ti) is h, then sink ti can reconstruct the transmitted message 
[6],[21· 

Lemma 3.1. The rate (Ro, R 1 , R 2 ) is achievable in the original network G if and 
only if Ro + Rl + R2 is an achievable multicast rate in the extended graph G'. 

Proof: If (Ro, R 1 , R2) is achievable in G, then tl can transmit Ro + RI bits to Tl 
and t2 can transmit its private R2 bits to TI . Thus Tl can reconstruct Ro + RI + R2 
bits. Likewise, T2 can reconstruct Ro + RI + R2 bits. Note that no processing is 
required in this case by the supersinks, except detecting the incoming information. 
For the opposite direction, if rate Ro + Rl + R2 is an achievable multicast rate 
in the extended graph G' then it can be achieved by a linear code. For this code, 
since the entire message is reconstructible by TI and T2, it follows that: 

(5) 

where U(·) is defined in (4) and is a subspace of a Ro +RI +R2-dimensional vector 
space. It also follows that 

dim{U(tD + U(t~)} = Ro + RI + R2 (6) 

where in the LHS '+' denotes direct sum subspace. Since the capacity in the 
incoming link to t~ is Ro + Rl we have: 

dim{U(t~)} :::; Ro + R I . (7) 

From the following relation 

dim{U(TI)} :::; dim{U(t~)} + R2 (8) 

and (5) it follows that: 

dim{U(t~)} ~ Ro + RI (9) 

1 As shown in [7J in the case of two receivers a binary field suffices for the code. 
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Thus, 
dim{U(t~)} = Ro + R l . (10) 

Likewise 
dim{U(t;)} = Ro + R2 . (11) 

Recall the following general relation: 

dim{U(t~) n U(t;)} = dim{U(t~)} + dim{U(t;)} - dim{U(t~) + U(t;)} (12) 

From (6), (10), (11) and (12) it follows that: 

dim{U(t~) n U(t;)} = Ro (13) 

We show now by construction that there exists a (Ro, R 1, R 2 ) code for G. 
Denote by Uc the intersection subspace: 

(14) 

where {Cl, ... , CRo} is the basis of Uc . Similarly denote by Ua and Ub the following 
subspaces: 

Ua = U(t~)\Uc=span{al, ... ,aRl} 

Ub = U(t;)\Uc = span{bl , ... , bR2 } (15) 

Clearly, Ua, Ub and Uc have an empty intersection. We have 

U(t~) = span{al,'" ,aRllcl,··· ,CRo} 

U(t;) = span{bl, ... ,bR"Cl,oo"CRo} (16) 

Define the matrix M and the vector d by the following matrix relation: 

Mx= 

~ alT ----> 

~ aR1 T ----> 

~ bIT ----> 

d l 

=d 

dRo+R1 +R2 (17) 

From (6) it follows that M is full rank. Thus, if {Xl, . .. , XRo+R1 +R2} are statisti
cally independent and uniformly distributed, so are {dl , ... , dRo+Rl +R2} and vice 
versa. The first Rl symbols of d can be reconstructed at t~ only and are therefore 
the private data to t~, and hence also to tl' The next R2 symbols of d are the 
private data to t~, and hence also to t2' The last Ro symbols of d are the common 
data. Therefore, (Ro, R l , R2 ) is achievable in G. D 
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It follows that in order to find the achievable region for G, we have to find the 
achievable multicast rate for G', according to the min-cut. The following theorem 
can be proved immediately using the lemma. 

Theorem 3.1. The achievable rate region (Ro, R 1 , R 2 ) for the broadcast network G 
is given by: 

Ro + Rl < mincut (s; td 
Ro + R2 < mincut (s; t2) 

Ro + Rl + R2 < mincut (s; iI, t2) 

(18) 

(19) 

(20) 

Proof. The bounds (18) and (19) are trivial. The potential minimal cuts between 
sand T1 , as shown in Figure 3, can be divided into three characteristic types. 
Cuts of type a yield the bound Ro + Rl + R2 :::; Ro + Rl + cut(s, t 1 ; t2) or R2 :::; 
cut(s, tl; t2)' Cuts of type b yield the bound Ro + Rl + R2 :::; R2 + cut(s, t2; tl) or 
Ro+R1 :::; cut(s, t2; tl)' Cuts of type c yield the bound Ro+Rl +R2 :::; cut(s; t2, td· 
Similar bounds hold for T2 . It follows that the restrictive cuts can be only of type 
band c. The bounds of the theorem follow. D 

Cut c 

Cut a 

. i Ro+~ 
@.... . .. lv 
~(~~ 

Cutb 

FIGURE 3. Characteristic Cuts 

Note that for the multicast case, i.e., Rl = R2 = 0, the capacity region be
comes Ro :::; min{mincut(s, t 1 ), mincut(s; t2)}, as expected. For the unicast case, 
i.e., Ro = 0, the supersinks Tl and T2 are equivalent and therefore a single super
sink suffices and no coding is required, as expected. 

There is a one-to-one correspondence between a multicast code in G' and a 
broadcast code G. In order to design a broadcast code for G, we begin by designing 
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a multicast code in G'. The multicast code can be designed using the polynomial 
time algorithm developed in [7]. Given a multicast code for G', a broadcast code 
for G is derived using simple processing, as explained in the proof of Lemma 3.l. 
The procedure is illustrated in the following example. 

Example. Figure 4 shows the graph, already with its extension (dashed lines). 
Unless otherwise specified, the capacities of each edge is 1 bit. The capacity region 

2 2 

S 

3 r-----l-- --_______ __---------".:~l-j 3 
b l b2+b4 b2+b3+b4 i ~ ___ ---->':...-___ ~ i b b b +b +b " t.------". 54 b l ---------J 3, 4, 2 3 4 

Cij = I bit, unless otherwise 
specified 

is given by: 

T, T2 

(a) Constructing Multicast 
Code in G' 

(b) Resulting Broadcast 
Code in G 

FIGURE 4. Code Construction 

Ro + RI < 3 

Ro + R2 < 3 

Ro + RI + R2 < 4 (21) 

Therefore, the rate (Ro,Rl ,R2) = (2,1,1) is in the capacity region. We design 
the multicast code for the extended graph, as shown in Figure 4. The information 
received by t~ for this code is bI , b2 + b4 , b2 + b3 + b4 and the information received 
by t~ is b3 , b4 , b2 + b3 + b4 . Thus we have: 

U(t~) 

U(t~) 

span{ (1,0,0, O)T, (0,0,1, O)T, (0, 1, 1, I)T} 
span{ (0,0,0, I)T, (0,0,1, O)T, (0, 1, 1, I)T} (22) 
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Thus, 

and 
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span{(I, 0, 0, Of} 

span{(O, 0, 0, If} 

span{(O, 0,1, of, (0, 1, 1, If} (23) 

(24) 

It follows that d1 , d3 , d4 can be reconstructed at tl and d2 , d3 , d4 at t2' Thus d3 and 
d4 are the common information, whereas d1 and d2 are the private information. 
Since M is guaranteed to be full rank, matrix inversion in M of (24) yields: 

(25) 

The final code constructed is also given in Figure 4. Note that unlike the code for 
the extended graph, the code for G requires (pre)coding at the source. 

4. Conclusion and Further Research 
In this paper we have shown how an extension of a graph enabled us to find the 
capacity region and to construct network codes for more general scenarios than 
multicast. Unfortunately, it is not known whether it is possible to extend this 
technique to more than two receivers, and what is the capacity region for that 
case. For example, in [6J the scenario of Figure 5 is given. The random process Xo 
is the common information with rate Ro and the random process X 2 is the private 
information of t2 with rate R2 . By inspection, it can be seen that the bounds on 

XO,X2 

t) X o 

FIGURE 5. Broadcast Network With Three Receivers [Yeung 2002J 

the rates are given by 2Ro + R2 :::; 2. However, we have not found an extension of 
the graph that will enable to solve it. The problem seems to be that whereas for the 
two receivers case, the only requirement is that a certain amount of information 
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will be private, and a certain amount common, here we have stricter requirements 
on exactly which information is common and which is private. 

Interference is a different scenario in a network, when a source 81 has to 
transmit information to a sink t1 with rate R1 and a different source 82 has to 
transmit information to t2 with rate R2 . A possible code, which is not necessarily 
optimal, can be achieved by joining 81 and 82 to a super source S with links of 
capacities R1 and R2 , respectively. The super source S is then required to multicast 
the same information to t1 and t2' Better rates can be shown to be achieved using 
our method, where only a certain part of the information is common, and the rest 
is private. 
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Abstract. In this paper, based on residue rings of polynomials, we present 
a general construction for nonbinary codes capable of correcting t or fewer 
symmetric errors and detecting all unidirectional errors with the magnitude 
error criterion. Some new lower bounds for such codes are obtained from this 
general construction. 

Mathematics Subject Classification (2000). Primary 94B15; Secondary 94B60. 

Keywords. Coding theory, nonbinary codes, code construction, magnitude er
ror criterion, unidirectional errors, residue rings of polynomials. 

1. Introduction 

Let V = {O, 1, ... , m - I} be a finite set where m 2: 2 is a positive integer. Let 
vn be the set of n-tuples over V, i.e., 

V n = {(XI,X2,··· ,xn ) 1 Xi E V, i = 1,2,··· ,n}. 

For x = (Xl, X2,· .. , Xn) E vn and y = (YI, Y2, ... , Yn) E vn, the Hamming 
distance dH(X, y) between x and y is the number of coordinates in which they 
differ, i.e., 

dH(x,y) =1 {i 1 Xi i- yd I· 
The L1-distance d1 (x, y) between x and y is defined as 

d1(x,y) = 2::;=1 1 Xi - Yi I· 

This research work is supported in part by the DSTA project (POD 0103223), the National 
Natural Science Foundation of China under the Grant 60172060, the Trans-Century Training 
Program Foundation for the Talents by the Education Ministry of China, and the Foundation 
for University Key Teacher by the Education Ministry of China, the MOE-ARF grant R-146-
000-029-112 and the 100-Talents program of the Chinese Academy of Science. 
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Obviously, for m = 2, dl(x,y) = dH(x,y). Denote 

N(x,y) = "n max{Yi - Xi,O}. L...",=l 

The asymmetric distance da (x, y) between x and y is defined as 

da(x,y) = max{N(x,y),N(y,x)}. 

Clearly, 

dl (x, y) = N(x, y) + N(y, x). 

For x = (Xl,··· ,Xn ) E vn and y = (YI,··· ,Yn) E V n, we say x:::: y if Xi:::: Yi for 
all i. Note that if x :::: y, then N(y, x) = ° and dl (x, y) = da (x, y) = N(x, y). 

A nonempty subset C of vn is called an m-ary code of length n. Further
more, if ICI = M, then C is called an (n, M)m code. Any word c in C is called a 
codeword of C. The code C is used to transmit information in digital communi
cation systems. In classical coding theory, when a codeword c E C is sent and a 
vector y E vn is received, the number of errors occurred is defined as the number 
of coordinates in which they differ, i.e., dH(c, y). We call this error criterion the 
Hamming error criterion. Note that the magnitude of the difference at each of 
these coordinates is not important in this definition. If one wishes to take into 
account the magnitude of each symbol error, a suitable and widely used definition 
for the number of errors occurred is I:~=IIYi - cil, i.e., d l (c, y). We call this error 
criterion the magnitude error criterion. In this paper, we study the constructions 
of codes with the magnitude error criterion. This topic has been dealt with in [10], 
[12], [15], [29] and [32]. 

Three types of errors, asymmetric errors, unidirectional errors and symmetric 
errors, are defined as follows (see [2]). Suppose a codeword c E C is sent and a 
vector y E vn is received. The number of errors occurred is dl(c,y). 

(i) We say that c has suffered asymmetric errors if y :::: c. 
(ii) We say that c has suffered unidirectional errors if either y :::: c or c :::: y. 

(iii) In general we say that c has suffered symmetric errors. 

Note that for the symmetric errors, we do not impose any specific relation between 
c and y (such as y :::: cor c :::: y). The following theorem (see [10], [15], [32]) gives 
necessary and sufficient conditions on block codes correcting/detecting certain 
types of errors. 

Theorem 1.1. With the magnitude error criterion, 

(i) a code C is capable of correcting t or fewer symmetric errors if and only if 
dl(x,y) ~ 2t + 1 for all x, y E C and x =I- y; 

(ii) a code C is capable of correcting t or fewer asymmetric errors if and only if 
da(x,y) ~ t+ 1 for all x, y E C and x =I- y; 

(iii) a code C is capable of correcting t or fewer symmetric errors and detecting 
all unidirectional errors if and only if N(x,y) ~ t + 1 and N(y,x) ~ t + 1 
for all x, y E C and x =I- y. 
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Note that for m = 2, the magnitude error criterion is just the Hamming 
error criterion. Hence, Theorem 1.1 generalizes the corresponding theorems for 
binary codes to m-ary codes with the magnitude error criterion. Actually, one can 
prove Theorem 1.1 by extending and modifying the arguments used for proving 
the corresponding theorems for binary codes (see [2] and [32]). Clearly, one can 
see from the definitions of errors of the three types that if a code C is capable of 
correcting t or fewer symmetric errors, then it is capable of correcting t or fewer 
unidirectional errors; if a code C is capable of correcting t or fewer unidirectional 
errors, then it is capable of correcting t or fewer asymmetric errors. Note that 
nonbinary codes for correcting asymmetric errors have been studied in [10], [12], 
[15], [16], [27], [29] and [32]. 

Remark 1.2. Weber et al. [32] gave necessary and sufficient conditions for a block 
code to be capable of correcting up to tl symmetric errors, up to t2 unidirectional 
errors, and up to t3 asymmetric errors, as well as detecting from tl + 1 to d1 sym
metric errors that are not of the unidirectional type, from t2 + 1 to d2 unidirectional 
errors that are not of the asymmetric type, and from t3 + 1 to d3 asymmetric errors. 
As special cases, Theorem 1.1 follows directly from these general necessary and 
sufficient conditions. In this paper, we only need to use Theorem 1.1 to establish 
our results. 

Let r m(n, t) denote the maximum size of an (n, M)m code which is capable 
of correcting t or fewer symmetric errors and detecting all unidirectional errors 
with the magnitude error criterion. By Theorem 1.1, we know that r m(n, t) is the 
maximum size of an (n, M)m code C satisfying N(x, y) ~ t+ 1 and N(y, x) ~ t+ 1 
for all x, y E C and x i:- y. Note that binary codes capable of correcting t or fewer 
symmetric errors and detecting all unidirectional errors have been studied in [1]-[7] 
and [10]-[36]. 

In this paper, based on residue rings of polynomials, we present a general 
construction for nonbinary codes capable of correcting t or fewer symmetric errors 
and detecting all unidirectional errors with the magnitude error criterion. Some 
new lower bounds for such codes are obtained from this general construction. 
This paper is organized as follows. In Section 2, we review and derive some basic 
properties of generalized binomial coefficients introduced and studied in [8] and [9]. 
In Section 3, we present a general construction for nonbinary codes for correcting 
t or fewer symmetric errors and detecting all unidirectional errors. In Section 4, 
some new lower bounds for r m (n, t) are given. 

2. Generalized Binomial Coefficients 

In this section, we review and derive some basic properties of generalized binomial 
coefficients introduced and studied in [8] and [9]. 
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Given three integers m, n 2: 1 and r 2: 0, the generalized binomial coefficient 
(~)m is defined as follows: 

( 1) {1, ifO::;r::;m-1 
r m - 0, otherwise 

and 

( n) = L m- l (n - ~) for n 2: 2. 
r m ,=0 r - Z m 

The following basic properties of generalized binomial coefficients are listed in [8, 
pp. 215-216]. 

Properties: 

(i) (~)m is the number of integer solutions to the equation 

Xl + X2 + ... + Xn = r 

with 0 ::; Xi ::; m - 1 for each i = 1,2,· .. ,n; 
(ii) (~) m = 1; 

(iii) G)m = n, where m 2: 2; 
(iv) C)m = 2:~=0( _1)i(7)(n-In+:;mi); 
(v) (~)m = C)m' where r + s = n(m - 1). 

By Property (i), we have 

(~)m =0 forr<Oorr>n(m-1). 

Hence, we only need to consider (~)m for the case 0 ::; r ::; n(m - 1). Obviously, 
by Property (i), C)m 2: 1 for 0 ::; r ::; n(m - 1). Below we derive the following 
unimodal property of C)m. 

Lemma 2.1. For n 2: 2, 

(i) if n(m - 1) is even, then 

(ii) if n(m - 1) is odd, then 

(~)m < G)m < ... < Cn(m-~)-1]/2)m = Cn(m-~)+1]/2)m>··· 
... > (n(m _n1) -1) m > (n(mn_1)) m· 
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Proof By Property (v), we only need to prove that for n ~ 2 

( n) < (n) for 1 ::; r ::; n(m -1) . 
r-1 m r m 2 

(2.1) 

Below we prove (2.1) by mathematical induction. From the definition of (;)m' we 
have 

2:m - 1 (n -~) _ 2:m - 1 ( n -1 .) 
,=0 r - Z m ,=0 r - 1 - Z m 

(n -1) _ (n ~ 1) (2.2) 
r m r m m 

For n = 2, it follows from (2.2) and the definition of (~)m that for 1 ::; r ::; m -1, 

G)m -(r:1)m =G)m -C~m)m =1-0=1>0. 

Hence, (2.1) is true for n = 2. Assume that (2.1) is true for n = k - 1. Now we 
prove that (2.1) is true for n = k. By (2.2), 

( k) _( k) =(k-1) _(k-1) , 1::;r::;k(m-1). (2.3) 
r m r-1 m r m r-m m 2 

Next we consider three cases: 

(A) If 1::; r ::; m - 1, then (;':::-;.)m = O. Hence, by (2.3), (;)m > (r~l)m· 
(B) If m ::; r ::; (k-l)~m-l), then r - m < r ::; (k-l)~m-l). Hence, by induction 
assumption, we have 

(k - 1) > (k - 1) > ... > (k - 1) . 
r m r-1 m r-m m 

By (2.3), this implies that 

(C) If (k-l)~m-l) < r ::; k(~-l), then 

and 

Hence, 

(k - 2);m - 1) ::; (k _ l}(m _ 1) _ r < (k -l);m -1) 

k(m - 1) (k - 2)(m - 1) 
r-m< -m< . - 2 2 

(k -l)(m - 1) 
r - m < (k - l)(m - 1) - r < -'-------''-:'--....:.. 2 . 

By (2.3), Property (v) and the induction assumption, 
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From the discussion in (A), (B) and (C), we see that (2.1) is true for n = k. Hence, 
by induction, (2.1) is true. 0 

The following result follows from Lemma 2.1 immediately. 

Proposition 2.2. 

Cn(m: 1)/2J) m = maxo:5r:5n(m-l) (~) m 

where l x J is the greatest integer less than or equal to x. 

3. A General Construction 

Xing [33] gave a construction of binary constant weight codes. By modifying his 
method, Fu, Ling and Xing [11] presented a general construction for binary asym
metric error-correcting codes. Bose and Rao [6] gave a construction of binary codes 
capable of correcting t or fewer symmetric errors and detecting all unidirectional 
errors by using binary constant weight codes. By modifying and generalizing the 
methods in [6], [11] and [33], we present a general construction for nonbinary codes 
capable of correcting t or fewer symmetric errors and detecting all unidirectional 
errors with the magnitude error criterion. 

Let F q be a finite field of q elements, where q is a prime power. Let F; be 
the set of nonzero elements of F q. For a monic polynomial f (x) E F q [x], consider 
the residue class ring 

R = Fq[xJl(f(x)). 

For simplicity, in this paper, we can also make the following identification: 

R = {g(x) E Fq[x] : deg(g(x)) < deg(f(x))}. 

The addition and multiplication operations in R are the polynomial addition and 
multiplication modulo f(x). 

Let f(x) have the factorization 

k 
f(x) = Il=lP~i(x), 

where Pl(X),··· ,Pk(X) are distinct monic irreducible polynomials in Fq[x] and 
el, ... ,ek are positive integers. It is known that all invertible polynomials of the 
ring R form a multiplicative group, denoted by G. It is a finite abelian group and 
consists of all polynomials in R which are co-prime to f(x), that is 

G = {g(x) E Fq[x] : deg(g(x)) < deg(f(x)) and (g(x),f(x)) = 1}. (3.1) 

The multiplication operation 0 over G is the polynomial multiplication modulo 
f(x). This group contains exactly 

(3.2) 
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elements, where di is the degree of Pi(X). Below we use the group G to construct 
nonbinary codes capable of correcting t or fewer symmetric errors and detecting 
all unidirectional errors with the magnitude error criterion. 

For 0 :::; r :::; n(m - 1), denote 

Vn(r) = {y = (Yl,YZ,'" ,Yn) E V n : ~n Yi = r}. L...-t=l 

By Proposition 2.2 and Property (i) of (~)m' we have 

and 

(In(m: 1)/2J) m 

maxO$r$n(m-l) (~) m 

maxO$r$n(m-l) wn(r)l· 

Construction. Let m, nand t be three positive integers satisfying m 2: 2, n :::; q 
and 1 :::; t < n(m - 1). Let f(x) E Fq[x] be a monic polynomial of degree t such 
that there exist n distinct elements (Xl, (Xz, ... , (Xn E F q with f ((Xi) -=F 0 for all 
i = 1,2"" ,no 

Since f((Xi) -=F 0 for i = 1,2"" , n, then (x - (Xi) is co-prime to f(x) for 
i = 1,2"" , n. Hence 

(x - (Xi) E G, i = 1,2, ... , n. 

Consider the map 

n:vn(ln(m-1)/2J)--+G, (Cl,CZ,'" ,Cn) 1--+ rf=lO(X-(Xiri EG. 

For every g(x) E G, denote 
Cg = n-l(g(x)). 

For every 9 E G, if Cg -=F 0, then Cg is an m-ary code C of length n capable of 
correcting t or fewer symmetric errors and detecting all unidirectional errors with 
the magnitude error criterion. 

Proof of the construction. By Theorem 1.1, we want to show that 

N(u, v) 2: t + 1 and N(v, u) 2: t + 1 

for all u, v E Cg and u -=F V. 

Let u = (Ul,U2,'" ,un) and v = (Vl,VZ,'" ,vn). Since 

u, v E Cg ~ Vn(ln(m - 1)/2J), 

then 

~n Ui = ~n Vi = In(m - 1)/2J 
L...-,=l L...-,=l 

(3.3) 
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and 

n(u) = n(v) = g(x) E C. (3.4) 

It follows from (3.3) that 

N(u, v) = N(v, u). (3.5) 

By (3.4), the element n(u)/n(v) is the identity of C. This implies that in the 
group C 

Denote 

and 

n(u) 
n(v) 

TI~-l O(x - ai)U, = 1. 
TI~l O(x - ai)v; 

S = {i: Vi > Ui} 

T = {i: Ui > v;}. 

Then S n T = 0, and either S :f. 0 or T :f. 0 since u :f. v. Furthermore, 

N(u, v) = LiES(Vi - u;), 

It is easy to see from (3.6) that 

n(u) 
n(v) 

(3.6) 

(3.7) 

(3.8) 

in the group C. This is equivalent to the fact that f(x) divides the polynomial 

A(x) ~ IIjET(X - ajtJ - Vj - IIiES(X - airi- U, E Fq[x]. 

The roots of the polynomial TIjET(x - aj)Uj-V j are aj,j E T, and the roots of 
the polynomial TIiES(X - ai)V, -Ui are ai, i E S. Since 

{ai : i E S} n{ ai : i E T} = 0 

and either S :f. 0 or T :f. 0, we have 

II jET (x - aj )Uj -VJ :f. IIiES (x - ai)V, -u'. 

Hence, A(x) :f. O. By (3.7), (3.8) and the fact that N(u, v) = N(v, u), we know 
that the degree of A(x) is at most N(u, v) - 1. Since A(x) :f. 0, we have 

N(u, v) - 1 2: deg(A(x)) 2: deg(f(x)) = t. 

Hence, 

N(u, v) = N(v, u) 2: t + 1. 

This completes the proof. o 
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From the construction, we know that Cg , 9 E G form a partition of 
Vn(ln(m - 1)/2J). Since 1 G 1= <J>(f(x)), we can find one element 7r(x) E G 
such that 

1 C I> (Ln(m~1)/2J)m 
7r - <J> (f(x)) . (3.9) 

Hence, we obtain the following result. 

Theorem 3.1. Let F q be a finite field of q elements, where q is a prime power. Let 
m, nand t be three positive integers satisfying m ~ 2, n ~ q and 1 ~ t < n(m-1). 
Let f(x) E Fq[x] be a monic polynomial of degree t such that there exist n distinct 
elements al,a2,··· ,an E Fq with f(ai) i- 0 for all i = 1,2,··· ,n. Then there 
exists an m-ary code C of length n and size 

(3.10) 

which can correct t or fewer symmetric errors and detect all unidirectional errors 
with the magnitude error criterion. 

From the construction, it is easy to see that 

Corollary 3.2. With notations as in the construction, we have 

r m(n, t) ~ maxgEG 1 Cg 1 . (3.11) 

Bound (3.11) is in general stronger than Bound (3.10), but it is less explicit 
and requires more computation to determine. 

Remark 3.3. In the proof of the construction, if we define the map n : Vn(r) ---* G 
in the same way, we obtain a code with at least (~)m/<J> (f(x)) codewords. By 
Proposition 2.2, we take r = In(m - 1)/2J in order to make the code size big. 

4. New Lower Bounds for r m(n, t) 
In this section, we show that some new lower bounds for r m(n, t) can be obtained 
from Theorem 3.1. Note that the lower bounds for r m(n, t) obtained by Theorem 
3.1 depend on the selection of f(x). It seems that the following selections of f(x) 
are optimal for the corresponding cases. 

Theorem 4.1. 

(i) lfn is a prime power, n ~ m and 2 ~ t < n(m - 1), then 

r (n t) > (Ln(m~1)/2J)m 
m , - (n2 _ 1)r(n3 _ 1)8 (4.1) 

where rand s are the two unique non-negative integers satisfying t = 2r + 38 
and 8 E {O, I}. 
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(ii) If n is not a prime power and n 2: m, denote k as the least positive integer 
such that q = n + k is a prime power. If 2 ::; t ::; k, then 

r (n.t) > (Ln(m:I)/2J)m. (4.2) 
m . - (q _ l)t 

If k < t < n( m - 1), then 

r n t > (Ln(m:I)/2J)m 
m( , ) - (q _ l)kqS'(q2 _ lY" (4.3) 

where r' and s' are the two unique non-negative integers satisfying t - k = 
2r' + s' and s' E {O, I}. 

Proof (i) Let q = n in Theorem 3.1 since n is a prime power. Let 

Fq = {al,a2,'" ,aq}. 

Note that the number of monic quadratic irreducible polynomials over F q is q( q -
1)/2. Since n 2: m, we have 

t n(m - 1) n(n - 1) q(q - 1) 
r<-< < = . -2 2 - 2 2 

Hence, we can choose r distinct monic quadratic irreducible polynomials 

PI (x), P2(X), ... ,Pr(x) 

in Fq[x] and a monic cubic irreducible polynomial p(x) in Fq[x]. Let 

f(x) = pS(x) II=IPi(x). 

Then deg(J(x)) = t and 

<P (J(x)) = (l- If(q3 - lr = (n2 - Inn3 - 1)". 

It is easy to see that f(ai) -I 0 for all i = 1,2"" ,n. Hence, (4.1) follows from 
Theorem 3.1. 

(ii) In Theorem 3.1, let 

Fq = {,81,,82,'" ,,8k,al,a2,'" ,an}. 

If 2 ::; t ::; k, let 

Then 
<P (J(x)) = (q - l)t. 

If k < t < n(m - 1), by the fact that t - k = 2r' + s', we have 

, t n(m - 1) n(n - 1) q(q - 1) 
r <-< < < . -2 2 - 2 - 2 

Hence, we can choose r' distinct monic quadratic irreducible polynomials 

PI(X),P2(X),'" ,Pr'(x) 
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in F q[x]. Let 
, 

1+ ' rrr f(x) = (x - (31) S (x - (32)'" (x - 13k) i=lPi (X). 

Then deg(f(x)) = t and 

cp (f(x)) = (q - l)kqs' (q2 - It'. 

It is easy to see that f(O'.i) =1= 0 for all i = 1,2,··· , n. Hence, (4.2) and (4.3) follow 
from Theorem 3.1. D 

Letting k = 1,2 in Theorem 4.1(ii), we obtain 

Corollary 4.2. 

(i) If n + 1 is a prime power and n ~ m, then for 2 ~ t < n(m - 1) 

r (n t) > (Ln(m:1)/2j) m 
m , - n(n + l)s[(n + 1)2 - l]r 

(4.4) 

where rand s are the two unique non-negative integers satisfying t-l = 2r+s 
and s E {O, I}. 

(ii) If n + 2 is a prime power and n ~ m, then for 3 ~ t < n(m - 1) 

r (n t) > (Ln(m:1)/2j) m 
m , - (n + 1)2(n + 2)s[(n + 2)2 - l]r 

(4.5) 

where rand s are the two unique non-negative integers satisfying t-2 = 2r+s 
and s E {O, I}. 

The lower bound (4.1) in Theorem 4.1 can be rewritten as the following form. 
If n is a prime power, n ~ m and 2 ~ t < n(m - 1), then 

r ( t) > (Ln(m:1)/2j) m t 
m n, _ , , even, 

(n2 -1)2 
(4.6) 

r ( t) > (Ln(m:1)/2j) m t dd 
m n, _ ('-3) , 0 . 

(n2 -1)-2-(n3 -1) 
(4.7) 

The lower bound (4.4) in Corollary 4.2 can be rewritten as the following form. If 
n + 1 is a prime power and n ~ m, then for 2 ~ t < n( m - 1) 

r (n t) > (Ln(m:1)/2j) m 
m , - ('-2)' 

n(n + 1)[(n + 1)2 - 1] 2 

t even, (4.8) 

r m(n, t) ~ (Ln(m:1)/2j)7.'_1)' todd. 
n[(n + 1)2 -1]-2-

(4.9) 
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The lower bound (4.5) in Corollary 4.2 can be rewritten as the following form. If 
n + 2 is a prime power and n 2: m, then for 3 :S t < n(m - 1) 

fm(n,t) 2: (Ln(m:'1)/2J)m ('-2)' teven, (4.10) 
(n + l)2[(n + 2)2 - 1]-2-

f m(n, t) 2: (Ln(m:'1)/2J)m (' 3)' todd. (4.11) 
(n + l)2(n + 2)[(n + 2)2 - 1]-2-
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On the Propagation Criterion 
of Boolean Functions 

Aline Gouget 

Abstract. The propagation criterion is one of the main cryptographic criteria 
on Boolean functions used in block ciphers. Quadratic Boolean functions sat
isfying the propagation criterion of high degree were given by Preneel et al., 
but their algebraic degree is too small for a cryptograhic use. Then designing 
Boolean functions of high algebraic degree and high degree of propagation 
has been the goal of several papers. In this paper, we investigate the work 
of Kurosawa and Satoh in order to optimize the algebraic degree and the de
gree of propagation, and the work of Honda, Satoh, Iwata, and Kurosawa, by 
giving in particular a construction of Boolean functions satisfying PC(3) and 
having a very large algebraic degree. We also show that among symmetric 
functions, only the quadratic ones satisfy the propagation criterion of degree 
greater than 1. A particular case of this result is that symmetric bent func
tions must be quadratic - a result that needed a whole paper to be proved 
before. 

Keywords. Boolean functions, Block-Cipher, Propagation criterion, Symmet
ric functions. 

1. Introduction 

The security of block ciphers, (e.g., DES, AES) is often discussed by viewing their 
encrypting functions (more precisely, their S-boxes) as a set of Boolean functions. 
Part of the security of the system relies on the choice of these Boolean functions 
which must fulfil several cryptographic criteria. Such a Boolean function f must 
be balanced, i.e., take the value 1 and the value 0 with the same probability 1/2. 
The function f must also have high algebraic degree (the degree of its polynomial 
representation on n binary variables, called the algebraic normal form), and must 
satisfy the propagation criterion. 

In this paper, we focus on the construction of Boolean functions which sat
isfy the propagation criterion of degree l, have a high algebraic degree, and, in 
some cases, are balanced. In Section 2, we introduce the definitions and notation 
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that are needed in the paper. We briefly recall the most important results on the 
propagation criterion. 

In Section 3, we recall Kurosawa-Satoh's construction [12] which is the first 
construction of nonquadratic Boolean functions satisfying PC(l) of order k (for 
some values land k). This construction is a particular case of the famous Maiorana
MacFarland's construction of those functions which can be written in the form 
f(x, y) = X· ¢(y) EB g(y), where ¢ is a mapping from lF~ into lF2 and 9 is any 
s-variable Boolean function, where sand t are two positive integers. Kurosawa 
and Satoh set the function ¢ to be linear. By using the properties of linear error
correcting codes, they obtained some n-variable Boolean functions satisfying the 
propagation criterion with high degree of propagation (I ~ n/4) and small order 
(k is a constant near 3) or vice versa. The functions they obtained have alge
braic degree at most n/2. We show that a slight modification of Kurosawa-Satoh's 
construction leads to a construction of Boolean functions which have a degree 
of propagation at least as good as, and have a higher algebraic degree than the 
previous constructions; the order of propagation is no longer ensured. Carlet [4] 
generalized Kurosawa-Satoh's construction by using a not necessarily linear map
ping ¢; he constructed Boolean functions satisfying PC(I) of order k by using 
nonlinear codes. We give a table of values for the different parameters (number of 
variables, algebraic degree, order and degree of propagation) which can be achieved 
by using the linear and nonlinear codes proposed by Kurosawa, Satoh, and Carlet. 
We propose to use another linear code, the parity check code, which allows us to 
obtain a higher degree of propagation (l ~ n/2) than the codes previously pro
posed. Furthermore, we give the values obtained by using several nonlinear codes 
(see [2, 15]) constructed by means of the Hensel lifting to 1;4 of quadratic residue 
codes and the application of the Gray map. We also give a new construction which 
provides balanced Boolean functions having an odd number of variables and al
most the same values of parameters than these obtained with the parity check 
code. Next, Honda, Satoh, Iwata, and Kurosawa [11] obtained a construction of 
Boolean functions satisfying the propagation criterion of degree 2 and having high 
algebraic degree (d ~ n - log2 n where n is the number of variables) by using the 
generator matrix of the simplex code. We generalize this construction by using 
a not necessarily linear mapping ¢. Furthermore, we adapt this construction to 
obtain Boolean functions satisfying PC(3) and having the same algebraic degree. 
Finally, we propose a general construction for Boolean functions satisfying Odd
PC, a criterion introduced by Bernasconi [1]. 
In Section 4, we focus on the propagation criterion of symmetric functions, i. e., the 
functions which are invariant under any permutation of input coordinates. We show 
that the construction of PC(I) symmetric functions is equivalent to the construc
tion of balanced functions. We recall a trivial construction of balanced symmetric 
functions for every odd number of variables n. By exhaustive search, we check that, 
for almost every odd integer n lower than 26, this trivial construction generates all 
symmetric balanced functions. Von zur Gathen and Roche [10] proposed several 
constructions of Boolean functions having numerical degree (defined in Section 2) 
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equal to n - 1. We use these constructions to provide PC(I) Boolean functions. 
Savicky [19] proved that the only symmetric bent functions are the quadratic sym
metric functions. His proof needed a whole paper. We prove more generally, and 
in a few lines, that the symmetric functions satisfying PC(l) where I 2: 2, are the 
four quadratic functions E91~i<j~n XiXj EBao, and E91~i<j~n XiXj E91~i~n Xi EBao, 
where ao is in 1F'2. 

2. Preliminaries 

Let n be any positive integer. We denote by E9 the usual addition in 1F'2 and in 1F'2'. 
The Hamming weight WH(U) of a word U in 1F'2' is the number of its components 
equal to 1. We denote bY:5 the partial order on the words oflF'2', i.e., (UI,"" un) :5 
(VI"'" vn ) if and only if (Ui = 1) ::::} (Vi = 1) for every i = 1, ... , n. The Hamming 
weight wH(f) of an n-variable Boolean function f is the size of its support, i.e., 
the size of the set {x E 1F'2'1 f (x) = I}. 

2.1. Representation of Boolean Functions 
Any Boolean function f in n variables, f : 1F'2' I----> 1F'2' admits a unique algebraic 
normal form (ANF), f(XI,'" ,xn ) = E9UEF; aU(I1~=1 X~i) = E9uElF2' auxu. The 
function g : U I----> au is called the binary Mobius transform of f. For any word u, 
the coefficient au belongs to 1F'2' and can be computed thanks to the formula au = 
E9vElFn v-<u f(v). The algebraic degree of a Boolean function f is the degree of its 

2' -

algebraic normal form. Every Boolean function f can also be uniquely represented 
by its Numerical Normal Form (NNF) [6], i.e., its polynomial representation over 
Z, f(XI, ... ,xn ) = LUEF; Au (I1~1 X~i) = LUElF2' AuXu. For any Boolean function 
f and for every word U in 1F'2', the coefficient Au can be computed thanks to 
the formula Au = (_I)W H(u) LVEIF2'lv~u(-I)WH(v) f(v). The numerical degree of a 
Boolean function f is the degree of its NNF representation. 

2.2. Criteria on Boolean Functions 
An n-variable Boolean function f is balanced if its Hamming weight equals 2n-l. 

The function x I----> f(x) EB f(x EB u), denoted by Duf, is called the derivative of 
f over u. The Strict Avalanche Criterion (SAC) was introduced by Webster and 
Tavares [21] in 1985; it has been later generalized by Fom~ [9J who defined an 
order over it and by Preneel, Van Leekwijck and Van Linden [16J who defined the 
propagation criterion of degree I and order k. 

Definition 1. Let f be an n-variable Boolean function and I a positive integer. The 
function f satisfies the Propagation Criterion of degree I, denoted PC(l), if for all 
words U E 1F'2' such that 0 < WH(U) ::; I, the function Duf is balanced. 

Definition 2. Let I and k be two positive integers and f an n-variable Boolean 
function. The function f satisfies the propagation criterion of degree I and order 
k (PC(I) of order k) if any function obtained from f by keeping constant k of its 
input coordinates satisfies PC(l). 
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The notion of order on the propagation criterion is related to the correlation
immunity, another cryptographic criterion, introduced by Siegenthaler [20]. An n
variable Boolean function f whose output distribution probability does not change 
when at most k input coordinates are kept constant is called correlation-immune 
of order k. Furthermore, if the function f is balanced, then it is called k-resilient. 
The nonlinearity of f is its minimum distance to the set of all affine functions 
(the functions having algebraic degree at most equal to 1). A Boolean function f 
is called bent if its nonlinearity equals 2n - 1 - 2¥ -1, i.e., the maximum possible 
value (n must be even). 

2.3. Properties and Constructions of Boolean Functions 

We are interested in the construction of Boolean functions having high algebraic 
degrees and satisfying the propagation criterion; these two criteria are partially 
opponent. Siegenthaler [20] showed that the algebraic degree of any function f 
satisfying correlation immunity of order k (0 ::; k < n) is upper bounded by n - k. 
Furthermore, if f is balanced and 0 ::; k < n - 1, then d is at most n - k - 1 and 
d = 1 if k = n - 1. The following upper bound on the algebraic degree of Boolean 
functions satisfying PC(l) of order k is a direct consequence of this bound. 

Proposition 1. [16] Let f be an n-variable Boolean function. If f satisfies PC(l) 
of order k, where 0 ::; k ::; n - 2, then f has algebraic degree at most n - k - 1. 

Rothaus [18] proved that a Boolean function f satisfies PC(n) if and only if it 
is a bent function; consequently, bent functions are also called perfectly nonlinear 
[13]. Rothaus also proved that the algebraic degree of any bent function is upper 
bounded by n/2. Zheng and Zhang established an explicit lower bound on the 
nonlinearity Nf of a function f satisfying PC(l) which shows that, the higher the 
degree of propagation, the higher the minimum nonlinearity. 

Proposition 2. [22] If f is an n-variable Boolean function satisfying PC(l), then 
the nonlinearity N f of f satisfies N f ~ 2n - 1 - 2n - 1-!1. 

We say that a Boolean function f linearly depends on Xi if the function f 
actually depends on the variable Xi and Xi occurs in the ANF of f only in the 
monomial of degree 1. If a Boolean function f linearly depends on at least one 
variable, then f is trivially balanced. This property is often used in order to prove 
the propagation criterion of Boolean functions. 

One of the most important classes of Boolean functions is obtained by Maio
rana-MacFarland's construction. This construction was introduced in the 70's by 
Dillon [8] in order to design perfectly nonlinear functions and it was later extended 
[3] to design resilient functions. Maiorana-MacFarland's functions are defined by 
f(x, y) = X· ¢(y) ffi g(y), where X E lFz, y E lF~-s, 9 is any (n - s)-variable Boolean 
function and ¢ is any mapping from lF~-s into lFz. 
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3. Design of Boolean Functions Satisfying PC(l) 

3.1. Maiorana-MacFarland's Construction 
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Kurosawa and Satoh studied in [12) a class of functions within the general class of 
the so-called Maiorana-MacFarland's functions, f(x, y) = x·¢(x, y)tBg(y), where ¢ 
is a mapping from lF~ into lF~ and 9 is any s-variable Boolean function, where s and 
t are two positive integers. They set the function ¢ to be linear and gave a sufficient 
condition for such Maiorana-MacFarland's Boolean functions to satisfy PC(l) of 
order k. This construction allowed them to construct Boolean functions having 
high degree of propagation and low order of propagation, or vice versa, according 
to their choices of the linear code used for the construction. Indeed, order and 
degree of propagation depend on the minimal distance and the dual distance of 
the linear code. Furthermore, this construction is the first one to provide functions 
having algebraic degree greater than 2. Carlet [4) generalized Kurosawa-Satoh's 
construction for not necessarily linear mappings ¢ and defined sufficient conditions 
on it to construct Boolean functions satisfying PC(l) of order k. 

Proposition 3. [4) Let f be a Maiorana-MacFarland function f(x, y) = x . ¢(y) tB 
g(y) where x E lF~, y E lF~ and let 9 be any t-variable function. If the mapping ¢ 
from lF~ into IF~ satisfies the following conditions: 

1. the sum of at least one and at most l coordinates of ¢ is k-resilient, 
2. if b E lF~ is such that 0 < wH(b) s l, then for every y E lF~, at least k + 1 

coordinates of the words ¢(y tB b) and ¢(y) differ, 

then f satisfies the propagation criterion of degree l and order k. 

We recall that Kurosawa and Satoh set the function ¢ to be linear. In order 
to construct a linear mapping ¢, they proposed to use generator matrices of linear 
codes. A binary linear [n, k, d) code C is a k-dimensional vector subspace of IF2'. 
Its minimal distance d equals the smallest positive Hamming weight of the words 
of C. The dual code C.l is a linear code [n, n - k, d.l) defined by C.l = {u E lF2' I 
u·v = 0, 'Vv E C}. The dual distance of C is the minimal distance of C.l. Usually, 
a linear code C is represented by a k x n generator matrix G, whose rows form 
a basis of the vector space. Then, for all x E lF~, xG (usual matrix product) is a 
codeword. Furthermore, G is a parity check matrix of the code C.l; that means, y 
is a codeword of C.l if and only if GyT = O. Furthermore, if H is an (n - k) x n 
generator matrix of C.l, then for all y E lF~-k, yH is a codeword of C.l and x is 
a codeword of C if and only if H xT = O. 

Proposition 4. [12) Let G1 (resp. G2) be the generator matrix of a linear [nl' kl' dl ) 
(resp. [n2' k2' d2)) code C1 (resp. C2) of dual distance dt (resp. #). Then the 
function f(x, y) = x·¢(y)tBg(y), where x E lF2', y E lF2', 9 is any n-variable Boolean 
function and ¢ is a mapping from lF2' into lF2' such that ¢(y) = G'[; G I yT, satisfies 
the propagation criterion of degree min(dt, #) - 1 and order min(d l , d2) - 1. 

Kurosawa-Satoh's construction can be used to construct (2n)-variable 
Boolean functions of algebraic degrees at most n and satisfying PC(d.l - 1) of 
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order d-l. The maximum algebraic degree can be achieved by choosing a function 
9 having maximum algebraic degree. Kurosawa and Satoh [12] gave a necessary 
condition on the function f defined in Proposition 4 to be balanced. Indeed, f is 
balanced if: 

#{Y I g(y) = 0, GfGIy = o} = #{y I g(y) = I,GfGIy = o}. 

In order to maximize the algebraic degree and the degree of propagation (with 
respect to the number of variables), we adapt Kurosawa-Satoh's construction. 

Proposition 5. Let G be the generator matrix of a linear [n, kJ code C of dual 
distance dJ.. and ¢ the mapping from 1F~ into 1F~ defined by ¢ : Y I---> GyT. Then, 
the function f(x, y) = x . ¢(y) EB g(y), where x E 1F~ and y E 1F~, has algebraic 
degree at most n and satisfies the propagation criterion of degree dJ.. - 1. 

Proof. We have to check Conditions 1 and 2 of Proposition 3 (with k = 0 and 
l = dJ.. -1). In the present case, Condition 1 is equivalent to saying that for every 
a in F:f such that 0 < wH(a) :::; dJ.. -1, we must have wH(aG) 2: 1. The rows of G 
form a basis of C, then Condition 1 is fulfilled. Condition 2 is equivalent to saying 
that for every b in 1F2 such that 0 < wH(b) :::; dJ.. -1, we must have wH(GbT ) > o. 
This condition is clearly fulfilled because b is not a codeword of CJ.. and G is a 
parity check matrix of CJ... D 

Kurosawa and Satoh used several linear codes: the Hamming Code 1t = 
[2m -1, 2m -m-l,3J and its dual code the Simplex code 1tJ.. = [2m -1, m, 2m - I j, 
the first order Reed-Muller Code R(I,m) = [2m,m + 1,2m - I ] and its dual the 
extended Hamming code RJ..(I, m) = [2m, 2m - m - 1, 4J. We propose to consider 
another linear code which is the parity check code [m, m - 1,2] whose dual code 
has parameters [m, 1, mJ. We give in Figure 1 the values ofthe different parameters 
(number of variables, degree of propagation and algebraic degree) for the construc
tions of Proposition 4 (by taking G I = G2 ) and Proposition 5, according to the 
choice of the linear code (the degree of propagation and the algebraic degree do 
not change between the two constructions, only the number of variables). Figure 1 

Linear Codes 
Nb. of Variables Nb. of Variables Algebraic Degree of 
(Proposition 4) (Proposition 5) Degree Propagation 

'ltm 2m -t- 1 - 2 2m +1 - m-2 2m -1 2m ·1 _ 1 
'It.L m 2m +1 - 2 2m +m-l 2m -1 2 

R(I,m) 2m +1 2m +m+ 1 2m 3 
R(I,m).L 2m +1 2m +1 -m-l 2m 2m - 1 -1 

Parity check 2m 2m-l m m-l 

FIGURE 1. Applications of Proposition 4 and 5 for linear codes 

shows that the functions obtained by Proposition 5 have very high algebraic de
grees. Furthermore, the use of the parity check code leads to the construction of 
(2m - I)-variable Boolean functions (for m 2: 2) having algebraic degree m and 
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satisfying PC(m - 1); the degree 1 of propagation is near n/2 instead of at most 
n/4 for the linear codes previously used. 

Carlet [4] generalized Kurosawa-Satoh's construction by using two systematic 
nonlinear codes C1 and C2 (the notion of dual distance being still valid for non
linear codes), and proposed to use the (2m, 22"'-2m, 6) Preparata code Pm whose 
dual distance is 2m - 1 - 2-'¥--1 and the (2m, 22m, 2m - 1 - 2-,¥--1) Kerdock code Km 
whose dual distance is 6 (m even 2: 4; we give here the length, the cardinality and 
the minimum distance). We complete the table (see Figure 2) by considering four 

Nonlinear Codes Nb. of Variables 
Degree of Order of 

Propagation Propagation 

C1 =JCm , C2 =Pm 2m +1 2m - 1 _ 2T 1 -1 5 
C1 =Pm , C2 =JCm 2m +1 5 2m - 1 _ 2-'¥--1 -1 

(36,218 ,8) [2] 72 7 7 
(48,224 , 12) [2] 96 11 11 
(64,232 ,14)[15] 128 13 13 
(96, 248 , 18) [15] 192 17 17 

FIGURE 2. Values of parameters for Carlet's construction 

nonlinear codes obtained by Bonnecaze et al. [2] and Pless and Qian [15] from 
Hensel lifting to Z4 of quadratic residue codes and applying the Gray map. The 
best value for the degree of propagation obtained using those codes is near n/4. 

3.2. A New Construction of Balanced Boolean Functions Satisfying PC(l) 

We now propose another construction which allows us to obtain almost the same 
values of parameters (algebraic degree and the degree of propagation) than these 
obtained with the parity check code, for an odd number of variables. Furthermore, 
we give a necessary and sufficient condition on the function to be balanced. 

Proposition 6. Let n be any positive integer and f a (2n + I)-variable Boolean 
function such that f(x, y, z) = z(g(x) EB Yl EB· .. EB Yn) EB X· y, where x E lF~, Y E lF~, 
z E IF 2 and 9 is any n-variable Boolean function. Then f has algebraic degree at 
most n and satisfies PC(n). Furthermore, the function f is balanced if and only 
if g(1) = 1. 

Proof. For all (a, b, c) such that 0 < wH(a) + wH(b) + WH(C) :s n and a E lF~, 
b E lF~, c E lF2' we have Da,b,cf(x, y, z) = z(g(x) EB g(x EB a)) EB c(g(x EB a) EB Yl EB 
... EBYn EBb l EB··· EB bn) EB z(b l EB··· EB bn) EB a· yEBb· x EBa· b. If 0 < wH(a) < n, 
then a . y EB C(YI EB ..• EB Yn) is not equal to the null function and Da,b,c! linearly 
depends on at least one variable Yi. If wH(a) = n then wH(b) = WH(C) = 0 
and the derivated function is balanced. If wH(a) = 0 and WH(C) t= 0, then the 
derivated function linearly depends on Yl, Y2, . .. ,Yn and it is balanced. At last, 
Do,b,of(x, y, z) = z(b1 EB ... EB bn ) EB b· x is balanced. 
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The function f can be decomposed as follows: f(x, y, z) = (lE9z)iI (x, y)E9zh(x, y), 
where iI(x,y) = X· Y and h(x,y) = g(x) E9 (xE9 1). y. Then, we have wH(f) = 
wH(iI) + wH(h). The Hamming weight of iI is equal to 22n- 1 - 2n- 1 (see [14]). 
Thus, the function f is balanced if and only if the Hamming weight of h equals 
22n-l+2n-l. We have wH(h) = 2nWH(g)+(22n-l_2n-l)-2#{(x,y) E lF2'xlF2' I 
g(x) = 1, (x E9 f) . y = I}. For every x E lF2' such that g(x) = 1 and x -I f, we 
have #{y E lF2' I (x E9 f) . y = I} = #{y E lF2' I (x E9 f) . y = O} = 2n-l. So, 
wH(h) = 2nWH(g) + (22n- 1 - 2n- 1 ) - 2n#{x E lF2' I g(x) = 1, x -I f}. Thus, 
wH(h) equals 22n- 1 + 2n- 1 if and only if g(x) = 1 where x = 1. 0 

Since there is no strong condition on the function g (only for x = f, g(x) = 1), 
this construction provides balanced Boolean functions in (2n + 1) variables, having 
algebraic degree equal to n and satisfying PC(n). 

3.3. Honda et at's Construction and Improvements 

Honda et al. [11] studied a class of functions also related to linear codes but which 
are not Maiorana-MacFarland's functions. They set the linear code to be the binary 
Simplex code and then got a construction of n-variable Boolean functions satisfying 
PC(2) and having algebraic degree near n - log2 n. 

Proposition 7. [11] Let m be a positive integer and G the generator matrix of the 
[2m -1,m,2m - 1] simplex code. We assume that the ith column ofG is the binary 
representation of the integer i. Let f be a (2m + m - I)-variable Boolean function 
such that f(x, y, z) = iI (x) E9 h(y) E9 h(z) E9 XG[Yl, ... ,Y2m-2, z]T, where x E lF~, 
y E lFim

- 2, z E lF2' and iI, hand h are any Boolean functions. Then f has 
algebraic degree at most 2m - 2 and satisfies PC(2). 

This proposition shows the existence of n-variable Boolean functions having 
algebraic degrees near n -log2 n and satisfying PC(2). We can generalize this con
struction by replacing the mapping (y, z) f-+ G[Yl, ... , Y2m-2, z]T by the mapping 
(y, z) f-+ ¢(y, z); note that this mapping is not necessarily linear. 

Proposition 8. Let f be an (s + t)-variable Boolean function defined as follows: 

f(x, y, z) = iI (x) E9 h(y) E9 h(z) E9 x . ¢(y, z), 

where x E lF2' y E lF~-l, z E lF2' iI, hand h are Boolean functions and ¢ is a 
mapping from lF~ into lF2. If the mapping ¢ satisfies the following conditions, then 
f satisfies PC(2). 

1. Every component of ¢ linearly depends on z, i.e., ¢i(y, z) = hi(y) E9 z where 
hi is a (t - 1) -variable Boolean function, 

2. ¢i(y, z) and ¢i(y, z) E9 ¢j(y, z) are balanced for i -I j where i and j are in 
{1, ... ,s}, 

3. ¢(y, z) -I ¢(yE9b, zE9c) for every b in lF~-l such that 0 < wH(b) +WH(C) :S 2. 

Proof The function f satisfies PC(2) if the function x, y, z f-+ DaiI (X)E9Dbh(y)E9 
Dch(z) E9 X· (¢(y, z) E9 ¢(y E9 b, z E9 c)) E9 a· ¢(y E9 b, z E9 c) is balanced for all (a, b, c) 
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such that 0 < WH(a) + wH(b) + WH(C) :::; 2. If wH(a) = 0, then the function is 
balanced thanks to Condition 3. Otherwise, if wH(b) = 0, then Da,b,c!(X, y, z) = 
Dah (x) tBDc!3(Z) tBx· (¢(y, z) tB¢(y, ztBc)) tBa· ¢(y, ztBc). Thanks to Condition 1, 
¢(y, z) tB ¢(y, z tB c) is constant, and the function is balanced thanks to Condition 
2 (and Dc!3(Z) is constant). Finally, if wH(a) = wH(b) = 1, then WH(C) = 0 and 
Da,b,c!(X, y, z) = Dah(x) tB Dbh(y) tB x . (¢(y, z) tB ¢(y tB b, z)) tB a· ¢(y tB b, z). 
Since X· (¢(y, z) tB ¢(y tB b, z)) does not depend on z and a· ¢(y tB b, z) linearly 
depends on z (thanks to Condition 1), the function is balanced. D 

The functions constructed by the previous proposition are not necessar
ily PC(3). We propose an adapted construction for Boolean functions satisfying 
PC(3). 

Proposition 9. Let f be a Boolean function defined as follows: 

f(x, y, z) = h (x) tB h(Y) tB x . ¢(y) tB Zl (Xl tB ... tB Xs) tB Z2(YI tB ... tB Yt), 

where x E lF~, y E lF~, z E IF§, h, h are Boolean functions and ¢ is a mapping 
from lF~ into lF~. If the mapping ¢ satisfies the following conditions, the function 
f satisfies PC(3): 

1. for every i and j such that 1 :::; i < j :::; s, the functions y f-+ ¢i (y) tB ¢j (y) 
and y f-+ ¢i (y) tB ¢j (y) tB YI tB ... tB Yt are balanced. 

2. If b E lF~ is such that wH(b) = 2, then for every y E lF~, at least one and at 
most t - 1 coordinates of the words ¢(y tB b) and ¢(y) differ. 

Proof. If wH(a) or wH(b) is odd then Da,b,c! linearly depends on Zl and/or Z2 
and it is balanced. In the following, assume that wH(a) and wH(b) are even. If 
wH(a) = wH(b) = 0, then Do,o,c!(x, y, z) = CI (Xl tB· . ·tBxs) tBC2(YI tB· .. tBYt) is an 
affine nonconstant function since WH(C) is positive. If wH(a) = 2 then wH(b) = 0 
and Da,o,c!(x,y,z) = Dah(x) tB a· ¢(y) tB CI(XI tB··· tB xs) tB C2(YJ tB··· tB Yt), 
and the function is balanced thanks to Condition 1. Indeed, either C2 = 0 and 
then we know that ¢i (y) tB ¢j (y) is balanced for i =I- j, or C2 = 1 and we know 
that ¢i(Y) tB ¢j(Y) tB YI tB ... tB Yt is balanced. If wH(b) = 2 then wH(a) = 0 and 
DO,b,c!(X, y, z) = Dbh(Y) tBx· (¢(y) tB¢(YtB b)) tBcI (Xl tB· .. tBxs) tBC2(YI tB· .. tBYt), 
and either CI = 0 or CI = 1. Condition 2 ensures that W H (¢(y) tB ¢(y tB b)) tJ. {O, t}, 
and so the function linearly depends on at least one variable Xi. D 

3.4. Odd-Propagation Criterion 
Zheng and Zhang [22] proposed several constructions of Boolean functions satis
fying the propagation criterion on almost all vectors of lF2', i.e., f(x) tB f(x tB u) is 
balanced for all word u in lF2'\A where A is a subset of lF2'. Next, Bernasconi intro
duced the notion of odd-PC, that is, the property for a Boolean function to satisfy 
the propagation criterion for every word u of odd Hamming weight. The main 
motivation for introducing the class odd-PC is that bent functions both achieve 
the highest nonlinearity 2n - 1 - 2'g'-1 and satisfy the propagation criterion with 
respect to all nonzero vectors (these two conditions are equivalent to each other). 
But bent functions are not balanced and have algebraic degree at most n/2. So 
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they can not be used for cryptographic applications. The class of odd-PC functions 
includes bent functions and balanced functions with high algebraic degree. 

Definition 3. A Boolean function f belongs to the class odd-PC if and only if it 
satisfies the propagation criterion with respect to any word u E 1F~ of odd Hamming 
weight, i.e., for every word u such that WH(U) == 1 mod 2, the function x ....... 
f(x) EB f(x EB u) is balanced. 

Zheng and Zhang constructed n-variable Boolean functions satisfying PC 
for every word u in 1F~ except for u in {(O ... 0), (10 ... O)}: the functions f = 
Xl EB g(X2, . .. , xn ) where g is a bent function. Using this construction, Bernasconi 
proposed a way to obtain odd-PC functions having the best algebraic degree avail
able, i.e., n - 1. Indeed, since an odd-PC function is PC(I), the bound on the 
algebraic degree of PC(I) functions is also valid for odd-PC functions. 

Proposition 10. [1) For any n ?: 3, there exists an explicit balanced and odd-PC 
Boolean function whose algebraic degree d is equal to n - 1. 

In order to prove this proposition, Bernasconi constructed one such function 
by induction from a 3-variable function (see [1) for more details). We give a general 
direct construction of odd-PC functions having algebraic degree at most n - 2. 

Proposition 11. Let X E 1F~-2 and Z E 1F~. If f is an n-variable function such that 
f(x, z) = g(x) EB ZI(XI EB··· EB X n -2 EB Z2), where 9 is any (n - 2)-variable Boolean 
function, then f satisfies odd-PC. Furthermore, f is balanced if and only if g is 
balanced. 

Proof We have to show that the function Da,e! is balanced for all (a, c) such that 
a E 1F~-2, c E 1F~ and wH(a) + WH(C) == 1 mod 2. If Cl = 0, then wH(a) + C2 is 
odd and the function Da,e! linearly depends on Zl and is balanced. If Cl = 1 then 
the derivated function linearly depends on Z2. 

For every x in 1F~-2 such that g(x) = 1, we have #{z E 1F~ I Zl(XI EB··· EB X n -2 EB 
Z2) = O} = 3, and for every x in 1F~-2 such that g(x) = 0, we have #{z E 1F~ I 
ZI(XI EB ... EB X n -2 EB Z2) = O} = 1. So wH(f) = 3WH(g) + (2n - 2 - WH(g)) 
2n - 2 + 2WH(g) and f is balanced if and only if 9 is balanced. D 

4. Propagation Criterion for Symmetric Boolean Functions 

To make the computation of the ciphertext from the plaintext more efficient, Dae
men et al. [7) proposed to use symmetric functions. This obviously presents the risk 
of allowing attacks using the specificities of these functions. For instance, Savicky 
proved in [19) that all symmetric bent functions are quadratic, i.e., have algebraic 
degree 2 (so they are not proper for cryptographic use). He needed a whole paper 
to give such proof. We prove in a shorter way that, more generally, nonquadratic 
symmetric functions cannot satisfy PC(2). Furthermore, we give constructions of 
nonquadratic symmetric Boolean functions satisfying PC(l). 
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Definition 4. An n-variable Boolean function f is called a symmetric function if it 
is invariant under permutation of the variables, i.e., "hr E Sn, f(Xrr(I),"" Xrr(n)) = 
f(XI, ... ,Xn ). 

The algebraic normal form of a symmetric function is of the form: 
n 

i=O U E IF~ 
WH(U) = i 

where ai is in F2 . Also, there exists a function f# {O, ... , n} f---' IF 2 such that 
f(x) = f#(WH(X)) for every x E lF~. 

4.1. Construction of Symmetric PC(I) Boolean Functions 
In this paper, we are interested in the propagation criterion for symmetric func
tions and more precisely in the construction of such functions. We first notice 
a link between the constructions of balanced symmetric functions and of PC(I) 
symmetric functions. Every symmetric n-variable Boolean function f can be writ
ten f = XIII EEl h where hand h are two symmetric (n - I)-variable Boolean 
functions. Since f is a symmetric function, it satisfies the propagation criterion of 
degree 1 if and only if De,! is balanced, i.e., if h is balanced. Thus, the construc
tion of PC(I) symmetric functions in n variables is equivalent to the construction 
of balanced symmetric (n - I)-variable functions. Indeed, the knowledge of h 
uniquely determines h, up to constants. More precisely, if (ao, ... , an-I) are the 
coefficients of the elementary symmetric functions EBUIWH(u)=i XU in the ANF of 
h, then h can be computed as follows. 

i=O u E 1F~-1 
WH(U) = i + I 

Furthermore, the construction of balanced functions is equivalent to the construc
tion of Boolean functions having numerical degree at most n-1. Indeed, Carlet and 
Guillot [6] showed that a function f(x) is balanced if and only if f(x) EEl Xl EEl·· ·EElxn 

has numerical degree at most n - 1. Von zur Gathen and Roche [10] proposed sev
eral constructions of symmetric Boolean functions having numerical degree at most 
n - 1 while they were working on the degree of polynomials in lR[x] that take only 
two values on the domain {O, ... , n}. 

For every positive integer n, the symmetric affine functions are balanced. For 
an odd number of variables, we first recall the trivial construction of balanced 
symmetric functions. 

Proposition 12. Let n be an odd positive integer, and f an n-variable symmetric 
Boolean function. If f (u) = f (u EEl f) EEl 1 for every word u in lF2', then the function 
f is balanced. 
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Proof. First recall that C) = (n~J for every i = 0, ... , n. Then, the support 
of such symmetric function f contains for all i in {O, ... , n} either the words of 
Hamming weight i or the words of Hamming weight n - i (but not both). We need 
i =I- n - i for every i, that is, n odd. The function is then balanced. 0 

It can be checked that, for any odd integer n lower than or equal to 25 and 
different from 13, the symmetric functions constructed by Proposition 12 are the 
only symmetric ones. For n = 13, von zur Gathen and Roche obtained a nontrivial 
construction of n-variable symmetric balanced functions having algebraic degree 
equal to n - 1. 

Proposition 13. [10] Let n be a positive odd integer, k an integer such that 2 ::; 
k::; (n - 3)/2. Let f be an n-variable Boolean function whose support is such that: 
supp(f) = {uElF2IwH(U) E {k-2,k-l,n-k-l,n-k}}. Thefunctionf has 
numerical degree less than n if and only if n = 4t2 - 3 and k = 2t2 - t - 1 when 
t;::: 2. 

A Boolean function has numerical degree less than n if and only if its support 
contains the same number of words of odd and even Hamming weights. The proof 
consists in solving the equation V~2) + (n-~-I) = (k~l) + (n~k) to get the possible 
values of k and n when n is odd. From the previous proposition and Proposition 
12, we can deduce a construction of balanced symmetric functions. Indeed, instead 
of taking a balanced Boolean function f whose support is such that, for every i in 
{O, ... ,n}, the words whose Hamming weights are either i or n - i (but not both) 
are in the support of f, we search the functions f whose support contains the words 
of Hamming weight either k- 2, n- k+ 2, k+ 1, n - k-l or k-l, n - k+ 1, k, n- k, 
and either i or n - i for the other values. 

Corollary 1. Let n be a positive odd integer, k and t two integers and b an element 
of IF 2. The following function f is balanced if and only if n = 4t2 - 3 and k = 
2t2 - t - 1. 

f(x) = {:ffi 1 _ 

f(x ffi 1) ffi 1 

if W H (x) E {k - 2, k + 1, n - k - 1, n - k + 2} 

if W H (x) E {k - 1, k, n - k, n - k + I} 

otherwise 

Proof. Let f' be a symmetric Boolean function such that f'(x) = f(x) ffi 1 for 
all x of Hamming weight in {VI, V2, v3, V4} where VI = k - 2 or VI = n - k + 2, 
and V2 = k + 1 or V2 = n - k - 1, V3 = k - 1 or V3 = n - k + 1, and V4 = k or 
V4 = n - k, and f(x) = f'(x) for other values. We choose the values VI, V2, V3 
and V4 in order to get the property f' (x) ffi 1 = f' (x ffi 1) for all x E lF2. Then, we 

have wH(f/) = 2n- 1 and wH(f) = wH(f/) ± [(~) + (k~l) - (k~l) - (k~2)]' The 

function f is balanced if and only if G) + (k~l) = (k~l) + (k~2)' The solutions of 
this equation are given by Proposition 13. 0 
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All the 13-variable balanced symmetric functions can be constructed from 
Proposition 12 and Corollary 1. Furthermore, Corollary 1 gives a way to con
struct balanced symmetric Boolean functions for a number of variables n equal to 
13,33,61,97, ... , and then a way to construct PC(l) symmetric functions for a 
number of variables n = 14,34,62,98, .... For an even number of variables n, von 
zur Gathen and Roche's constructions (presented in [10]) of Boolean functions hav
ing numerical degree at most n - 1 provide balanced symmetric functions thanks 
to a result of Carlet and Guillot previously recalled. By using exhaustive search of 
balanced symmetric functions for a low number of variables, we observe that all 
the functions are described by the different constructions which can be found in 
[10]. The first balanced symmetric functions which are not characterized by von 
zur Gathen and Roche exist for n = 24. We give the truth-tables of all balanced 
symmetric functions for n = 24 (except affine functions) in Figure 3 where bi is in 
1F2 and !!i = bi EB 1. The Walsh spectrum of an n-variable symmetric function f is 

WH(X) 0 1 2 3 4 5 6 7 8 9 10 11 12 
Jt(x) 0 1 0 bl 1 1 0 b2 0 b3 1 0 1 
/2 (x) 0 1 1 1 0 bl 1 b2 0 b3 1 b4 0 

WH(X) 13 14 15 16 17 18 19 20 21 22 23 24 
Jt(x) 0 1 b3 0 b2 0 1 1 bl 0 1 0 
/2 (x) b4 1 b3 0 b2 1 bl 0 1 1 1 0 

FIGURE 3. Balanced symmetric function for n = 24 (ANF 1 and 
ANF 2) 

defined by the list of the following n + 1 values: 

(L (_l)!(xl, L (_l)!(xlEll X i, L (_l)!(xlEll X iEllxj, ... 

xEF~ xEF~ xEF~ 

... , L (_l)!(XlEllXIElloooEllXn) . 

xEF~ 

The Walsh spectrum is often studied because several cryptographic criteria (as, 
e.g., resiliency) can be characterized by it. The Walsh spectrum of the functions 
having ANF 1 and ANF 2 has the particularity that it contains only one zero. We 
give the Walsh spectrum of the function h with b1 = b2 = 1 and b3 = 0: 
(0,362296,123568, -62552, -12448,8152, -3184, 72, 3264, -1672, -1936, 2024, 
1056, - 2024, -688, 1672,384, -72,3632, -8152, -44832,62552,538384, -362296, 
- 9814464). 

4.2. Propagation Criterion of Degree Greater Than 1 
We are finally interested in the construction of symmetric Boolean functions sat
isfying PC(l) where l 2: 2. Savicky [19] proved that the symmetric bent functions 
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(i.e., satisfying PC(n)) are quadratic. Preneel et al. [16] proved that quadratic 
symmetric functions satisfying PC( l) of order k exist if k + l :S n - 1 or if k + l = n 
and k even. Furthermore, they proved that quadratic functions are the only (not 
necessarily symmetric) functions satisfying PC(2) of order n - 2. Carlet [4] showed 
that the Boolean functions f which satisfy PC(l) of order n -l are the four sym
metric quadratic Boolean functions. We prove here that the symmetric quadratic 
functions are the only symmetric functions satisfying PC(l) when l 2: 2. 

Theorem 1. The only symmetric Boolean functions which satisfy the propagation 
criterion of degree l where 2 :S l < n are the quadratic symmetric functions. 
Furthermore, if n is even, the quadratic functions also satisfy PC( n). 

Proof Any symmetric function f can be written f(x) = XIX2!1 ffixI!2ffix2hffif4 
where /I, h hand f 4 are (n - 2)-variable symmetric functions. As f is symmetric, 
only DeJ, De2f and D el+e2 f have to be considered. Then, Del +e2 f = (1 ffi 
Xl ffi X2)/I ffi h ffi h· Since the function f is symmetric, we have h = hand 
Del +eJ(X) = (lffixI ffiX2)/I. Thus, Del +e2f is balanced if and only if /I identically 
equals 1. We can deduce that every symmetric Boolean function f satisfying PC(2) 
has algebraic degree 2. Conversely, the derivative Duf of a symmetric quadratic 
function f is a non-constant affine function except if n is odd and u = 1. D 

Remark 1. Conversely, the same proof can be used to show that if f is a quadratic 
Boolean function satisfying PC(2), then f is a symmetric Boolean function. 

Corollary 2. Let f be an n-variable Boolean function satisfying PC(l). If f can be 
decomposed in one of the following two forms : 

1. f (x) = /I (Xl, ... , Xp) ffi h (Xp+ I, ... , xn ), where /I is a p-variable symmetric 
function and h an (n - p) -variable Boolean function; or 

2. f(xI, ... ,xn ) = /I(XI, ... ,xn)ffih(XI, ... ,Xi, ... ,Xj, ... ,xn), where /I is an 
n-variable symmetric function and h is an (n - 2) -variable Boolean function; 

then either /I is quadratic or l is at most l. 

Proof. Suppose l 2: 2. Since f is PC(l), the function Dei+eJ is balanced. For any 
(i,j) such that 1 :S i < j :S p, we have Dei+eJ = Dei+eJI. Thus, the symmetric 
function /I satisfies PC(2). From Theorem 1, either the function /I is quadratic 
or the hypothesis l 2: 2 is false. D 
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1. Introduction 

For the theory of finite fields, their equations and characters we refer to [7] and [6]. 
The finite field with q = pk elements is denoted by GF(q). Later, when study

ing cross-correlation functions of binary m-sequences, we will restrict ourselves to 
the case p = 2. 

Let y E GF(q2) \ {O}, and denote yq = y. We will find the possible number 
of solutions to 

o 
1. 

(1.1) 

The motivation to study this kind of equations comes from a cross-correlation 
problem for m-sequences. However, this equation is interesting in itself. We will 
see that it, in some sense, behaves like an affine equation over the subfield. In fact, 
our treatment is based on this idea. 

In the binary case, the possible number of solutions to the above equation 
gives the possible values taken by the cross-correlation function of two binary 
m-sequences of period 2n - 1 which differ by the decimation 

(1.2) 

where we have assumed that n = 2k and that 28 divides k. It turns out that the 
cross-correlation function is four-valued. 
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Finding the distribution of the values taken by the cross-correlation corre
sponding to the decimation above involves solving another equation, namely 

(x + l)d + xd + 1 = o. (1.3) 

For a given d, this is usually more or less a routine task. We give the number of 
solutions for a family of decimations d. 

The cross-correlation function between two cyclically distinct m-sequences 
takes at least three values, see [2], and all known three-valued cases are covered by 
theoretical results. Previously, only three families of four-valued cross-correlation 
functions have been found. These correspond to the decimations 

A. d = 2n/2+I - 1, with n == 0 (mod 4), 
B. d = (2n/2 + 1)(2n/4 - 1) + 2, with n == 0 (mod 4), and 

C. d = L~~~ 2im , with n == 0 (mod 4), 0 < m < n, gcd(n, m) = 1. 

The cases A. and B. are due to Niho [9] and case C. is due to Dobbertin [1]. The 
decimations in C. include the decimations in A. 

Our family of decimations includes the decimations both in A. and B., and 
in addition case C. leads to the same pair of equations. Thus all known infinite 
families of four-valued cross-correlations arise from the same equation! 

2. The Equation 

Suppose n is even, say n = 2k. We denote q = pk. In analogy with the usual 
complex conjugation we will denote 

y = yq 

for y E GF(q2). The usual properties of conjugation carryover to the finite case. 
For instance, we have u + v = U + v and u + u E GF(q) for all u, v E GF(q2). A 
less trivial property is presented in the following lemma. 

We define the unit circle of GF(q2) to be the set 

S = {x E GF(q2) : xx = I} . 

Lemma 2.1. 

(i) Let z E GF(q2) \ GF(q) be fixed. Then 

{ z+u } S \ {I} = -_ - : u E GF(q) . 
z+u 

(ii) Let f3 E S \ {±1} be fixed. Then 

S\ {f3} = {a:++; : Q E GF(q)}. 

Proof. Since u = u for u E GF(q) we have x = X-I for x = (z + u)/(z + u). 
Furthermore, z E GF(q2) \ GF(q) implies that the elements of this form are 
distinct and different from 1. This proves (i) and (ii) is equally simple. D 
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We note here that both of these parameterizations have a geometric inter
pretation, and this is the way they were found. 

Lemma 2.2. Let a be a nonzero element in some extension of the field GF(p). If 
the equation 

has a solution in GF(pk), then it has exactly pgcd(k,s) - 1 solutions in the field 
GF(pk). 

Proof. Assume Xo E GF(pk) satisfies the above equation. Then any uXo, with 
u E GF(pS), is a solution and every solution is obtained in this way. The claim 
follows from the fact GF(pk) n GF(pS) = GF(pT), where r = gcd(k, s). D 

Theorem 2.3. Let n = 2k and y E GF(q2) \ {o}. The equation 

xps +1 + yxPS _ yx - 1 = 0 

has either 0, 1, 2 or pgcd(s,k) + 1 solutions xES. 

Proof. The proof is divided into two cases. 

(2.1) 

Case 1. Assume first that y E GF(q), i.e., y = y. In this case x = 1 E S is a solution 
to (2.1). We apply the parameterization (i) of Lemma 2.1 to the equation (2.1), 
and then multiply it by (z + U)pS+1 (note that the coefficient of uPs+! disappears) 
to get 

s S 8 S S 8+1 8+1 s s (z-z+yz-yz)uP +(zP -zP +yzP -yzP )u = -(zP -zP +yzP z-yzzP ). 

Every solution xES \ {I} to (2.1) corresponds to a solution u E GF(2k) of the 
previous equation. 

If z - z + yz - yz = 0, there is nothing to prove. Otherwise we have an affine 
equation of the form 

(2.2) 

where aI, a2 E GF(q). Lemma 2.2 implies that the corresponding linear equation 

(2.3) 

has either exactly one root or exactly pgcd(k,s) roots in GF(q). From linear algebra 
(or the theory of linearized polynomials, see [7]) we know that the affine equation 
(2.2) either has no solutions or it has the same number of solutions as (2.3). Hence, 
in the case y E GF(q), the equation (2.1) has either 1, 2 or rcd(k,s) + 1 solutions 
in S. 

Case 2. For the rest of the proof, we assume that y ~ GF(q). If (2.1) has no solution 
in S, we are through. Suppose now that there is such a solution. We apply the 
parameterization (ii) of Lemma 2.1 to the equation (2.1). Since y ~ GF(q), the 
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fixed element (3 can be chosen to be one of the solutions. Multiplied by (a+(3)ps +l 
the equation (2.1) transforms to 

((3ps +l + y(3ps _ y(3 _ l)aPs + l + 

+ 
+ 

((3PS + y(3ps+l _ Y _ (3)aPs 

((3 + y - yf3Ps+l - (3ps)a 

(l+y(3-y(3ps _(3ps+l) =0. 

Here the leading coefficient is zero. We should now find the solutions in 
GF(q). 

If the coefficient of a Ps above is zero, then we are through. Otherwise we have 
again an affine equation of the form 

(2.4) 

where aI, a2 E GF(q2). To complete the proof, we may now proceed similarly as 
in the case y E GF(pk). 0 

The binary case of this theorem is proved in [5J, and in that paper only 
parameterization (i) is used. Actually, either one of the parameterizations would 
be enough in the binary case. In this more general case some difficulties occur if 
we try to use either (i) or (ii) only. 

An easy computation shows that ai = ai in the equation (2.4). Hence we 
have in fact al,a2 E GF(q) although this is not needed. 

It may seem difficult to find the number of times each possibility happens, 
e.g., how many times (2.1) has exactly one solution in S. However, in the binary 
case the equation is related to certain cross-correlation functions, and the question 
above can be answered by solving an equation of the type (1.3). We will do this 
for a more general class of decimations d after giving some background. 

3. An Application 

For basic properties of m-sequences we refer to [8J and [4J. 
From now on we assume that p = 2. Recall that the cross-correlation function 

between two binary sequences u(t) and v(t) of the same period E is by definition 

<-1 

Cu.v(T) = I)_I)u(t)+v(t+T). 
t=O 

An important problem in sequence analysis is to determine the values and the 
number of their occurrences taken by the cross-correlation function. 

Assume now that u(t) and v(t) are m-sequences of period 2n - 1. We may 
assume that u( t) is given by 

u(t) = tT~C·/), 
where tTl denotes the trace from GF(2n) onto GF(2) and I is a primitive element 
of GF(2n). Furthermore, v(t) can be shifted cyclically in such a way that v(t) = 
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u(dt) for some d satisfying gcd(d,2n - 1) = 1. As usual, we denote the cross
correlation function of these sequences by Cd(r), i.e., 

2n_2 
Cd(r) = L (_l)tr~(-yt+1'd(t+T»). 

t=o 

It is well known that the values (and the number of their occurrences) of Cd(r) 
depend only on d, and not on the choice of the primitive element. 

The main technique used in [91 is given by the following theorem. Again we 
assume that n = 2k. 

Theorem 3.1. Assume that the integer d satisfies 
(i) gcd(d,2n - 1) = 1, 

(ii) d == 1 (mod 2k - 1), and 
(iii) ed == f (mod 2k + 1), 
for some f and some e for which gcd(e, 2k + 1) = 1. Then Cd(r) assumes exactly 
the values 

-1 + 2k (N(y) - 1), (3.1) 
where N(y) is the number of solutions to the pair of equations 

{ 
x2f +yxf+e +yxf - e + 1 = 0 

X2k+l = 1, 

and y runs through the nonzero elements of GF(2n). 

(3.2) 

The proof of Theorem 3.1 is based on the transitivity of the trace and the 
observation that every x E GF(2n) \ {O} can be represented uniquely as x = a{3f, 
where a E GF(2k) \ {O} and (3 E S. 

The assumption (i) is needed only to guarantee that the decimated sequence 
is indeed an m-sequence. Without this condition, the theorem would still be useful 
in determining cross-correlation functions or weight distributions of cyclic codes. 

Let 

(3.3) 

where it is assumed n = 2k and 2s divides k. It is straightforward to see, that d 
satisfies the conditions of Theorem 3.1 for e = 28 - 1 and f = 2k - 28. Now the 
corresponding equation is exactly the binary special case of (2.1). 

In view of (3.1), Theorem 2.3 now implies that for the d in question, Cd(r) is 
indeed four-valued, and that the cross-correlation values are -1 - 2k, -1, -1 + 2k, 
and -1 + 2k+8. In order to find the distribution of the values (or the number of 
occurrences of each possibility in Theorem 2.1), we will use the following lemma. 

Lemma 3.2. We have 

(i) E;:~2(Cd(r) + 1) = 2n 
(ii) E;:~2(Cd(r) + 1)2 = 22n 

(iii) E;:~2(Cd(r) + 1)3 = 22nb, 
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where b is the number x E GF{2n ) such that 

{x + l)d + x d = 1. 

The equations (i) and (ii) are well known and proofs can be found, e.g., in 
[9]. The equation (iii) is proved in [2]. 

We will now find the number b for a family of decimations. 

Lemma 3.3. Let {3, 'Y E S. Then {3 + 'Y E GF{2k) if and only if {3 = 'Y or {3 = 'Y-1. 

We omit the simple proof. 

Theorem 3.4. Assume that d = 1 (mod 2k - 1). If gcd{d - 1, 2k + 1) = gcd{d + 
1, 2k + 1) = 1, then the equation 

(x + l)d = x d + 1 (3.4) 

has exactly 2k solutions in GF{2n ). 

Proof. Every x E GF{2k) is a solution to (3.4) since d = 1 (mod 2k - 1). We now 
assume that x =I- 0 satisfies (3.4). 

The equation (3.4) implies {x + l)d = xd + 1, and hence 

{x + l)d {x + l)d = (xd + 1) (xd + 1), 
that is 

{xx + x + X + l)d = (xx)d + x d + xd + 1. 

For a E GF{2k) we have ad = a, and thus 

x d +x =xd +x. 

This is equivalent to 
x d + x E GF{2k). (3.5) 

Representing x = a{3, where a E GF{2k) and {3 E S, gives that {3 E S satisfies 
{3d + {3 E GF{2k). Lemma 3.3 implies {3d = {3 or {3d = {3-1, i.e., {3d±l = 1. By 
assumption, this is possible if and only if {3 = 1, and thus x E GF{2k). 0 

Lemma 3.5. We have gcd{d ± 1, 2k + 1) = 1 for din (3.3). 

Proof. Since now gcd{28 - 1, 2k + 1) = 1, we have gcd{d ± 1, 2k + 1) = gcd{{2S -
1) (d ± 1), 2k + 1). The lemma follows easily from the congruence {28 - l)d = 2k - 28 
(mod 2k + 1). 0 

Finally, Cd{T) is as follows. 

Theorem 3.6. Let n = 2k, where 2s divides k, and let d = (22k + 28 +1 - 2k+1 -
1)/{28 - 1). Then the cross-correlation function Cd{r) between two m-sequences 
takes the following values: 

-1 - 2k occurs 

-1 occurs 
occurs 

occurs 

22k+8-1_2k+8-1 

28 +1 
22k_2k_2s 

28 
22k+8-1_22k +2 k + 8 - 1 

2 8 -1 
22k_2k 

238 _2 8 

times 

times 

times 

times. 
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Proof. Theorem 2.3 shows that Cd(T) is four-valued and gives the values. Further
more, Theorem 3.4 gives the number b of Lemma 3.2. Denote by Ni the number 
of times (2.1) has exactly i solutions in S. We have a system of linear equations 

No + Nl + N2 + N 2s+ 1 22k - 1 

_2k No + 2k N2 + 2k+s N2s +l 22k 

22k No + 22k N2 + 22k+2s N 2s+ 1 24k 

_23k No + 23k N2 + 23k+3s N 2s+1 25k. 

The first equation comes from the number of equations of the form (2.1), and the 
other ones are simple consequences of Lemma 3.2. Straightforward calculations 
give the claimed distribution. 0 

Remark 3.7. It is a routine matter to verify that s = 1 (resp. s = k/2) corresponds 
to the case A. (resp. B.) given in the introduction. We note here that Niho's proof of 
B. is somewhat complicated. In fact, it is incomplete in the sense that it essentially 
depends on a result due to Welch, and this result does not seem to be published. 
An earlier simple proof of B. can be found in [3]. 

The case C. by Dobbertin [1] leads to the same equation but with the restric
tion gcd(s, k) = 1. The proof presented by Dobbertin is based on Niho's technique 
but is different otherwise. Thus we have an alternative proof also in this case. It 
should be noted, that according to the computed results, there are four-valued 
cross-correlations which are not related to the equation studied in Section 2. 

Niho [9] gave tables of binary cross-correlation functions up to n = 16, 
and now all at most four-valued cross-correlation functions of binary m-sequences 
within this table belong to a known infinite family. 

Lastly we mention the well-known fact that the problem of determining the 
cross-correlation function of m-sequences is equivalent to determining the weight 
distribution of certain cyclic codes. This connection is explained in detail in [6]. 
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A Polly Cracker System Based on Satisfiability 

Fran<;oise Levy-dit-Vehel and Ludovic Perret 

Abstract. This paper presents a public-key cryptosystem based on a subclass 
of the well-known satisfiability problem from propositional logic, namely the 
doubly-balanced 3-SAT problem. We describe the construction of an instance 
of our system - which is a modified Polly Cracker scheme - starting from 
such a 3-SAT formula. Then we discuss security issues: this is achieved on the 
one hand by exploring best methods to date for solving this particular prob
lem, and on the other hand by studying (systems of multivariate) polynomial 
equation solving algorithms in this particular setting. The main feature of our 
system is the resistance to intelligent linear algebra attacks. 

Keywords. Combinatorial-algebraic cryptosystems, systems of polynomial 
equations, 3-SAT, hard instances generation. 

1. Introduction 

Since the failure of knapsack-based cryptosystems rOd, Sh], a widely accepted opin
ion was that NP-complete problems were not suited for the construction of secure 
trapdoor one-way functions. In 1993, M. Fellows and N. Koblitz [FK] proposed to 
further investigate the use of those problems for designing public-key cryptosys
terns, and proposed a general framework, called CA-systems i , the main illustration 
of which was the Polly Cracker cryptosystem. In this system, the public-key is a 
set S = {Pi, ... , Pe} of multivariate polynomials over a finite field F q, and the 
secret-key is a zero (): of S. To encrypt a message M E F q, Bob chooses an ele-

ment es = L~=i hiPi of the ideal generated by the polynomials of S, and sends 
c = es + M to Alice. Knowledge of 0: then allows Alice to decrypt the ciphertext 
just by evaluating it on 0:. 

The (public-key, secret-key) pair is derived from an instance of an NP-complete 
combinatoria12 problem, in such a way that knowing the public-key is equivalent 
to knowing the considered instance, and that finding a secret-key from the public
key is equivalent to finding a solution for this particular instance. M. Fellows and 

1 For "combinatorial-algebraic" cryptosystems. 
2In a broad sense, i.e., this includes graph theory, boolean logic, ... 
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N. Koblitz suggest several NP-complete problems for use in this context, mainly 
based on graph theory (e.g., 3-colorability, perfect codes in graphs, ... ) but do not 
really investigate the way of generating "hard" instances of these problems with a 
fixed solution. As pointed out by R. Steinwandt et al. [GS], a naive technique to 
generate such instances yields very weak public-keys. 
Here, we follow the CA-systems line of research by proposing a public-key cryp
tosystem based on the well-known SATISFIABILITY problem from propositional 
logic. More precisely, we use the 3-SAT problem. One advantage of using this un
derlying hard problem is that it has been extensively studied, mainly due to the 
fact that it is of interest in other research areas, such as planning or scheduling, 
see, e.g., [CMi, CMo]. 
Although proven to be NP-complete, this problem admits many "easy" instances, 
where deterministic algorithms (such as the recursive DPLL[DLL]) perform quite 
well in practice. Indeed, let n (resp. m) denote the number of variables (resp. 
clauses) of the problem, and set m = en with c E jR*+. Then, as c increases, it 
has been shown experimentally that the probability of an instance of 3-SAT being 
satisfiable shifts from almost one to almost zero. The range of c over which this 
transition occurs is3 3.003 < c < 4.598. This is known as the threshold conjecture. 
In this range, there is a value of c corresponding to a complexity peak at which 
on average half of the instances are satisfiable. The exact value of c yielding this 
peak can be numerically determined for each instance distribution. 
Non-deterministic methods have also been devised, that often give better results 
on satisfiable instances (e.g., Walksat, [SKC]), especially near the threshold region. 
They are known as local search methods. 
The hardness of this problem is tightly located in the critical range for c, and for 
(very) large values of n. Having this in mind, and also that the parameter sizes 
and generation times of our system have to be polynomial4 , we chose to restrict 
ourselves to a particular class of the 3-SAT instances, namely the class of so-called 
doubly-balanced 3-SAT [DB], a.k.a. literal-regular 3-SAT [BS]. Formulae in this 
class have the particularity that every variable appears (almost) equally often, 
and (almost) as often negated as unnegated. Instances from this class are much 
more difficult to solve in general than random 3-SAT instances, as they are designed 
to have structural regularities, thus confusing variable selection heuristics that are 
used by most solvers (for example, DPLL-like algorithms treat the variables with 
a small number of occurrences first). 
Note that for random 3-SAT the complexity peak occurs for c ~ 4.25, while for 
doubly-balanced 3-SAT, it has been shown to be c ~ 3.5 (both values experimen
tally determined). 
The paper is organized as follows: in the next section, we begin by providing 
the necessary background to understand the basics of the 3-SAT problem, as well 

3For 3-SAT; For k-SAT with higher values of k, this range is shifted. Also, the higher n is, the 
sharper the range becomes. 
4In the size of the input of 3-SAT, namely n 19(n), denoting by IgO the base-two logarithm. 
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as methods for generating random instances, and doubly-balanced ones. Then 
we show how to translate this problem into a system of polynomial equations, 
in order to use it in our cryptographic setting. We exhibit the correspondence 
existing between the models of 3-SAT and the solutions of the system, and we link 
particular 3-SAT formulae with reduced Grabner bases. In Section 3, we describe 
the cryptographic scheme we propose and present an original method to encrypt 
messages, the security of which is addressed in Section 4. We address carefully the 
single break attacks found by H.W. Lenstra Jr. [Ko], and show that they cannot 
be conducted in our context. We also consider the differential attack proposed 
in [SG], which is a very powerful tool to attack generic Polly Cracker systems. In 
addition, we suggest an extension of this attack. On the other hand, we investigate 
total break methods on the system. They are of two types: the first type is the 
use of 3-SAT solvers to break the considered instances, from which we protected 
ourselves by carefully choosing the instances. The second type is to run algorithms 
computing (an element of) the variety of the set of polynomials involved. One of 
the best algorithm known to us - namely F 4 [Fa] - does in fact more: it computes 
a Grabner basis of the set of polynomials. For the considered sizes, it appears that 
such an algorithm is of no help. 
We end the paper by a section concerning implementation aspects. We would like 
to mention that, when investigating Polly Cracker-type systems, our intention was 
not to design a scheme that was likely to compete with the public-key systems 
in use. What we were interested in was mainly to design a new Polly Cracker 
system offering resistance to linear algebra attacks. Moreover, our approach of the 
SATISFIABILITY problem in this cryptographic setting appears quite interesting, as 
the public keys arising from this problem can be chosen strong. 

2. CNF Formulae and Systems of Polynomial Equations 

2.1. 3-SAT and Instance Generation Methods 
We begin by recalling what the 3-SAT problem is. Let X = {Xl, ... , Xn} be a set of 
variables and let A, V, - denote logical and, or, not respectively. A truth assignment 
for X is a function t : X f---? {True, False}. For all j,1 ::::; j ::::; n, a literal Uj is either 
Xj or Xj. For a variable Xj E X, a literal Xj (resp. Xj) is true ift(xj) = True (resp. 
t(Xj) = False). A clause over X is the disjunction of a set of literals over X. It is 
satisfied by a truth assignment if, and only if, at least one of its literals is true under 
that assignment. A clause containing only three literals will be called a 3-clause. 
For instance, C = Xj, V xj2 V xh, 1 ::::; j1,12,j3 ::::; n, is a 3-clause, and is satisfied 
unless t(Xj') = False, t(xh) = True, t(XjJ = False. A CNF-formula5 C is the 
conjunction of arbitrarily many clauses C1 , ... ,Cm , m E N*. It is satisfiable if, and 
only if there exists some truth assignment for X that simultaneously satisfies all 
the clauses in C. Such a truth assignment is called a satisfying truth assignment, 
or a model for the formula C. If C contains only 3-clauses, then we say that C is a 

5Conjunctive Normal Form. 
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3-CNF formula. For instance, C = 1\';=1 Cj where Cj = uJJ V uh V uh' mE N*, is 
such a formula. 
In the sequel, we shall denote a CNF-formula either as a conjunction of clauses 
as above, or equivalently as a collection of clauses, the conjunction then being 
implicit. 
The 3-satisfiability problem can then be stated as follows: 

INSTANCE: a collection C = {C1 , .•• ,Cm } of 3-clauses on X. 

QUESTION: is there a satisfying truth assignment for C ? 

The random 3-SAT problem which we referred to in the introduction is the 3-SAT 
problem in which instances are generated according to the following procedure6 : 

The number of variables n and the number of clauses m being fixed, randomly 
select three distinct variables out of n, then negate each variable with probability 
1/2. Combine these literals in a 3-clause. Repeat this process until the desired 
number m of clauses is reached. Conjoin them to form a CNF-formula. 
The restriction of 3-SAT to balanced formulae is the one in which a formula C is such 
that, for all i, 1 :<::; i :<::; n, each variable Xi appears equally often7 , i.e., in l3m/nJ 
clauses (there are 3m positions to fill, corresponding to the m 3-clauses). But then, 
it can be that some variables appear more often negated than unnegated (or the 
converse). The doubly-balanced 3-SAT subclass is precisely the class of formulae 
that do not present this type of irregularity; namely, a formula in this class is such 
that each literal appears (almost) 3m/(2n) times (there are 2n possible literals). 
Such instances can be generated with the following algorithm: 
The number of variables n and the number of clauses m is being fixed. Place 
l3m/ (2n) J occurrences of each of the 2n literals in a bag. To reach exactly 3m 
literals in the bag, add randomly some literals, not twice the same. To construct 
each clause, remove three literals on distinct variables from the bag. At some point, 
if the literals remaining in the bag concern only one or two distinct variables, then 
randomly add distinct variables in the bag, negating each of them with probability 
1/2. Keep on the construction of the clauses until the desired number is reached. 
Note that to generate a (doubly-balanced) formula admitting a particular model 
y, one simply modifies the above procedure by throwing away the 3-clauses that 
are not satisfied by y. 

2.2. Constructing a System of Polynomial Equations from 3-SAT 

We shall now explain how to translate an instance of the 3-SAT problem into a 
system of polynomial equations. A similar description already appeared in [Ba]. 
We shall denote by K[X], the polynomial ring K[x1, ... , xn] over the field K. 
We choose two field values T, F E K, representing True and False respectively. 
To a 3-clause c involving the three literals Uj, Uk, ue, 1 :<::; j, k, £ :<::; n, one can 
associate a total degree 3 polynomial in K[X] as follows: if Uj = Xj, then we 
replace Uj by (Xj - T); if Uj = Xj, then we replace it by (Xj - F). Replace V by 

6Fixed Clause Length generation. 
7 Almost: occurrences of some variables must be added if 3m/n is not an integer. 
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multiplication. For instance, the polynomia18 Pc(X) E K[X] corresponding to the 
clause c = Xj V Xk V Xl is Pc(X) = (Xj - T)(Xk - F)(Xl - T). It is then clear that 
a satisfying truth assignment of X for c corresponds to a zero of the polynomial 
Pc(X). With this construction, we have: 

Theorem 2.1. A 3-CNF formula C = !\~l Gi admits a model if, and only if, the 
corresponding system of polynomial equations {Pl(X) = 0, ... ,Pm(X) = O} has a 
solution over the algebraic closure of K. 

Let k E {l, ... ,m},{i l , ... ,ik} C {l, ... ,m} and {Gijh~j9 be a set of 
clauses. We shall say that {V ar( Gij ) h~j~k is a disjoint set if for all a, b E 

{i1, ... ,ik}, a =I- b, Var(Ga) n Var(Gb) = 0. We will give now a simple con
nection between a set of clauses and a Grabner basis. For a detailed description of 
Grabner bases, we refer to [BW]. 
In order to prove the next proposition, we introduce a few notations, that will be 
useful throughout the paper. 
We shall denote by Term = {xr' ... x~n , (Vl, ... , vn) E Nn} the set of terms in 
{ Xl, ... , Xn }. We define the total degree of a term xr' ... X~n E Term as the sum 
l:~l Vi, Term(f) as the set of terms of the polynomial f E K[X] and HT(f) as 
the head term of f (with respect to some fixed order on the terms). A monomial 
at is simply a term t multiplied by a constant a E IF q. 

Proposition 2.2. Let C = !\~l Gi be a 3-CNF formula, {Pl, ... ,Pm} be polynomials 
of K[X] constructed from this formula as explained above, with T, FE K. 
If {Var(GiJh~j~k is a disjoint set, then {PiJl~j~k is a reduced Grabner basis 
of (Pi j h~j~k for the degree lexicographical (deglex) order. 

Proof. The fact that {V ar( Gij ) h~j~k is a disjoint set implies that any two P, p' E 

{Pij h~j~k have disjoint head terms. It follows, by the Buchberger's first criterion, 
that {PiJl~j~k is a Grabner basis of (Pi] h~j~k for the deglex order. Moreover, by 
construction, all these polynomials are monic. Finally, suppose that there exists 
two different indices a, b E {i l , ... , ik} for which tb = t * HT(Pa) with t E Term 
and tb E Term(Pb), i.e., t = HitPa). 
It is then necessary that Var( Ga)nVar(Cb) =I- 0, contradicting the assumption. 0 

We shall here use for K a finite field IFq . We ask that T and F be two non-zero 
field elements, so we set q 2: 3. 

3. The System 

Selecting the Public-key/Secret-key pair 
Alice chooses a finite field IF q with q 2: 3, and positive integers m and n. She also 
takes a vector y of {T, F}n at random. This is her secret-key. 
She then generates an instance C = !\~l Gi of doubly-balanced 3-SAT admitting 
y as model. For this, she uses a generation method due to E. Hirsch [Hi] and 

8Letting X stand for Xl,· .. ,Xn. 
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called hgen2. This method follows the one described in Section 2.1, but with some 
other constraints, that aim to generate formulae with as independent clauses as 
possible. For instance, if a clause involves literals Uj, Uk and Ue, then his algorithm 
is designed such that no other clause of C involves any two of them. 
Having done this, Alice publishes the formula C, together with m, nand q (values 
T and F are also publicly known). In Section 5, we shall explain how we repre
sent C. Indeed, as shown in Section 2.2, it would have been equivalent - from an 
information theoretic viewpoint - to publish the m polynomials corresponding to 
these m clauses, but the "clause-representation" allows for a more compact form. 

Encryption 
The encryption phase follows the idea of a regular Polly Cracker scheme. But the 
practical realization is quite different from [FK]. We shall denote by {PI, ... ,Pm}, 
the polynomials constructed from the clauses {GI , ... ,Gm }, and by I the ideal 
generated by these polynomials. We shall now explain how to use Proposition 2.2 
to construct, in a very simple way, an element of I. In the next sections, we shall 
motivate this construction. The algorithm is the following: 

Algorithm. 1 

Input: I E lFq[X], l ~ 2, {AI, ... , AI}, Ai E lFq with 2:~=1 Ai == O[q] and 1) = 
{(II, ... ,(II} a set of subset indexes such that \il ~ i ~ l, {Var(Gij)}jEl)i is a 
disjoint set. 
Output: An element of the ideal I. 
For i from 1 to l do 

Compute Ni(f), the normal form of I modulo {Pj}jEOi· 
End For 

Return e[ = 2:~=1 AiNi(f). 

Theorem 3.1 (Correctness). With the inputs given in the preceding algorithm, e[ 
is an element of I. 

Proof. Note that, according to Proposition 2.2, at each step i, 1 ~ i ~ l, of the 
algorithm, (Pj)jEOi is a Grobner basis. Hence, Ni(f) being the normal form of I 
modulo {pj} jEOi' we have that Ii = Ni (f) - I reduces to 0 modulo {Pj} jEOi. Thus: 

\il ~ i ~ l, Ii E (Pj)jEl)i C (PI, ... ,Pm). 

We conclude the proof by noticing that, due to the choice of {AI, ... , Ad: 

I I I 

e[ = L AiNi(f) = L Ai (Ni (f) - f) = L Aili E (PI, ... ,Pm). 0 
i=l i=l i=l 

For e[(X) = 2:"'ENn a",x"', with almost all the o:s being zero, we define supp(e[) 
as the set {o: E Nn : a", i- O}. 
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To encrypt M, Bob chooses (3 = ((31, ... ,(3n) E supp(eI), (3 =I- (0, ... ,0), computes 
the ciphertext defined by: 

c(X) = eI(X) + Mxf' ... x~n = eI(X) + M x f3 E IFq[X] 

and sends to Alice (c(X),(3). 
Decryption 
Upon receiving (c(X), (3), Alice evaluates: 

and recovers9 the plaintext. 

4. Security Issues 

4.1. Total Break 

c(y) = eI(Y) + M yf3 = M 
yf3 yf3 

It is clear that the crucial point in using the 3-SAT problem in a Polly Cracker 
system lies in the method chosen for generating hard satisfiable instances. While 
it remains an open problem to generate hard solved instances [ILL], the doubly
balanced 3-SAT formulae are among the hardest 3-SAT instances to solve by cur
rently known methods: this is due to the fact that they are not completely random, 
as instances from the random 3-SAT problem can be, nor completely "structured" 
(this terminology refers to 3-SAT instances arising from the modelling of real-life 
phenomena occurring in, e.g., planning or scheduling). Thus, efficient algorithms 
on random formulae such as Unit Walk or OKsolver [Sa] will be defeated by the 
regularity of those formulae, whereas algorithms that perform well on structured 
instances - like Zchaff or Sato [Sa] - will then behave poorly, those formulae be
ing too "random" to handle. The ones chosen by us for the construction of our 
public-keys come from the hgen2 generator of E. Hirsch [Hi]. The formulae of this 
family have been confronted, in the SAT'2002 and in the SAT'2003 competitions, to 
all the best solvers (see again [Sa]). The result is that formulae generated by this 
algorithm have proven to be the ones that best resist to known solvers. Besides, 
instances from this generation method have won the smallest (in terms of n) sat
isfiable unsolved instance challenge of this competition: the smallest such instance 
had parameters n = 500 and m = 1750. These formulae, available in a benchmark 
[Hi], still remains unsolved. For this system, we recommend 700 :'S n :'S 900 and 
m = 3.5n, which makes instances of these sizes far beyond reach of the current 
best solvers. 
On the other hand, the security of our scheme relies on the difficulty of finding a 
solution of a system of m polynomial equations of maximal degree 3 in n variables 
over a finite field IFq. In other words, if I denotes the ideal generated by these 
polynomials, the problem is to find an element of the variety Vir (1). This problem 

q 

can be solved by means of computing a Grabner basis of I. In this case, this gives 

9T and F being two non-zero field elements, it follows that yi3 '" 0 for any choice of (3. 
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in fact all the elements of VI' (1). The complexity of computing a Grabner basis 
q 

of a system of polynomials - although theoretically doubly exponential in the 
number of variables - depends in practice very much on the nature of the system, 
and of the algorithm used. We have run the F 4 algorithm [Fa] on instances of our 
scheme via the web interface 10 of Fgb. Practically, yet for polynomial systems 
corresponding to n = 100 variables and m = 350 clauses, such an algorithm fails 
computing a Grabner basis: indeed, we have noticed that, after some iterations, 
the algorithm cannot terminate, due to the handling of huge matrices (typically 
square matrices of a hundred thousand entries). Thus, it appears that the sizes we 
consider are far out of reach of this type of algorithms. 

Chosen ciphertext attack 
Recently, a chosen-ciphertext attack on Polly Cracker system was designed [SG], 
whereby it is possible to retrieve the secret key by n queries to a decryption 
oracle. It is well known that homomorphic cryptosystems are vulnerable to this 
type of attacks. For cryptosystems over the integers (e.g., RSA), padding schemes 
like REACT lOP] address the problem. For polynomial-based cryptosystems, it 
remains an open problem to adapt those paddings, especially how to represent 
plaintexts in order to perform operations like hashing or "xoring" on them. 

4.2. Single Break 
The second approach to cryptanalysis looks for weaknesses in Bob's construction of 
the ciphertext rather than in Alice's construction of the public-key. We recall that 
this attack, as opposed to the total break one, consists of recovering the cleartext 
from a particular ciphertext, but does not recover a secret key, thus in principle 
not compromising other uses of the system. 

Linear algebra attack 
The method is as follows. Since ej E I, there exists {hih:":i:":Tn in lFq[X], such that: 

Tn 

ej = LhiPi. 
i=l 

We call these polynomials the decomposition of the polynomial eI under I. More
over: 

c = ej + Mxi3 , 

we then have the following equation: 
m 

C = L hiPi, except for the term x i3 . 
i=l 

We can solve this equation by regarding the coefficients of hiS as unknowns and get 
linear equations by identifying the coefficients of the terms of c with the coefficients 
of the terms of L:;:1 hiPi (except for the term x (3 ). Due to the huge number of 
unknowns in the linear system, this attack is in general intractable [Ko]. 

lOhttp)/calfor.lip6.frr jcf/Software/Fgb/index.html 
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4.2.1. Intelligent Linear Algebra Attack. In order to decrease the number of un
knowns, H.W. Lenstra Jr. [Ko] proposed a improvement of this methodll . Let: 

H(c) = {t E Term: ::ltp E U~ITerm(pi),::ltc E Term(c) such that tc = ttp}. 

Roughly speaking, H(c) denotes the set of terms that Bob can potentially use to 
construct the given ciphertext c. If: 

U~ITerm(hi) ~ H(c) (C1), 

i.e., for all i, every term of hi divides at least one term of the ciphertext c, then, it 
is possible to recover eI by solving a system of linear equations (constructed with 
the method described above) involving only #H(c) unknowns. 
In order to avoid this attack, Koblitz in [Ko] ( Ch. 5) proposed a clever construction 
of the ciphertext for which the condition C1 is not achieved, i.e., there exists at 
least one term t E U~l Term(hi ) which does not divide any of the terms of the 
ciphertext. 
With carefully chosen parameters of the system, we now show that our construction 
is resistant to this attack (corollary 4.3). For this, we need a couple of intermediate 
results: 

Theorem 4.1. Let {PI, ... ,Pm} be the polynomials of the public-key. We shall de
note by: 
I c {I, ... m}, {pj}jEI a subset of the public-key polynomials corresponding to a 
disjoint set of clauses, 
f = ax'" with (a, 0:) E lF~ x Nn, 
N(f) the normal form of f modulo (Pj)jEI w.r.t. the degree lexicographic order, 
D the set of terms of the decomposition of N(f) - f under (Pj)jEI. 
If k = iIi> 3 and if x'" is a multiple of I1~=1 Xi then there exists at least one term 
tED of total degree strictly larger than any term of N(f). 

Proof. We shall give a constructive proof of this theorem. First, we outline the 
different steps realized during the reduction process, for a more detailed description 
of this process, we refer to [BW]. 

N(1)(f) f - a(1)t(1)p(I)' 
N(2) (f) N(1)(f) - a(2)t(2)P(2) f - L~=l a(p)t(p)P(p) , 

where N(l) (f) is the l-th reduction of f modulo {Pj }jEI, P(l) a polynomial of 
{Pj hEI used at the l-th step of the reduction process. The term t(l) and the 
constant a(l) are chosen in such a way as to eliminate from N(l-l) (f) a term t 
multiple of the head term of P(l), and more precisely, we have t = t(l)HT(p(l)) and 

all) = Cae! !(t,N(l-l)U)) with Coef f(t N(l-l)) the coefficient oft in N(l-l) (f). We HC(p(l») , 

11 In fact, we present here an adaptation of this attack to our scheme. 
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shall say that t(l) is the l-th term of the decomposition, chosen by the reduction 

algorithm, of N(f) - f under (Pj)jEI. We define T as the minimum index for which 
there does not exist a term in N(l+l)(f) divisible by one of the head terms of 
{pj} jEJ, meaning that the reduction process ends after step Tis performed. Hence: 

I 
N(f) = N(l)(f) = f - 'La(p)t(p)P(p). 

p=l 

In the sequel, we suppose that the reduction process is performed with respect to 
the deglex order. 
We prove that at least t{l), the first term of the decomposition of N(f) - f (under 
(pj) jEI) cannot be recovered, with the intelligent linear algebra attack described 
previously, from the terms of N(f). By showing that all the terms of N(f) are of 
total degree strictly smaller than the total degree of t{l). For this, we will show 
that all the terms generated during the reduction process of f, of total degree 
equal or larger than the total degree of t(l), are cancelled. Remark that due to the 
regular shape of the polynomials of the public-key and the particular form of f, 
we can give the total degree of the terms occurring at each step of this process. 

First step 
At the first step, t{l) is chosen in order to remove multiples of HT(p(l)) from the 
term xOI.. If we denote by d the total degree of xOI., one sees at once that the total 
degree of t(l) is equal to d - 3. Since xOi. is divisible by the product of n distinct 
variables, t(l) is divisible by the product of at least n - 3 distinct variables. Let 
Xi, Xj and Xk be variables such that XiXjXkt{l) = xOI.. We have: 

Term(N(l)(f)) = {t(l)XiXj, t{l)XiXk, t{l)XjXk, t{l)Xi' t(l)Xj, t(l)Xk, t{l)}. 

The terms of N{l) (f) of total degree d - 1 (resp. d - 2 and d - 3) are divisible by 
the product of at least n - 1 (resp. n - 2 and n - 3) distinct variables. Moreover 
k > 3 and the polynomials {pj} jEf are constructed from a disjoint set of clauses, 
therefore all the terms of Term(N{l) (f)) are divisible by at least one of the head 
terms of {Pj hEf. Since the reduction process is confluent, we can suppose without 
loss of generality, that the algorithm first eliminates all the terms of total degree 
d - 1 then those of total degree d - 2 and finally the terms of total degree d - 3. 

Total degree d - 1 
In order to cancel the terms of N{l) (f) of total degree d - 1, the algorithm chooses 
terms of total degree d - 4. Since all the terms of total degree d - 1 are divisible by 
the product of at least n - 1 distinct variables, the terms chosen to cancel them are 
divisible by the product of at least n - 4 distinct variables. The terms generated 
during this step are of total degree d - 2 (resp. d - 3 and d - 4) and are divisible 
by the product of at least n - 2 (resp. n - 3 and n - 4) distinct variables. 

Total degree d - 2 
This step is slightly different from the two steps above since the terms of total 
degree d - 2 come from the elimination of the terms of total degree d and d - 1. 
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But all the terms of total degree d - 2 computed during the previous steps are 
divisible by the product of at least n - 2 distinct variables. Hence, all these terms 
are eliminated and lead to the generation of terms of total degree d - 3 (resp. d - 4 
and d - 5) which are divisible by the product of at least n - 3 (resp. n - 4 and 
n - 5) distinct variables. 
Total degree d - 3 
The terms of total degree d - 3 come from the elimination of the terms of total 
degree d, d-l and d- 2. We have shown that up to this point, all the terms of total 
degree d - 3 generated during the previous steps are divisible by the product of at 
least n - 3 distinct variables. Hence, all these terms are also eliminated. Remark 
that after this step, no term of total degree d - 3 is generated by the algorithm. 
Hence, in this setting, the terms of the polynomial N U) are of total degree strictly 
smaller than d - 3. 0 

More generally, we have: 

Corollary 4.2. Let {PI, . .. ,Pm} be the polynomials of the public-key, I C {I, ... m}, 
{pj} JEI be a subset of the public-key polynomials corresponding to a disjoint set of 
clauses and xC> be a term of total degree d. 
We define I'(X) = aXC> + g(X) E IFq[X] with (a,a) E IF~ x Nn such that all the 
terms of the polynomial g E IF q[X] are of total degree strictly smaller than d - 3. 
If k = III > 3 and if xC> is a multiple of n~=l Xi then there exists at least one 
term t in the set of terms of the decomposition of NU') - l' under (pj )jEI of total 
degree strictly larger than any term of NU'). 

Proof. The proof is similar to the one given above. Since the reduction process is 
confluent, we can suppose without loss of generality, that it begins by cancelling 
xC> and due to the particular choice of the terms of g, one sees at once that the 
total degree of the first term of the decomposition of NU') - f' (under (Pj )jEI) 
is equal to d - 3. Moreover, all the terms generated during the reduction process 
of 1', of total degree equal or larger than d - 3, are cancelled. Hence, the terms of 
NU') are of total degree strictly less than d - 3. 0 

This result is very interesting since in our context, the ciphertext is a linear 
combination of normal forms. Finally, we have the following security result: 

Corollary 4.3. Let {PI, ... ,Pm} be the polynomials of the public-key and xC> be a 
term of total degree d. We set d::; q, we define I'(X) = aXC> + g(X) E IFq[X] with 
(a,a) E IF~ x Nn and such that all the terms of the polynomial g E IFq[X] are of 
total degree strictly smaller than d - 3. We also set: 

- I ~ 2, 

- {>'1,"" Ad, Ai E IF q such that E~=l Ai == O[q] and, 
- 1) = {DI,"" Dl} a set of subset indexes such that: 

VI ::; i ::; I, {Pi j }jEDi is constructed from a disjoint set of clauses, 
VI ::; i ::; I, Di is a set of indexes of cardinalityl2 3 < IDi I ::; l ~ J . 

12 L -l} J is the maximum cardinality of a disjoint set 
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If eI is an element of (PI, . .. ,Pm) computed by Algorithm 1 with these parameters, 
then we have: 

D Cl:. H(eI), 
D being the set of terms of the decomposition of ej under (Pih50i50m. 

Proof. Recall that ej is a linear combination of normal forms. If we denote by 
{hji) hE~i the decomposition of Ni (f) - f under (Pj) jE~i' we have: 

I I 

" " " (il eI = L- AiNi(f) = - L- Ai L- hj Pj' 
;=1 ;=1 jE~i 

Moreover, with the parameters given in corollary 4.3 and according to corollary 
4.2, for all i, 1 :::; i :::; l all the terms of the normal forms N; (f') modulo {Pj} jE~i 
computed by Algorithm 1 are of total degree strictly smaller than d - 3. Hence, all 
the terms of ej are of total degree strictly smaller than d - 3. Therefore, the terms 
t of total degree d - 3 of the polynomials {hj;l} }~~~l cannot have a decomposition 
of the form: 

tel = tit, with tel E Term(ej) and t' E Term, 
since the terms of ej are of total degree strictly smaller than d - 3. 
Hence, we get that: 

D Cl:. H(eJ). 
Finally, all ciphertexts generated with such an element ej are resistant to the 
intelligent linear algebra attack. 0 

4.2.2. Differential Attack. Hofheinz and Steinwandt propose in [HS], a method to 
enhance the feasibility of the intelligent linear algebra attack previously described. 
In particular, their attack permits to recover "hidden monomials" in the Koblitz's 
graph perfect code instance of Polly-Cracker [Ko] ( Ch. 5). We detail here the ideas 
of this attack. 
For P = L"'ENn anx"', we denote by lei the number of monomials of c and we also 
set: 

a 
~(p) = {....!!:.xll - V : Xll >- XV, all . a v -=I- O}, 

av 

>- denoting here the lexicographic order on the terms. 
Suppose that for some i,1 :::; i :::; m, there exists a "characteristic difference" Oi, 
i.e., 0; = al'i x lli -Vi, with aJl Xlli, a v XVi monomials in P; and such that: a Vi 1 t 

0; E ~(Pi) \ (Ujf; ~(Pj)). 
Suppose in addition that there exists a monomial a1)i X1)i in h; such that X1)i X lli and 
X1)i XVi do not occur among the monomials of c - a1)i X1)i qj. If for this "characteristic 
difference" , an adversary can find monomials ml, m2 in the ciphertext with X lli Iml 

and mdm2 being equal to 0;, then we can identify a potential monomial mh of h; 
as: 

ml m2 
mh=---=--· 

aJ-Lix/-Li aVixVi 
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The adversary can not be sure about the correctness of his guess (i.e., if mh is really 
a monomial of hi). But, he can check it by computing the number of monomials 
in the simplified ciphertext e' = e - mhPi. Indeed, if the number of monomials in 
e' is smaller than in e, it is then very likely that th is a monomial of hi' Notice 
that e and e' encrypt the same plaintext. 
An adversary repeats this simplification process of the ciphertext for each "char-

acteristic difference" in the set ~(pi) \ ( U#i ~(pj)) and for all i, 1 SiS m. If at 

some point of this simplification process e' is a monomial of the form a(3x(3, then 
the encrypted plaintext has been recovered successfully. Otherwise, he can try to 
perform an intelligent linear algebra attack on the simplified ciphertext. 
Subtracting a polynomial of the ciphertext can reveal "hidden monomials" . Indeed, 
the fact that a monomial mhj in hj is hidden in the ciphertext e implies that for 
all i, 1 SiS m there exist two monomials mh, in hi and m p, in Pi such that: 

m 

mhjpj + L mh, m p, = O. 
i=l 

Therefore, if one can find a monomial mh, E {mh" ... ,mhm }, then we know that 
the simplified polynomial e' = e - mh,pi contains a monomial of the form mhj mpj , 
mpj being a monomial of Pj. Therefore, the monomial which was hidden in the 
ciphertext e is no longer hidden in the simplified ciphertext e'. 
We also would like to emphasize that it is not clear that the sets {~(pi) \ ( U#i 

~(pj)) h:S;i:S;m always contain enough characteristic differences to recover all the 

"hidden monomials" . 
Following these remarks, we propose an improvement of the differential attack. In 
particular, we no longer consider characteristic differences. Given a ciphertext e, 
we first compute - for a monomial mi occurring in a decomposition of the form 
me = mimp" with me being a monomial of e and for some monomial m pi of Pi -
the polynomial e' = e - miPi. This polynomial can validate the choice of the guess 
(we don't know if mi is really a monomial of hi). Indeed, if le'l = lei - ImiPil, 
then this can be taken as evidence that mi is a monomial of hi' If this equality 
on the number of monomials is not true, the polynomial e' can also be useful 
to reveal hidden monomials: if there exists a monomial mj in e' which is not a 
monomial of e, and which occurs in a decomposition of the form me' = mjmpj' 
for some monomial mpj of Pj (indeed, we then have me' = mjmpj = mimpi) then, 
in addition to the fact that mi is probably a monomial of hi, it is also very likely 
that mj was a monomial of h j that was hidden in the ciphertext e. In all other 
cases, mi is not a monomial of hi, and we then set e' = e. 
At the second step, we select a monomial mk =f. mi having a decomposition of the 
form me' = mkmpk' with me' a monomial of e' and for some monomial m pk of Pk· 
We compute e" = e' - mkPk and we verify as previously whether mk is a correct 
guess. We iterate this process while the simplified ciphertext is not a monomial 
of the form a(3x(3 (when it equals a(3x(3, then a(3 is the plaintext corresponding to 
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c, according to our encryption procedure). Notice that even if there are hidden 
monomials in the ciphertext, it is very likely that these monomials can be guessed 
by considering simplified ciphertext. 
As presented here, the attack of [HSj and the improvement we have described 
above appear to be quite generic, and thus apply to our system too. 

5. Practical Considerations 

The generation of the set C of clauses has been performed using the algorithm 
hgen2. Apart from that, the complete implementation of instances of our system 
has been done using the MAGMA symbolic language - which we found best suited 
for the manipulation of multivariate polynomials (multiplication, evaluation on a 
vector of IF;, computation of the number of terms ... ) - with interfaces in C. 
The public-key consists of m 3-clauses in the variables Xi, 1 :::; i :::; n. It can thus 
be stored using 3mlg(n) bits, that is O(nlg(n)) bits with m = en. 
The secret-key is n bits long, as we can identify T with 1 and F with 0 for its 
storage. 
In practice, we choose a large d (e.g., d ~ 200), and q roughly of the same size as 
d, with q ~ d. 
Our construction of the ciphertext presents some practical advantages. First it 
allows to construct a relatively short ciphertext (in comparison with a regular 
Polly Cracker scheme) in a quite efficient way. We can control the size of the 
ciphertext with the parameters {AI, ... , AI} of Algorithm 1 (by setting Ai to zero 
when having reached a certain size). Moreover, increasing the size of the public
key does not increase the size of the ciphertext, and hence does not degrade the 
performance of the system. 
To have a more precise idea of the characteristics of this system, we give an example 
of real-time implementations. For n = 700 and m = 2450, we obtain: 4.3s to 
generate a public-key of size 6.9KBytes, an encryption time of 3.22s, 1527 terms 
in the ciphertext and a decryption time of 0.13s. 

6. Concluding Remarks 

We have presented a cryptographic scheme of Polly-cracker type, the underlying 
problem of which is based on a subclass of the family of SATISFIABILITY problems. 
We have proposed a specific method to construct the ciphertext. We have examined 
its security on the one hand by considering single break attacks, and on the other 
hand by exploring the best known methods to date to attack the hard problem. 
Concerning single break attacks, the results obtained are quite interesting because 
resistance to intelligent linear algebra attacks has always been a concern for Polly 
Cracker type schemes. On the other hand, differential attack and our extension 
of it seem hard to defeat, as they are a generic tool to handle all Polly Cracker
like ciphertext constructions. Finally, we believe that our approach - namely the 
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investigation of sharp methods from propositional logic and the setting of results 
in a cryptographic context - is quite new. 
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Combinatorially Designed LDPC Codes Using 
Zech Logarithms and Congruential Sequences 

Jing Li 

Abstract. We investigate a systematic construction of regular low density 
parity check (LDPC) codes based on (rp"l-l ,p"l,p,,,(, {a, I}) combinatorial 
designs. The proposed (r,p)-regular LDPC ensemble has rate (1-~)"I, girth 

2: 2"1+ 1 , and exists for all "( 2: 2. The codes are a subset of Gallager's random 
ensemble, but contains a good combination of structure and (pseudo ) random
ness. In particular, the simple case of"( = 2 results in a class of codes that 
are high-rate, systematic, quasi-cyclic, linear-time encodable and decodable, 
and free of length-4 and length-6 cycles. Analysis on distance spectrum shows 
that they are better than the Gallager ensemble of the same parameters. 
Simulation of the proposed codes on intersymbol interference channels show 
that they perform comparably to random LDPC codes. Unlike random codes, 
the proposed structured LDPC codes can lend themselves to a low-complexity 
implementation for high-speed applications. 

Keywords. Codes on graphs, Combinatorial design, Low density parity check 
(LDPC) codes, Inter-symbol interference (lSI). 

1. Introduction 

Considerable work has been done recently about the design and analysis of low den
sity parity check (LDPC) codes. The original LDPC codes proposed by Gallager 
use random matrices [1]. Although research work indicates that randomness is im
portant for capacity-approaching performance, codes with structure and regularity 
are preferred for ease in implementation. In addition to the random construction 
of LDPC codes like bit filling and/or optimization of degree profiles using density 
evolution, systematic constructions are also being proposed, which include the ap
proaches from combinatorial designs [4, 7, 5], finite geometries [6], congruential 

This project was supported in part by a grant from Seagate Technology and a grant from the Com
monwealth of Pennsylvania, Department of Community and Economic Development, through the 
Pennsylvania Infrastructure Technology Alliance (PITA). 
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sequences [8], Ramanujan graph [9] and lattice designs [7]. It has been shown that 
in some cases (especially for short lengths and/or high rates, like those used for 
digital recording systems), structured LDPC codes are a better choice than ran
dom LDPC codes with comparable performance, less memory requirement, and 
more implement able structure [4, 6]. 

In general, an LDPC code is either represented using a parity check matrix H 
or its corresponding Tanner graph. Major parameters for an LDPC code includes 
the column weight 'Y and the row weight p in H matrix, and the girth (the length 
of the shortest cycle) in the Tanner graph. An LDPC code is said to be b, p)
regular if all columns in H have weight 'Y and all rows have weight p. The girth 
is important to LDPC codes because the existing decoder is an iterative message
passing decoder whose efficiency is sensitive to short cycles. 

In this work, we investigate a class of structured LDPC codes from bp'-I, P', 
p, 'Y, {O, I}) combinatorial design b 2: 2) [5]. In addition to their regular and thus 
easily-implement able structure, a key merit of considering combinatorial designs is 
that length-4 cycles can be systematically avoided [2, 4, 7, 5]. In fact, for the specific 
design proposed here, the girth is at least 2,+1, i.e., length-6 cycles are also sys
tematically avoided. The proposed LDPC codes are a subset of Gallager's random 
ensemble, but contains a good combination of structure and pseudo-randomness. 
Zech logarithm in Galois field (GF) and congruential sequences are used to facili
tate the implementation. In particular, the simple case of 'Y = 2 results in a class 
of systematic, quasi-cyclic, high-rate (2, p)-regular codes, which are linear time 
encodable and linear time decodable. Computation of distance spectrum reveals 
that they are (slightly) better than the Gallager ensemble of the same parameters. 

In [II] it is shown that the thresholds of regular Gallager codes over the dicode 
channel approaches the i.i.d capacityl of the channel at high rates. This means that 
high-rate regular LDPC codes are asymptotically optimal for dicode channels. We 
expect it to be true for a general intersymbol interference (lSI) channel also. The 
later part of the paper investigates the application of the proposed LDPC codes 
on partial response maximum likelihood (PRML) models that are used in digital 
recording systems. We show that the proposed structured LDPC codes perform as 
well as random LDPC codes, yet with more implement able structure. 

2. Preliminaries 

Definition 2.1. (Combinatorial Design) 

[I] A combinatorial design is an arrangement of a set of m points into n subsets, 
called blocks, which satisfy certain regularity constraints. 

[2] The incidence matrix of a combinatorial design gives the (O,I)-matrix (of 
dimensionality n x m) which has a row for each point v and a column for 
each block B, and (v, B) = 1 iff point v is incident with block B. 

1 We use capacity to loosely denote the information rate. 



Combinatorially Designed LDPC Codes 195 

[3] The covalency AV1 ,V2 of two points VI and V2 is the number of blocks that 
contain both of them. 

[4] A design is said to be regular if the number of points contained in each block 
(denoted as ,) is the same for every block and the number of blocks each 
point is incident with (denoted as p) is the same for every point. 

[5] A design is said to be balanced if the covalency AV1 ,V2 of the point pair (VI, V2) 
are the same for all pairs. A regular and balanced design can be denoted as 
a (m, n, p", A)-design, where mp = n,. 

It follows from the above definitions that a combinatorial design with favor
able constraints can define a binary LDPC code. The transpose of the incidence 
matrix can be used as the parity check matrix H, where points and blocks in the 
combinatorial design correspond to rows and columns in the H matrix. The H 
matrix has m rows, n columns (codeword length), with row weight p and column 
weight,. The code rate is given by R = 1-ran~( H) :S 1-![t (all rows in H matrix may 
not be independent). Further, covalency A < 2 guarantees that the corresponding 
Tanner graph is free of length-4 cycles. 

An example is given in Fig. 1. m = 8 points are grouped in n = 16 blocks 
with each point incident with 4 blocks and each block containing 2 points, where 
BI = (VI, V2), B2 = (VI, V4), ... , Bl6 = (V7' V8). Fig. l(a) shows the combinatorial 
design (where a line connecting 2 dots is used to denote a block containing two 
points) and (b) the corresponding H matrix. The design has covalency A = {O, 1 } 
for all pairs of points and, hence, is free of length-4 cycles. In fact, the code shown 
here is also free of length-6 cycles. 

Some popular classes of combinatorial designs that have already been stud
ied for generating LDPC codes are Steiner systems or (m, n, p, "I)-designs [2], 
Kirkman triple systems (KTS) or (m, n, p, 3, {O, I} )-designs (which are resolvable 
Steiner triple systems (STS)) [4,7], and balanced incomplete block designs (BIBD) 
[12, 13]. Others designs from lattice [7] and Ramanujan graphs [9] are also pro
posed. These systematically-designed LDPC codes share the same desirable prop
erties like simplicity in construction and regularity in code structure. Some of these 
codes were shown to perform within 1 dB from the capacity on AWGN channels, 
and other have been evaluated for use in magnetic recording channels. Below we 
present a new design which results in a class of (r, p)-regular LDPC codes of rate 
(1_1),. 

p 

3. bp'Y-1,p'Y,p,,,!, {D, l})-Designed LDPC Ensemble 
3.1. (rpl'-l, pI, p", {O, I} )-Design 

Consider ,pl'-l points and pI' blocks. For ease of proposition, we label blocks 
with ,-tuple subscripts, i.e., B(Xl,X2, ... ,X-r)' where Xl, X2,' .. ,XI' E {O, 1, ... ,p-l}. 
Two blocks are said to be in the same plane if at least (r - 2) coefficients in the 
,-tuple subscript are the same. For each direction along the axis of Xi (call it 
"principal" direction), pl'-2 parallel planes (call them "principal" planes) can be 
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(a) 

vI v2 

v8 __ --rr~~--.v3 

v7 __ --~~Yr--.v4 

v6 v5 

(C) 

Jing Li 

(b) 

vi I I 11000000000000 
~ 0000111100000000 
v5 0 0 0 0 0 0 0 0 I I I I 0 0 0 0 
~ 0000000000001111 
~ 1000100010001000 
v40100010001000100 
v60010001000100010 
ri 0001000100010001 

;;:::::;::;:::::===~~ vI 

v2 

~~V3 
v4 

~~p~~~v5 
\..::1""'~~7'E--~--':::::!5i v6 

;Z~;8::~~~ v7 

v8 

(e) 

vI 1000000:111000000 
v2 1100000:000 II 0000 
v3 0 II 0000:00000 II 00 
v4 00 I 1000: I 000000 I 0 
v5 000 II 00:000 I 0000 I 
v60000110:010001000 
v7 00000 11:0000 I 00 I 0 
vslnnnnnn inn Innn n 

If (l+D) 

FIGURE 1. (a) (m, n, p, 2, {O, I}) Combinatorial design, where p = 
4, m = 2p = 8, and n = p2 = 16; (b) Resulting H matrix for an 
LDPC code with code length n = 16; (c) A form of linear time 
encodable LDPC codes; (d) A form of turbo product codes. 

selected each containing p2 blocks (and collectively covering all blocks). In each 
principal plane, the p2 blocks can be evenly divided into p discrete "bundles" ac
cording to a predefined "bundle-rule" (which will be discussed later). Hence, there 
are altogether ,,/p'Y-2 principal planes and ,,/p'Y-1 bundles where no two bundles 
contain a same pair of blocks. Each bundle then uniquely determines a point, in 
other words, a point is incident only with blocks in the same bundle. We thus have 
,,/p'Y-1 well-defined points and p'Y well-defined blocks, where each point is incident 
with "/ blocks and each block p points. Further, the overlap of any two blocks is 
at the most one point. This results in a bp'Y-l, p'Y, p, ,,/, {O, 1 })-design. Fig. 1 gives 
an example of a (8,16,4,2, {O, 1 }O-design. 

Lemma 3.1. The above combinatorial construction results in bp'Y- 1 ,p'Y ,p,"/, {O, 1})
designs that have the following properties: 
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[1] The resulting (y,p)-regular LDPC code has code length n 
R = (l-l/p)!. 

[2] The girth of the corresponding Tanner graph?: 2"1+1. 
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p"l and rate 

The proof of Lemma 3.1 is straightforward and, hence, is omitted. A comment is 
that, since the code rate is (1-1/ p)"I, to get a reasonable rate (i.e., not too small), 
either r is small or p is large. Hence for practical applications, p! ?: rp"rl is almost 
always satisfied which makes good construction possible and likely. 

Clearly, the performance of the above design under message-passing decoder 
is much affected by how blocks are bundled in a plane (i.e., how incidence matrix is 
defined). The desired bundle-rule contains enough structure to ease the construc
tion and implementation, and enough randomness to avoid recurrence of a bad 
pattern (like short cycles) in the design. Below we discuss two effective ways of 
using Zech logarithm and congruential sequences to construct bundle-rules. Other 
approaches like cyclic patterns from finite geometry are also possible. 

3.2. Zech Logarithm 

When p = pt where p is a prime number and t an integer, the bundle-rule can 
be described using a pseudo-random permutation table generated systematically 
from Zech logarithm arithmetics in Galois field GF(pt). This is how it works. 
Let a be a (predetermined) primitive element in GF(pt), the elements in GF(pt) 
can be represented as 0, 1, a, a 2 , ... ,arr-2 , or equivalently -00,0,1, ... , p-2 where 
logak = k for ° ~ k ~ p-2 and logO = -00. A permutation vector with seed i o, 
denoted as 7I"io' is constructed using Zech logarithm as follows 

7I"i (.)={lOg(a2o +aJ ), forj=0,1,2, ... ,p-2, 
° J log(a20), for j = p-1, 

(3.1) 

where io E {-oo, 0,1, ... ,p - 2}. Each permutation vector 7I"io uniquely speci
fies a bundle in a plane, such that p blocks with subscripts (j, 7I"io (j)) where 
j = 0,1, ... , p -1 (for ease of proposition, we omit the irrelevant r - 2 indexes 
in the subscript) belong to the same bundle. Since different seed io results in a 
different permutation vector, there are altogether p permutation vectors which can 
be used to bundle the p2 blocks in a plane. We illustrate this through the following 
example. 

Example. (Permutation Table from Zech Logarithm in GF(23)) 
Consider p = 23. We take the root of the minimal polynomial P(x) = x 3 +x+ 1 
in GF(23) as the primitive element a. Tab. 1 summarizes the Zech logarithm 
arithmetic and the resulting permutation table (-00 is denoted and interpreted 
as position p -1( = 7) in the table). Fig. 2 shows how bundles are defined by 
permutation vector 71"0, 71"2 and 71"7. We use boxes to denote blocks, and those 
connected to the same line are considered in one bundle. Hence, a permutation 
table uniquely defines p bundles (corresponding to p points) in a plane. 

Further, note that any two rows in the a permutation table can be exchanged 
which results in a different permutation table (and thus different bundle-rule). 
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TABLE 1. Permutation Table Constructed Using Zech Logarithm 
in GF(23 ) 

Log Zech Log 
13 logfi log", (0:'0 + (3) 

io = 0 1 2 3 4 5 6 7 
1 001 0 7 3 6 1 5 4 2 0 
0: 010 1 3 7 4 0 2 6 5 1 

0:2 100 2 6 4 7 5 1 3 0 2 
0:3 100 3 1 0 5 7 6 2 4 3 
0:4 100 4 5 2 1 6 7 0 3 4 
0:5 100 5 4 6 3 2 0 7 1 5 
0:6 100 6 2 5 0 4 3 1 7 6 

0100 7 0 1 2 3 4 5 6 7 
11"0 11") 11"2 11"3 11"4 11"5 11"6 11"7 

o 2 345 6 7 

FIGURE 2. Illustration of how permutation table defines bundle-rule 

When p! 2: rp'Y-l, i.e., the number of permutation tables is larger than the number 
of principal planes, we have sufficient choices such that no two principal planes 
use the same bundle rule. This brings a good amount of pseudo-randomness into 
the construction to prevent short cycles. In the meantime, the basic permutation 
table (i.e., Zech logarithm arithmetic) can be implemented using simple hardware 
with small memory. 

3.3. Congruential Sequences 

Another efficient way to design pseudo-random permutation tables of dimension 
p x p is to use maximal length congruential sequences (or M-sequences) of length 
M=p2. 

If M = 2k for some integer k, a k-tap linear feedback shift register (LFSR) 
can be used to generate an M-sequence. The characteristic polynomial of the LFSR 
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an ~D an-k+l D an-k D ••• ~an-l 

C1 ~~ c k 

'-------t+ +------4> ... 

FIGURE 3. System diagram of a k-tap linear feedback shift register 

depicted in Fig. 3 is given by: 

k 

f(D) = 1- LCiDi, (3.2) 
i=l 

where c/s are connection variables, and D is a delay operator. When f(D) is a 
primitive polynomial (which exists for all k ~ 1), and when the initial values, 
ao, aI, ... , ak-1, are not all zeros, the corresponding binary LFSR sequence gen
erated through an = ~~=lcian-i (where ~ stands for binary summation), has 
period 2k -1 (see for example [17]). This is what is used in code division mul
tiple access (CDMA) systems to generate binary pseudo-random sequences (also 
known as PN codes) of period 2k -1. It can be conveniently shown that an integer 
pseudo-random sequence of period 2k-l, {An}, can be generated by combining k 
consecutive terms in the binary LFSR sequence, namely, 

k-1 
A [ ] '" 2k - 1- i n = an, an+1,···, an+k-1 binary = L an+i . (3.3) 

i=O 

Any 2k - 1 consecutive integers in the sequence lead to a length 2k -1 (integer) 
M-sequence. Notice that this sequence covers numbers from 1 to 2k -1 (without 
number 0). Hence, inserting a 0 to any position of this sequence leads to a pseudo
random M-sequence of length M = 2k. 

A different approach that is just as simple but more general (i.e., applicable 
to any non-zero N) is to use the algebraic formula [18]: 

An = aAn- 1 + b mod M. (3.4) 

To ensure that the resulting sequence is of maximal length, the parameters a and 
b need to satisfy: 

• a < M, b < M, b be relatively prime to M; 
• (a-I) be a multiple of p, for every prime p dividing M; 
• (a-I) be a multiple of 4 if M is a multiple of 4. 
• (optional) a be relatively prime to M. 

The mapping of a length N = p2 maximal congruential sequence to a p x p 
permutation table can be defined arbitrarily in principle, but it is desirable for the 
mapping rule to contain both structure (for easy description and implementation) 
and randomness (for good performance). For example, a simple way is to fill the 
M-sequence in the permutation table and sort and order the elements in each row. 



200 Jing Li 

Example. (Permutation Table from Congruential Sequences) 
For the case of p = 6, let us pick a = 13 and b = 5. The length M = 36 sequence 
generated using (3.4) is as follows (starting with Ao = 0): 

00, 05, 34, 15, 20, 13, 30, 35, 28, 09, 14, 07, 24, 29, 22, 03, 08, 01, 
18, 23, 16, 33, 02, 31, 12, 17, 10, 27, 32, 25, 06, 11, 04, 21, 26, 19. 

There are many ways to fill the M-sequence in the table, like row-wise, column-wise, 
diagonal-wise or any other cyclic pattern. Tab. 2(A) illustrates the zig-zag filling 
pattern that starts from the top-left corner and proceeds diagonally from top-right 
to bottom-left. Then, sorting and ordering each row, we obtain a permutation table 
as shown in Tab. 2(B). By cyclically shifting anyone row or several rows, a new 
permutation table (and therefore a new bundle rule) will result. 

TABLE 2. Permutation Table Constructed Using Congruential Sequences 

00 05 15 30 14 03 0 2 4 5 3 1 
34 20 35 07 08 33 4 2 5 0 1 3 
13 28 24 01 02 10 3 5 4 0 1 2 
09 29 18 31 27 06 1 5 3 2 4 0 
22 23 12 32 11 21 3 4 1 5 0 2 
16 17 25 04 26 19 1 2 4 0 5 3 

3.4. The Simplest Case of 'Y = 2 

In this subsection, we discuss a simple case, 'Y = 2, of the above design (since it is 
easily analyzable) and compare it to the Gallager ensemble. First, we note that this 
case (Fig. 1) is somewhat special in that the resulting LDPC ensemble contains 
only one code for each given p (if the relevant order of the bits in the codeword 
is ignored). Second, instead of using the aforementioned procedure and labelling 
blocks with 2-tuples, all points and blocks can be labelled using a scaler and their 
relations can be conveniently specified as follows: for a set of point containing even 
number of points, denoted as V = {VI, V2, ... , V2p-I, V2p}, a block B is composed 
of two points from V, Vi and Vj, where 

i = j + k mod 2p, \tk = 1,3,5, ... 2r~1 -1. (3.5) 

The example of 'Y = 2, P = 4 is shown in Fig. 1. We have the following lemma for 
this class of (2, p)-regular LDPC codes: 

Lemma 3.2. The (2, p)-regular LDPC codes from the above design have the follow
ing properties: 

[1] They are a class of high-rate, systematic codes with code length n = p2, rate 
R = (1 - 1/ p)2 and girth 8. 

[2] They are quasi-cyclic LDPC codes. 
[3] They are linear time encodable and linear time decodable. 
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The above properties can be conveniently verified. Here are a few comments. 
First, we note that shifting a valid codeword leftward or rightward by p bits pro
duces another valid codeword (quasi-cyclicity). However, the codewords are not 
M-sequences since the codeword length p2 is a multiple of the period p. Second, 
the encoder can be implemented with a linear shift register with feedback connec
tions based on its generator polynomial which eliminates the necessity of storing 
the generator matrix. Third, the linear time encodability (a property that is not 
readily attainable for random LDPC codes [3]) can be either inferred from quasi
cyclicity or from the following lemma: 

Lemma 3.3. For an LDPC code specified by an m x n parity check matrix H, if 
there are at least (m-1) weight-2 columns which do not complete a cycle among 
them, then encoding can be performed with linear time in n. 

Proof As shown in Fig. 1(c), we can rearrange these weight-2 columns to make 
the corresponding matrix diagonal or sub-diagonal. Clearly, this realization can 
be encoded linear time using back substitution [16]. Furthermore, the parity check 
matrix in Fig. 1(c) also presents a form of irregular repeat accumulate (IRA) 
codes [14], where the left sub-diagonal part of the H matrix plays the role of an 
accumulator 1/(1 EB D), and the right part functions to repeat data bits and form 
checks among them. It is well known that IRA codes are linear time encodable. 

It is worth mentioning that the above (2, p)-regular LDPC codes can also be 
viewed as a special type of 2-dimensional turbo product codes (TPC) constructed 
from arrays of single-parity check (SPC) codes. Fig. 1(d) presents the same (2,4)
regular LDPC code in an equivalent TPC/SPC format. We note, however, that 
the general case h, p)-regular codes h 2:: 3) from the proposed design are not 
TPC /SPC codes. The major differences include that 1) a TPC /SPC code is de
terministic and rigid in structure, where the proposed LDPC ensemble contains a 
variety of realizations and pseudo-randomness for "( 2:: 3; and 2) a ,,(-dimensional 
TPC /SPC code of length n has girth 2'Y+l and contains approximately ~~ cycles 
oflength 2'Y+1 (for large n » 2'Y), whereas the proposed LDPC ensemble has girth 
2:: 2'Y+l (worse case construction has girth 2'Y+ 1 ), and the number of length 2'Y+l 
cycles is small (due to pseudo-randomness in bundle rule, we expect this number 
to decrease with the increase of n). 

3.5. Distance Spectrum Analysis 

In his original construction [1], Gallager specified an ensemble of h, p)-regular 
LDPC codes whose m x n parity check matrix H can be horizontally split into 
"( sUb-matrices of dimensionality ~ x n each, where each sub-matrix has uniform 
column weight 1 and row weight p (denote such a sub-matrix as H(l,p))' We refer 
to this ensemble as the Gallager ensemble, since Gallager has used it to derive 
many useful results concerning the properties of LDPC codes and the iterative 
decoding. It can be seen from the construction procedure (as well as Fig. 1(b)) that 
the proposed h, p)-regular LDPC ensemble is a subset of the Gallager ensemble. 
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Below we evaluate and compare the distance spectrum of the proposed subset with 
the whole set. 

Distance spectrum is useful in evaluating the ensemble average performance 
(assuming an optimal decoder), but is generally hard to compute for an LDPC 
ensemble. For the Gallager ensemble with random constructions, the expectation 
(i.e., average) of the output weight enumerator function (OWEF) can be derived 
fairly easily. For the structured (-y, p)-regular ensemble proposed above, a closed
form expression for OWEF involves tedious mathematics. Hence, we consider only 
the simple case of 'Y = 2. 

Example. (Gallager Ensemble) 
Considering Gallager ensemble of ('Y, p)-regular codes with code length n, the par
ity check matrix, H(-y,p), constitutes of'Y sub-matrices, H(1.p), each of which has 
output weight enumerator function [1 J 

A(1.p)(w) = B(w) * B(w) * ... * B(w), (3.6) 
, v ~ 

where * denotes convolution operation and 

B(W)={ (~), 
0, 

p 

weven, 
wodd. 

The average OWEF of (-y, p)-regular Gallager ensemble is thus given by 

gall _ A(1.p) ( )
,-1 

A(-y,p)(w) - A(1,p) . (:) 

Example. ( (2p, p2, p, 2, {O, I} )-Designed LDPC Ensemble) 

(3.7) 

(3.8) 

The codes resulted from this design are an alternative form of 2-dimensional 
TPC/SPC codes. Hence, the exact OWEF (rather than the ensemble average) 
can be computed using [19J 

Af,;;(w)~ ;,1;,(=( .t.~(~,a,p)w'): (3.9) 

where 
(3 

P(~, a,p) = L( _1)k (~) (~-=-~). 
k=O 

(3.10) 

In Tab. 3, we compare the output weight enumerators (in logarithm scale) 
of the Gallager ensemble (2, p)-regular (random) LDPC codes and the proposed 
(2, p )-regular (structured) LDPC codes. We observe that the proposed structured 
codes are better than the ensemble average of random codes, with fewer codewords 
at the low weight end of the distance spectrum. In other words, the proposed codes 
are above average in the maximum likelihood sense. 

It is worth noting that the number of weight-2 columns in an LDPC code 
usually needs to be limited in order for the code to be asymptotically "good" on 
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TABLE 3. Comparing the Output Weight Enumerator of Gallager 
Ensemble (Random) LDPC Codes and the Proposed (Structured) 
Combinatorial Designed LDPC Codes ((2,16)-regular, n=256, 
Logarithm Scale) 

Output weight Gallager Proposed 
w IOglO(Aw ) IOglO(Aw ) 

2 2.0529 
4 4.2471 4.1584 
6 6.4509 6.2745 
8 8.6383 8.5254 
10 10.7988 10.7074 
12 12.9265 12.8570 
14 15.0175 14.9651 
16 17.0689 17.0300 
18 19.0781 19.0500 
20 21.0431 21.0232 
22 22.9620 22.9483 
24 24.8333 24.8242 
26 26.6558 26.6499 
28 28.4286 28.4249 
30 30.1510 30.1488 
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AWGN channels ("good" in the sense as MacKay defined in [2]). For irregular 
codes, the upper limit of the weight-2 columns is determined by the stability 
condition. For regular codes, the column weight needs to be at least 3, since it 
was shown by Gallager that only with I 2: 3 will the average minimum distance 
of a regular LDPC ensemble increase linearly with the code length [1]. Hence, 
(2, p)-regular LDPC codes are not "good" codes on AWGN channels. However, 
when (2, p)-regular codes are used with a modulation or channel that has memory, 
the modulation/channel will provide another level of parity check (either binary 
or nonbinary) to the coded bits from LDPC codes. In other words, (2,p)-regular 
LDPC codes can be "good" codes in such cases. Further, recent work has shown 
that regular LDPC codes are asymptotically optimal (i.e., reaching to the i.i.d. 
capacity of the channel) on a dicode channel [11]. We conjecture the result to be 
valid on general lSI channels too. 

4. Application on PRML Channels 

One possible application for the proposed structured LDPC codes, especially the 
(2, p )-regular codes that are both simple and high-rate, is the digital recording 
systems. This section evaluates their performance on ideal PR magnetic recording 
channels. 
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--------------------------, 

~I m: ~+1.-1 lSI : LDPC II, Precoder Channel: 
1--__ -'. : - . H(D): 

Outer Code : ________ !'!'!t:r_<;~~ _________ : 

LDPC Decoder 

~ 

APP Detector 

(BCJRAlg) l 
L-__________~~-----------~ 

n 

FIGURE 4. System model for LDPC-coded PRML channels. 

Typical PR channel models used in magnetic recording systems include PR
IV channel family whose channel response takes the form of H(D) = (1 + D)(l -
D)q, where q= 1 is PR4, q=2 is EPR4 channel, and q=3 is E2PR4 channel. A block 
diagram of the LDPC-coded PRML channel and a matching decoder is shown in 
Fig. 4. We consider a soft-in soft-out iterative decoding and equalization (IDE, also 
known as turbo equalization) receiver which composes of an inner BCJR decoder 
matched to the PR channel and an outer message-passing decoder matched to the 
LDPC code. Further, a random interleaver is inserted between the LDPC code 
and the PR channel to break up the correlation among code bits and to bring up 
possible interleaving gain (the interleaver size is an integer multiple of the outer 
LDPC code length). 

The PR channel in a magnetic recording system is usually binary precoded 
whose traditional role is to limit error propagation in the threshold detectors for lSI 
channels, but has recently acquired another important role of improving the dis
tance spectrum in an iterative process. To facilitate the choice of a good precoder, 
the i.i.d. capacity is computed using density evolution with Gaussian approxi
mation. The i.i.d. capacity of the system is computed as the maximum mutual 
information between input and output LLRs of the system 

I = ~ "" 100 (code) l 10 2f~code)(l) dl 
2 d~l -00 fd () g flc1h)(l) + f~\h)(l) , 

( 4.1) 

where d = ±1, f~ch) (l) and f~code\l) are the pdf's of the input LLRs (from the 
channel) to the LDPC-coded PR system and the output LLRs from the system 
after joint decoding/detection, respectively. 

The i.i.d. capacity of the proposed (2, p)-LDPC codes on EPR4 systems is 
plotted in Fig. 5 where several binary precoders are evaluated. We see from the 
plot that 1/(1 EB DEB D2) and 1/(1 EB D2 EBD3 ) are apparently worse precoders than 
the other two. Whereas l/(lEBD) and 1/(lEBD2) present almost identical i.i.d. ca
pacities, simulation results with finite lengths shows that 1/( 1 EB D2) seems to yield 
slightly better performance and, hence, will be used throughout the simulations. 
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LLd. capacity for (2,p)-regular LDPe codes on EPR4 channels 
6.2 

6 

5.8 

5.6 

1D 5.4 
:s 
~ 5.2 
:0 
W 5 

4.8 

4.6 

4.4 

1/(1+0) 

1/(1+02) 

1/(1+D+02) 
1/(1+0'\03) 

4.2L-----~----~--------' 
0.85 0.9 0.95 

LLd. capacity 

FIGURE 5. I.i.d. capacity of (2p, p2, p, 2, {O, I} )-designed LDPC 
codes on PRML channels with different precoding. 
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The performance of PRML magnetic recording channels employing the pro
posed regular LDPC codes from (2p, p2, p, 2, {O, I} )-design is evaluated via com
puter simulations. We consider 2 basic code rates of R = 0.88 and 0.94, 3 interleaver 
sizes of 1024, 2048 and 4096 bits, and 3 typical channel models of PR4, EPR4 and 
E2PR4, respectively. Fig. 6 plots the bit error rate (BER) curves of a rate 0.88 
code from (32,256,16,2, {O, I} )-design on PR4, EPR4, and E2PR4 channels with 
a precoder 1/(1 EB D2). Although not shown, for uncoded PRML system to reach 
BER of 10-5 , 10.25, 10.5 and 10.8 dB are required for PR4, EPR4, and E2PR4 
channels, respectively. Hence, we see that 4 - 5 dB gains are achievable by the pro
posed codes. Interleaving gain phenomenon is also observed from the plot, where 
the increase of the interleaver length from 1K to 4K brings an additional 0.5 dB 
gain. 

Fig. 7 compares the BER performance of structured LDPC codes (from 
(32,256,16,2, {O, I} )-design and (64,1024,32,2, {O, I} )-design) with that of ran
dom (3,p)-regular LDPC codes. Computation of !.i.d. capacity reveals that the 
structured LDPC codes used here perform best with a precoder 1/(1 EB D2) and 
that the random LDPC codes perform best without a precoder. The BER curves 
of the best cases for both codes are plotted, which shows that they are compara
ble in performance; however, the proposed structured LDPC codes are simpler in 
structure. 

5. Conclusion 

We propose and discuss in this work a systematic construction of regular LDPC 
codes from ("(p'Y- 1 , p'Y, p, ,,(, {O, I}) combinatorial design. The resulting LDPC codes 
contain a good combination of pseudo-randomness and structure. Investigation on 
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FIGURE 6. BER performance of rate 0.88 LDPC codes from com
binatorial designs 
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FIGURE 7. Comparison of the proposed structured LDPC codes 
and random LDPC codes 

their performance on PR magnetic recording channels shows that they perform 
as well as or slightly better than the average random LDPC codes, yet their well
defined structure allows them to be implemented at a much lower cost than random 
codes. This is also in agreement with the result from [ll] that regular LDPC codes 
are asymptotically optimal on lSI channels. 
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Abstract. By generalizing a propagation rule for binary constant-weight 
codes, we present three constructions of binary constant-weight codes. It turns 
out that our constructions produce binary constant-weight codes with good 
parameters. 
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1. Introduction 

Constant-weight codes have a very long history because of both practical appli
cations and theoretical interests. Various methods from algebra, finite geometry, 
combinatorics, etc., have been employed to construct good codes. The reader may 
refer to [6] and [2] for a good survey on this topic. 

In this paper, we first give a simple propagation rule by identifying a binary 
constant-weight code with a family of subsets. This idea is further generalized 
to linear spaces and free modules to construct binary constant-weight codes with 
reasonable parameters. 

2. Preliminaries 

In this section, we introduce some concepts and definitions that will be used in 
the next sections. 

2.1. Constant-Weight Codes 

A binary constant-weight code C c,;:: lF2 is a set of codewords that have the same 
(Hamming) weight. C is called an (n, M, d; w) constant-weight code if C is a set of 
cardinality M, such that each codeword has the same weight w, and the distance 
between any two codewords is at least d. Given n, d and w, to determine the 
maximum possible size A(n, d, w) of an (n, M, d; w) binary constant-weight code 
is an important problem in coding theory. 
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In calculating the distance between two codewords we have a useful formula: 

Proposition 2.1 ([8], Lemma 4.3.4). For any two codewords x = (Xl, X2, ... ,xn) 
and y = (Yl, Y2,···, Yn) in lFz, put x * y = (XlYl, X2Y2,···, xnYn), then 

d(x, y) = wt(x + y) = wt(x) + wt(y) - 2wt(x * y). 

2.2. Gaussian Coefficients 

(2.1) 

Given a prime power q and two positive integers k, r with k :::; r, the number 

[r] ~ II=T-k+l (qi - 1) 

k q TI7=1(qi -1) 

is called a Gaussian coefficient. For the convenience of later usage, we define [~l q = 
o if k > r. The significance of Gaussian coefficients is described in the following 
proposition. 

Proposition 2.2 ([8], Theorem 5.1.12). Let IF q be a finite field and V a linear space 
of dimension rover lFq • Then the number of dimension k(:::; r) subspaces of V is 

[r] (qT _ l)(qT _ q) ... (qT _ qk-l) 
k q - (qk _ 1) (qk _ q) ... (qk _ qk-l ) . 

2.3. Linearized Polynomials and Rank Distance Codes 

We first review rank distance codes studied by Gabidulin in [3]. Let A = {Ai} be 
a set of t x m matrices over a finite field IF q' The distance d(A, B) between two 
matrices A and B in A is defined by d(A, B) = rank(A - B) and the minimum 
distance of A, denoted by d(A), is defined as d(A) = min{ d(A, B) : A =I- B E A}. 
Let d = d(A) and M = IAI. We call A a (t x m, M, d) rank distance code. For a 
(t x m, M, d) rank distance code A, the Singleton bound is valid, i.e., 

d(A) :::; t - l + 1, (2.2) 

where l = logq~ M. Codes for which equality holds in (2.2) are referred to as 
MRD- codes (Maximum-Rank-Distance codes). 

In [5], Johansson presents a method for constructing MRD-codes from lin
earized polynomials. Let 1 :::; l :::; t :::; m be positive integers. A polynomial of the 
form 

t 

F(x) = L Ii Xq', 

i=O 
where fi E IF q~ is called a linearized polynomial. Denote all linearized polynomials 
of degree not higher than ql-l as 

t 

Pz,t,m = {F(x) = LJ;xq' : Ii E lFq~, deg(F(x)):::; ql-l}. 
i=O 

Assume gl, g2, ... ,gt are specified elements in the field IF q~ which are linearly 
independent over lFq, and for each F(x) E PI,t,m, put 

AF = (F(gIl, F(g2), .. . ,F(gt) )T. 
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Fix a basis of lFq= over lFq, write each F(gi) = (ail, ai2, ... , aim) expressed in 
this fixed basis as a row vector, where each entry aij E lFq. Therefore, each AF 
can be viewed as a t x m matrix (aij) over lFq, and A = {AF : F(x) E ll,t,m} 
can be viewed as a rank distance code. Moreover Johansson proved that A is an 
MRD-code. 

Theorem 2.3 ([5], Lemma 3). A = {AF : F(x) E Pz,t,m} is an MRD-code. That is, 
A is a (t x m, qml, t -l + 1) rank distance code. 

2.4. Free Modules 

Let R be a ring and M an R-module (cf. [4], Ch. IV). A subset S of M is said to be 
R-linearly independent provided that for distinct Xl, X2, ... ,Xn E Sand ri E R, 
rlXI + r2x2 + ... + rnXn = 0 deduces rl = r2 = ... = rn = O. An R-linearly 
independent subset of M that spans M is called a basis of M, and M is called a 
free R-module if M has a basis. 

If R is a commutative ring with identity and M is a free R-module, then 
each basis of M has the same cardinality. In this case, the number of elements in 
a basis of M is called the rank of M, denoted by rankM. 

Proposition 2.4 ([4], Ch. IV, Theorem 2.1). Let R be a commutative ring with 
identity and M a free R-module. If rankM =r, then M ~ R x R x ... x R. , ..... ", 

T 

In the next sections, we always consider free modules over the congruence 
class ring Zm, which is of course a commutative ring with identity. 

3. New Constructions of Constant-Weight Codes 

We present our main work in this section. In the first part, we identify each binary 
constant-weight code with a family of subsets, then give a propagation rule for 
constant-weight codes from this relationship. In the next two parts, we generalize 
the rule to linear spaces and free modules, respectively, which will lead to new 
constructions of binary constant-weight codes. 

3.1. Sets 

Suppose A = {aI, a2,.'" an} is a set of cardinality n. Denote 21AI = {S : SeA} 
to be the set of all subsets of A, then we can define a map 'ljJ : lF2' ----+ 21AI as 
follows: 

'ljJ((XI,X2, ... ,xn)) = {ai: Xi = I}. 
It is easy to verify that 'ljJ is a bijection. For each (n, M, d; w) binary constant
weight code C c IF2', 'ljJ(C) = {AI, A2, ... , AM} C 21AI satisfies 

and 

IAil = w :::; n, for i = 1,2, ... , M; 

IAil + IAjl- 21Ai n Ajl = 2w - 21Ai n Ajl ~ d, 
for all 1 :::; i i= j :::; M. 

(3.1) 

(3.2) 
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Therefore, given an (n, M, d; w) binary constant-weight code C, we can find a family 
of subsets of A satisfying (3.1) and (3.2). 

On the other hand, if there is a family of subsets of A, denoted by {A1' A2 , ... , 

AM}, satisfying the above conditions (3.1) and (3.2), we can also construct a family 
of binary constant-weight codes. 

For each fixed s with 1 :S s :S w, suppose B1 , B2 , ... ,B(:) are all subsets of 

cardinality s of A. Construct a binary constant-weight code C' = {C1' C2, ... ,CM } C 

Z~' as follows: 

(3.3) 

It's obvious that wt(c;) = (~) for all i, and for any 1 :S i =1= j :::; M, we have 

d(c;,cj) wt(c;) +wt(Cj) - 2wt(c; Hj) 

2(:) _ 2CA; ~ Ajl) 

> 2(:) _2CW~-d) ~d' (by (3.2)). 

Thus, C' is an (n',M,d';w') constant-weight code, where n' = G), d' = 2(~) -

2CY\ and w' = (~). 
Therefore, we can obtain an (n', M, d'; w') binary constant-weight code C' 

with the above parameters from an (n, M, d; w) binary constant-weight code C. 
Given a lower bound N on some A( n, d, w), there must exist at least one (n, N, d; w) 
constant-weight code, then we can construct new constant-weight codes from this 
(n, N, d; w) code. In conclusion, we have the following theorem: 

Theorem 3.1. Given a lower bound N on an A( n, d, w), then for all 1 :S s :S w there 
2w-d 

exists an (n', N, d'; w') constant-weight code, where n' = (:), d' = 2 (~) - 2 (T), 
and w' = (~). Thus, A(n', d', w') :::=: N. 

3.2. Linear Spaces 

In this part, we introduce a construction of binary constant-weight codes from 
linear spaces similar to the one from sets in the previous part. 

Let V be a linear space of dimension r over a finite field IF'q and s, t, r positive 
integers satisfying 1 :::; s :S t :S r. Put V1 , V2 ,· .. , V[:]q to be all dimension s sub-

spaces of V. Then given some dimension t subspaces W1 , W2 , .•• , WM (M :::; [:J q ) 

of V, we can construct a binary constant-weight code C = {C 1, C2, ... , C M} in a 
similar way: 

Ci == (Ci 1 , Ci2 , .•• , Ci n ), " where n = [rsJ q' c,] = { 01 (3.4) 
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The parameters of C can be easily determined. Obviously, wt(Ci) = [~lq for 

all i. Denote 0 ~ max{ dim(Wi n W j ) : 1 ::; i -I- j ::; M} ::; t - 1, then for any 
1::; i -I-j::; M, 

d(ci' Cj) wt(Ci) + wt(Cj) - 2wt(Ci * Cj) 

2 [!L -2 [dim(W; n Wj)L 

> 2[!L -2[~L' (3.5) 

So C is an n:l q' M, 2 [~l q - 2 [:l q; [~l q) constant-weight code. Hitherto, we have 
already proven the following theorem: 

Theorem 3.2. Let V be a linear space of dimension r over a finite field IF q' If there 
exists a set of subspaces of V, denoted by nCr, M, t, 0), satisfying 

(i) 10,1 = M; 

(ii) dim(W) = t, 'v'W E 0,; 
(iii) dim(W n W') ::; 0, 'v'W -I- W' E 0" 

then there exists an n:l q' M, 2 [~l q - 2 [:l q; [~l q) binary constant-weight code for 
all 1 ::; s ::; t. 

Now our problem turns to be how to find nCr, M, t, 0) with M as large as 
possible. We partly solve this problem by obtaining nCr, M, t, 0) from rank distance 
codes. The relationship between nCr, M, t, 0) and rank distance codes has been 
established by Theorem 1 and 3 in [9]. 

Theorem 3.3 ([9]). If there exists a (t x m, M, t - 0) rank distance code over IF q, 

then there exists an 0,( m + t, M, t, 0) over IF q. 

We adopt Johansson's way ([5]) to construct rank distance codes with good 
parameters. As we've restated in Section 2.3, the code A = {AF : F(x) E I'l,t,m} 
in Theorem 2.3 is a (t x m, qml, t - l + 1) rank distance code where l ::; t ::; m. 
By Theorem 3.3 there must exist an net + m, qml, t, l - 1) and hence a family of 
nm:tlq,qml,2[~lq - 2[1~1]q; [~lq) constant-weight codes for alII::; s::; t. So we 
get the following proposition: 

Proposition 3.4. Let IF q be a finite field and 1 ::; l ::; t ::; m positive integers, then 
for all 1 ::; s ::; t, 

A(n,d,w) ~ qml, 

where n = [m:t] q' d = 2 [~] q - 2 [l~l] q' and w = [!] q' 

(3.6) 

We claim this family of 0,( t + m, qml , t, l-l) are "optimal" , in sense that they 
will reach their maximum possible sizes gradually as q goes to infinity. To show 
this, we give an upper bound on the size of nCr, M, t, 0) at first, then compare the 
parameters of net + m, qml, t, l - 1) with the upper bound. 



214 Lei Li and Shoulun Long 

Theorem 3.5 (Upper bound on IO(r, M, t, 0)1). Let M(r, t, 0) be the maximum 
possible size of O( r, M, t, 0), then 

(3.7) 

Proof. Suppose V is a dimension r linear space over IFq and O(r,M,t,0)={W1 ,W2, 
... , W M} a set of subspaces of V with M = M (r, t, 0). Let U be a dimension 0 + 1 
subspace of V. If U was contained in a Wi, we assert that U cannot be contained 
in any other Wj with j =f:. i. Otherwise, dim(Wi n Wj ) 2: dim U = 0 + 1, which 
contradicts with the definition of O(r, M, t, 0). 

The number of dimension 0 + 1 subspaces of V is [0: 1] q' and there are [o! 1] q 

dimension 0 + 1 subspaces contained in each Wi, therefore 

For any fixed rand k, as q ---- +00 we have 

It follows that 

(qr _ l)(qr-1 _ 1) ... (qr-k+1 - 1) 
(qk _ 1)(qk-1 - 1)·· .(q- 1) 

~ q(r-k)k. 

M(r, t, 0) < 
[0:1] q 

[0!1] q 

~ 

q(r-O-1)(0+1) 

q(t-O-1)(0+1) 

~ 
q(r-t)(O+l) , 

D 

(3.8) 

(3.9) 

when q ---- +00. Clearly, the set O( t + m, qml , t, l - 1) will reach the upper bound 
on M(r, t, 0) gradually as q goes to infinity. 

Since O(t + m, qml, t, l - 1) is "optimal", the corresponding constant-weight 
codes obtained from our construction should have good parameters, too. To show 
this, we compare the lower bound on A(n,d,w) in Proposition 3.4 with an upper 
bound introduced in [IJ. 

Proposition 3.6 ([IJ, Theorem 12). Let u = w - d/2 + 1. Then 

(3.10) 
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Still using notations in Proposition 3.4 and 3.6, we get that when q -+ +00, 

n = [ms+ t] q :::::: q(m+t-s)s; 

w = [!L :::::: q(t-s)s; 

u = w - d/2 + 1 = [I ~ lL + 1 :::::: q(l-I-S)S. 

By Stirling's Formula n!:::::: y'27rn(~)n, (n -+ +(0), we have 

A(n,d,w) 

when q goes to infinity. 

< (:) 
(:) 
n!(w - u)! 
w!(n - u)! 

:::::: (~)n+~ (~)n-w (w _ U)n-u+~ 
W w-u n-u 

qms(n+~) (1 + 1 )n-w 
q(t-l+I)s - 1 

. [ ms ( 1 - q-ms )] -(n-u+~) 
q 1 + q(t-I+I)s _ 1 

(3.11) 

(3.12) 

(3.13) 

(3.14) 

When q is large, if we choose s that is close to I (especially we can take s = I), 
then qml can be very close to the upper bound qmsu. Therefore, our construction 
can produce binary constant-weight codes with good parameters in such cases. In 
the next section, we will give some examples to illustrate the significance of these 
codes. 

3.3. Free Zm-Module 

In this part, we give a construction of binary constant-weight codes from free 
Zm-modules. The reason why we choose Zm as the coefficient ring is that the 
number of free submodules of a free Zm-module of finite rank is finite and easy to 
calculate, thus the parameters of binary constant-weight codes constructed from 
free Zm-modules can be easily determined. 

Let m> 1 be a positive integer, and Zm be the congruence class ring mod 

m. Then Z~ ~ Zm X Zm X .•. Zm is a free module over Zm of rank r. Denote the 
, v ~ 

r 
number of rank k("5. r) free submodules of Z~ by Fm,r(k). Suppose 1 "5. s "5. t "5. r 
and {AI, A2 , ... , An} is the set of all rank s free submodules of Z~, where n = 

Fm,r(s). Similarly, given some rank t free submodules of Z~: B l , B2 , ... , BM(M "5. 
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Fm,r(t)) such that rank(Bi n B j ) ::::; () ::::; t - 1 for any 1 ::::; i =I j ::::; M, we can 
construct a binary constant-weight code C = {Cl, C2, ... , CM } as follows: 

(3.15) 

It is easy to verify that C is an (n, M, 2F m,t (s) - 2F m.e (s); F m, t (s)) binary constant
weight code. To determine the parameters of C, we just need to calculate Fm,r(k). 

In the following, we are going to get a formula to calculate Fm,r(k) in several 
steps. Firstly, we have a useful lemma. 

Lemma 3.7. Write m in the form m = p~' p~2 ... p~t ,where Pi'S are different primes 
and ei > 0 for all i. Then 

Fm,r(k) = Fp~1.r(k)Fp;2 .r(k)··· Fp~' ,r(k). (3.16) 

Proof. By the Chinese Remainder Theorem, Zm ~ Zp~l EB Zp;2 EB ... EB Zp~" Put 

R ~ Zp"l EB Zpe2 EB ... EB Zpe" then R r ~ R x R x ... R ~ Z;;, and Fm r(k) equals 
1 2 , '---v--" . 

r 

to the number of rank k free R-submodules of Rr. 

For any x = (Xl, X2, . .. , Xr)T ERr, we write x in the form 

x = ( ~~~ .. ;~.~ ... '. '. ' ... ~.~~ ) , 

Xrl Xr2 ... Xrt 

where Xj = (Xjl, Xj2, ... , Xjt) E R is the jth row of x for all j = 1,2, ... , r. Let 
col(x)i = (Xli, X2i, ... , xrif denote the ith column of x for all i = 1,2, ... , t. Then 
col(x)i E zrei , and for any A = (AI, A2"'" At) E R, 

Pi 

AX = (AlCol(xh, A2col(xh, ... , Atcol(x)t). 

Suppose A is a rank k > 1 free R-submodule of Rr. Put Ai C zr ei to be the - ~ 

set of all the ith columns of elements in A, i.e., 

(3.17) 

We assert that Ai is a rank k free ZpCi -submodule of zr ei . In fact, take an R-basis 
i Pi 

{x(1),X(2), ... ,x(k)} of A, it's easy to check that {col(x(1))i,col(x(2))i, ... ,col(x(k));} 
is a Zp~i-basis of Ai. 

Put M = {A c W: rankA = k} and N = {(B l , B2, ... , Bt ) : Bi C zrei , 
Pi 

rankBi = k}, then we can define a map 

r.p : M ----> N, A f-7 (AI, A2 , ... , Ad. 

It is sufficient to prove that r.p is bijective. 
We show that r.p is injective at first. Suppose there exist A, B E M satisfying 

r.p(A) = r.p(B) = (AI, A2 , ... , At). Take an R-basis {xU), x(2), ... , x(k)} of A and 
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{y(l),y(2), ... ,y(k)} of B. Then {col(x(n))i: n = 1,2, ... ,k} and {col(y(n))i: n = 
1,2, ... ,k} are two Zp~i-bases of Ai. So there exist some Ail,Ai2, ... ,Aik E Zp:i 
for each i = 1,2, ... , t such that 

k 

col(y(l))i = L AinC01(x(n)k 
n=l 

Thus 

y(l) (col(y(l)h, col(y(l))z, ... , col(y(l))t) 
k 

LAnX(n) E A, 
n=l 

where An = (Aln, A2n, . .. , Atn) E R (n = 1,2, ... , k). Similarly, we can prove 
y(2), ... , y(k) E A, which deduces B c A. In the same way, we can get A c B. So 
A = B, i.e., cp is injective. 

Conversely, for each (AI. A2"'" At) E N, we are going to find an A E M 
such that cp(A) = (Al ,A2, ... ,At ). Assume {ail,ai2, ... ,aik} is a Zp~i-basis of 

Ai. For each n = 1,2, ... , k, take ain E zrei as the ith coordinate of x(n) to form 
Pi 

(n) - ( ) ERr "tXT t th t {(I) (2) (k)} R l' 1 x - a1n,a2n, ... ,atn . vveasser a x ,x , ... ,x are -lneary 
independent. If there exists {Ai = (Ail, Ai2, ... , Ait) E R: i = 1,2, ... , k} such that 

A1X(1) + A2X(2) + ... + AkX(k) = 0, 

then 
Aliail + A2iai2 + ... + Akiaik = 0 E Zp:i, 1 :::; i :::; t. 

Since {ail. ai2, ... , aik} is Zp;i-linearly independent, all the Ali, A2i,' .. , Aki must 

be O. Hence Al = A2 = ... = Ak = 0, that is, {x(!), X(2), ... , X(k)} is R-linearly inde
pendent. Let A = (x(l), X(2), ... , x(k)) be the R-module spanned by {x(1), X(2), ... , 
x(k)}, then A is a rank k free R-submodule of Rr and cp(A) = (AI, A2, ... , At). 

The proof is finished. D 

By Lemma 3.7 we just need to calculate Fpe,r(k), where p is a prime and 
e 2: 1. Ahead of the calculation, we still need some lemmas. 

Lemma 3.8. Assume p is a prime, e 2: 1 an integer, and m = pe. Suppose 
{X(l),X(2), ... ,x(k)} c Z~ is Zm-linearly independent, then it can be extended 
to a Zm-basis {x(l), X(2), ... , x(k), x(kH), ... , x(r)} of Z~. 

Proof. We use induction on k. 
(1) Assume k = 1. 

Suppose x(1) = (xlI), x~!), ... , x~l))T. Since {x(1)} is Zm-linearly indepen-
d ( \ (1) \ (1) \ (I))../.. (1) (1) (1)) ent, AXI , AX2 , ..• , AXr r 0 for all A # 0 E Zm. So g.c.d Xl ,X2 , .•. , Xr 

can not be divided by p. Without loss of generality, we may assume p f xl!), i.e., 
X~l) is invertible in Zm. 
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Take the standard Zm-basis {ei = (0, ... ,0,1,0, ... , O)T : i = 1,2, ... , r} of 
Z~, where ei has only one nonzero coordinate 1 at the ith position. Obviously, 

x(1) = xiI)eI + x~I)e2 + ... + x~I)er. 
Then 

(I)-I( (1) (1) (1)) el = -Xl x2 e2 + ... + Xr er - x . 

Thus {eI,e2, ... ,er} can be Zm-linearly represented by {x(l),e2, ... ,er }, then 
{X(I), e2, ... , er} is a Zm-basis of Z~ as well. 

(2) Suppose this lemma holds for k - l. 
Since {x(l), X(2), ... , x(k-I)} is also Zm-linearly independent, by our assump

tion it can be extended to a Zm-basis {x(I),x(2), ... ,x(k-I),y(k), ... ,y(r)} of Z~. 
So we can write x(k) in the form 

x(k) = AIX(I) + A2X(2) + ... + Ak_IX(k-I) + Aky(k) + ... + Ary(r). 

There must exist at least one An in {Ak, Ak+ 1, ... , A r } that is invertible in 
Zm· Otherwise, if pig .c.d( Ak, Ak+ 1, ... , Ar ), we have 

k-I n 

pe-I L AnX(n) + pe-I L Any(n) 

n=I n=k 
k-I 

pe-I L AnX(n), 
n=I 

which contradicts with the assumption that {x(1), X(2), ... , x(k)} is Zm-linearly 
independent. 

We may assume p f Ak, then 

k-I r 

y(k) = -Ak -I(L AnX(n) + L Any(n) - x(k)), 
n=I n=k+I 

Thus {x(l), x(2), ... , x(k)} can be extended to a Zm-basis {x(1) ,x(2), ... ,x(k) ,y(k+I), 
... ,y(r)} of Z~. 

The result follows. 0 

Corollary 3.9. On the same condition as Lemma 3.8, A = (x(l), X(2), ... ,x(k)) is a 
free Zm-module of rank k, and Z~/A is a free Zm-module of rank r - k. 

Proof. A = E9~=I Zmx(n) ~ Z~ is of course a free Zm-module of rank k. By 
Lemma 3.8, {X(l),X(2), ... ,X(k)} can be extended to aZm-basis {X(I),X(2), ... ,X(k), 
x(k+l), ... , x(r)} of Z~. Therefore 

r 

n=k+I 

'7J x(n) ~ '7Jr-k 
ILlm - /L.Jm . 

o 
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Now we can begin to calculate Fpe,r(k). 

Lemma 3.10. Assume p is a prime, e ~ 1 and m = pe. Then 

(3.18) 

Proof. Let Nm,r(k) denote the number of Zm-linearly independent sets of car
dinality k in Z;;", then Fm,r(k) = Nm,r(k)/Nm,k(k). We go on using induction 
on k. 

(1) Assume k = 1. 

An element x = (XI,X2,'" ,xr)T E Z;;" can be taken as a Zm-basis to span 
a rank 1 free Zm-module if and only if AX #- 0 for all A#-O E Zm, that is, 
p f g.C.d(XI, X2, ... , x r ). So there are pre - pr(e-I) elements in Z~ that can span a 
rank 1 free Zm-module. 

On the other hand, in any rank 1 free Zm-module, there are ¢(m) = pe _pe-I 
elements that can be taken as a Zrn-basis. Thus, 

= 

pre _ pr(e-l) 

pe _ pe-I) 

p(r-IHe-I)(pr _ 1) 

p-l 

p(r-IHe-l) [~L· 

(2) Suppose this lemma holds for k - 1. 

For any Zrn-linearly independent set of cardinality k {x(I), X(2), ... ,x(k)}, put 
A = (X(I), x(2), ... ,x(k-I)). By Corollary 3.9, A is a free Zrn-module ofrank k -1, 
and {x(k)} is Zrn-linearly independent in Z~/A ~ Z~-k+1. 

On the other hand, to choose a Zrn-linearly independent set {x(1), x(2) , ... , 

x(k-I)} in Z~, we have Nm,r(k - 1) choices. To make {x(1),x(2), ... ,X(k)} Zrn-
linearly independent, {x(k)} must be Zrn-linearly independent in Z~/A. Thus, 
x(k) has Nrn,r-k+1(I) choices in Z~/A. A coset x(k) has m k- I elements in Z~, so 
x(k) has m k- I Nrn,r-k+1(I) choices in Z~. Then 
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Therefore, 

as we needed. 
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= 

Nm.r{k)jNm.k(k) 
Nm,r-k+1(I)Nm,r(k - 1) 

Nm,l(I)Nm.k(k - 1) 
Fm,r-k+l (I)Fm,r(k - 1) 

Fm.k(k - 1) 

Pk(r-k)(e-l) TIr (pn - 1) n=r-k+l 
TI~=l (pn - 1) 

pk(r-k)(e-l) [~] P 

Finally, we get a formula to calculate Fm,r(k). 

D 

Theorem 3.11. Let m be a positive integer. Write m in the form m = p? p~2 ... p~t , 
where Pi'S are different primes and ei > 0 for all i. Then 

F: . (k) = ITt k(r-k)(ei- 1) [r] 1 < k < r. m.r P. k ' - -
i=l Pi 

(3.19) 

Proof By Lemma 3.10 and Lemma 3.7. D 

Hitherto, we have got a formula to calculate Fm.r{k), and hence determined 
the parameters of C. But unfortunately, for fixed () < t - 1, we have not found a 
way to obtain some rank t free submodules of Z~: B 1 , B2 , ••• , B M, such that M 
is as large as possible and rank(Bi n B j ) ~ () for any 1 ~ i i:- j ~ M. Here is a 
particular result for () = t - 1: 

Theorem 3.12. Let m be a positive integer. Then for all 1 ~ s ~ t ~ r, 

(3.20) 

4. Examples 

In this section, we give some explicit examples from our constructions in Section 3. 
These examples improve some lower bounds [7] on binary constant-weight codes, 
and hence show the significance of our constructions. 

Example. According to Theorem 3.1, A(n,d,w) ?: N will deduce A(G),2(~) -

2(Y\ (~))?: N. We choose some lower bounds on A(n,d,w) from [7], and give 
some deduced lower bounds in Table 1. 

Note that all of these new lower bounds in Table 1 can improve known lower 
bounds in [7]. 
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TABLE 1 

Lower bounds from [7] Deduced lower bounds 

A(8,4,6) ~ 4 A(28, 18, 15) ~ 4 

A(9, 4, 6) ~ 12 A(36, 18, 15) ~ 12 

A(10, 4, 6) ~ 30 A(45, 18, 15) ~ 30 

A(l1, 4, 6) ~ 66 A(55, 18, 15) ~ 66 

A(12, 4, 6) 2: 132 A(66, 18, 15) ~ 132 

TABLE 2 

q m = t = 2, l = s = 1 

8 64 ~ A(512, 16, 8) ~ 65 

11 121 ~ A(1331, 22, 11) ~ 122 

13 169 ~ A(2197, 26, 13) ~ 170 

17 289 ~ A( 4913,34, 17) ~ 290 

19 361 :5 A(6859, 38, 19) ~ 362 

TABLE 3 

q m = t = l = 2, s = 1 

8 4096 ~ A(512, 14, 8) ~ 4745 

11 14641 ~ A(1331, 20, 11) ~ 16226 

13 28561 ~ A(2197, 24, 13) ~ 31110 

17 83521 ~ A( 4913,32, 17) ~ 89030 

19 130321 ~ A(6859, 36, 19) ~ 137922 

Example. Let 1 :5 l :5 t :5 m be positive integers. Taking specific s that is close to 
l, we calculate the lower and upper bounds on some A(n, d, w), and list them in 
Table 2 and Table 3. 

The lower and upper bounds in Table 2 and Table 3 are very close, which 
illustrates that our construction in Section 3.2 can really produce constant-weight 
codes with good parameters. 

Example. Let Zm = Z6. Assume r = 4, t = 3, and s = 1, we get F6 ,4(1) = F6 ,4(3) = 
600, F6 ,3(1) = 91 and F6 ,2(1) = 12, so there exists a (600,600,156,91) constant
weight code by our construction from free Zm-module, i.e., A(600, 156,91) 2: 600. 
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Good Self-Dual Quasi-Cyclic Codes 
over F q, q Odd 

San Ling and Patrick Sole 

Abstract. We show that there are long self-dual q-ary quasi-cyclic codes above 
the Gilbert-Varshamov bound for odd q. We use Hughes's (u + vlu - v) 
construction. 
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1. Introduction 

It has been known for more than a quarter of a century that long self-dual q-ary 
codes exist [8]. 

Recently Hughes introduced the (u + vlu - v) construction [2, 3] for codes 
over fields of odd characteristic. In [5] the present authors show that all q-ary 
quasi-cyclic codes of index half the length over a field of odd characteristic can 
be obtained in that way. In a companion paper [6], building on the results of [1], 
the authors study asymptotically good self-dual binary quasi-cyclic codes. Here, 
following [8], we study the existence of asymptotically good self-dual q-ary quasi
cyclic codes, where q is an odd prime power. 

2. Combinatorics 

Throughout this paper, we assume q to be an odd prime power and that all the 
codes over F q are equipped with the Euclidean inner product. 

The following collection of preliminary results may be found in [8, p. 37]: 

Proposition 2.1. Let £ be a positive even integer if q == 1 mod 4 and let £ be a 
positive multiple of 4 if q == 3 mod 4. 

The research of the first-named author is partially supported by MOE-ARF research grant R-
146-000-029-112 and DSTA research grant R-394-000-011-422. 
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(i) The number of self-dual q-ary codes of length £ is given by 
{-I . 

N(q,£) = 2IH=1 (q' + 1). 
(ii) Let v be a nonzero self-orthogonal vector of length £ and of weight less than 

£. The number of self-dual q-ary codes of length £ containing v is given by 

M(q,£) = 2I1f=~2(qi + 1). 

Let q be a power of an odd prime. Consider two q-ary codes C1 and C2, each 
of length £. To this pair of codes we attach an £-quasi-cyclic code C of length 2£ 
by the recent (see [2]) (u + vlu - v) construction. More specifically we define C as 

C = {(u + vlu - v) I u E CI , V E Cd· (2.1) 

Indeed, if (u + vlu - v) is in C, by changing v into -v we observe that its shift 
by £ places (u - vlu + v) is also in C. Equivalently, from (2.1), we see readily that 

C1={a+bl(alb)EC} (2.2) 

and 

C2 = {a- b I (alb) E C}. (2.3) 

The code C is self-dual if and only if so are C1 and C2 • 

Let C be a self-dual q-ary £-quasi-cyclic code of length 2£ constructed in that 
way. (We show in [5] that they can all be constructed in that fashion.) Writing 
C E C as (alb), where a, b E F~, the self-duality of C implies that a· a + b· b = 
o E F q. The £-quasi-cyclicity of C also shows that a· b = 0 E F q. Suppose that 
C corresponds to the pair (Cl,C2), where Cl E C 1 and C2 E C2 . When C =F 0 is 
contained in a self-dual q-ary quasi-cyclic code, there are three possibilities for the 
pair (Cl,C2): 

1. CI =F 0, C2 =F 0 and CI, C2 self-orthogonal; 
2. CI = 0, C2 =F 0 and C2 self-orthogonal; and 
3. CI =F 0, C2 = 0 and CI self-orthogonal. 

For each of i = 1,2,3 and for k even, let Ai(q, k, d) denote the number of nonzero 
words C in F~ of the type i that are of weight < d. Let A( q, k, d) denote the number 
of nonzero self-orthogonal vectors of length k and weight < d. (For more details 
on the properties of A(q, k, d), see [8].) Clearly, any word of type i (i = 1,2,3) is 
self-orthogonal. Therefore, A(q, k, d) ?: L:~=l Ai(q, k, d). 

It follows readily from (2.2) and (2.3) that, if Cl = 0 and C2 =F 0, then in fact 
the Hamming weight of C2 is exactly half the Hamming weight of c. Similarly, we 
can show that, for words of type 3 above, the Hamming weight of Cl is exactly half 
that of c. This observation shows in particular that A2 (q, 2£, d) = A3 (q, 2£, d) = 

A(q, £, d/2). 
Note that if a code contains a nonzero word c, then it also contains all the 

q - 1 nonzero multiples of c, all of which have the same weight as c. Using this 
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observation and Proposition 2.1, we see that the number of self-dual q-ary £-quasi
cyclic codes of length 2£ whose minimum weight is < d is bounded above by 

_1_ (AI (q, 2£, d)M(q, £)2 + A 2(q, 2£, d)N(q, £)M(q,£) 
q-1 

+ A3(q, 2£, d)N(q, £)M(q, £)). 

On the other hand, the number of distinct self-dual £-quasi-cyclic codes of 
length 2£ over F q is given by the following result. 

Proposition 2.2 ([5], Proposition 6.6). Suppose q == 1 mod 4 and £ is even, or 
q == 3 mod 4 and £ == 0 mod 4. The number of distinct self-dual £-quasi-cyclic 

codes of length 2£ over F q is 4 Il!=-;.I (qi + 1)2. 

Combining the above two facts, we obtain the following theorem. 

Theorem 2.3. Let £ be an even integer if q == 1 mod 4 and let £ be a multiple of 4 
if q == 3 mod 4. Let d be the largest integer such that 

A(q, 2£, d) + q~ (A2(q, 2£, d) + A3(q, 2£,d)) :::; (q - l)(q~-1 + 1)2. (2.4) 

Then there exists a self-dual q-ary £-quasi-cyclic code of length 2£ with minimum 
weight at least d. 

Remark. In view of the Gleason-Pierce Theorem, the d in Theorem 2.3 can be 
taken to be the largest even integer that satisfies (2.4) when q i- 3 and the largest 
multiple of 3 that satisfies (2.4) when q = 3. 

3. Asymptotic Analysis 

With y < ~ satisfying the Gilbert-Varshamov bound 

2ylog(q -1) - 2ylogy - 2(1- y) log(l- y) = logq, 

it can be verified using the usual asymptotic analysis (cf. [8, p. 39]) that 

A(q, 2£, 2£y)/ ((q - l)(l-1 + 1)) ---t 0 as £ -+ 00 

and 

A(q,£,£y)/ ((q _l)(q!-1 + 1)) ---t 0 as £ -+ 00. 

It then follows that, with y satisfying the Gilbert-Varshamov bound as above, 

(A(q,2£,2£y) +q! (A2(q,2£,2£y) + A 3(q,2£,2£y))) / ((q _l)(q!-1 + 1)2) ---to 

as £-+00. 

This shows that almost all long self-dual £-quasi-cyclic codes of length 2£ 
enjoy a normalized minimum distance d/2£ as large as promised by the Gilbert
Varshamovestimate. 
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Linear Complexity and k-Error Linear 
Complexity for pn-Periodic Sequences 

Wilfried Meidl 

Abstract. The k-error linear complexity of an N-periodic sequence with terms 
in the finite field IF q is defined to be the smallest linear complexity that can 
be obtained by changing k or fewer terms of the sequence per period. For the 
case that N = pn, p is an odd prime, and q is a primitive root modulo p2, 
we show a relationship between the linear complexity and the minimum value 
of k for which the k-error linear complexity is strictly less than the linear 
complexity. 
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1. Introduction 

Let S = So, SI, S2, ... be a sequence with terms in the finite field IF q' Then S is 
said to be N-periodic if Si = Si+N for all i ~ O. Since an N-periodic sequence 
is determined by the terms of one period, we can completely describe S by the 
notation S = (SO,SI, ... ,SN_l)oo. The linear complexity L(S) of an N-periodic 
sequence S = (so, S 1, ... , S N -1) 00 with terms in IF q is the smallest nonnegative 
integer L for which there exist coefficients d 1, d2 , ... , d L in IF q such that 

Si + d1si - 1 + ... + dLs i - L = 0 for all i ~ L. 
For an N-periodic sequence S = (SO,SI, ... ,SN-l)OO we define SN(X) to be the 
polynomial 

SN(X) = So + SIX + S2X2 + ... + SN_IXN-1 E lFq[xJ. 

Then we have (cf. [7], [15, p.31]) 

L(S) = N - deg(gcd(xN - 1, SN(X))). (1) 

The linear complexity is of fundamental importance as a complexity measure 
for periodic sequences (see [9], [11], [12]). Motivated by security issues of stream 



228 W. Meidl 

ciphers, in [14] Stamp and Martin proposed a new measure of the complexity of 
periodic sequences, the k-error linear complexity, which is defined by 

Lk(S) = min L(T), 
T 

where the minimum is taken over all N-periodic sequences T = (to, tI,···, tN-d= 
over IF q for which the Hamming distance of the vectors (80, 81, ... ,8 N -1) and 
(to, tI, ... , tN-I) is at most k. 

In this paper we cover the case of N-periodic sequences over a finite prime 
field lFq, where N = pn for an odd prime p with the property that q is a primitive 
root modulo p2. In all further considerations q will be a prime, and we will denote 
the set of odd primes p with the property that q is a primitive root modulo p2 by 
Pq • We remark that a conjecture of Artin suggests that approximately 3/8 of all 
primes have q as a primitive root (cf. [13, p.81]), and that it is very seldom that a 
primitive root modulo the prime p is not also a primitive root modulo p2. 
Our results generalize results of [6] where for the binary case a fast algorithm 
that computes the k-error linear complexity of a pn-periodic sequence, p E P2 , has 
been proposed, and a relationship between the linear complexity and the minimum 
value of k for which the k-error linear complexity is strictly less than the linear 
complexity has been established. Very recently an algorithm that calculates the 
k-error linear complexity of sequences over IF q with period length pn, q prime, 
p E Pq , has been introduced in [16] and summarized in [18]. Thus we only briefly 
describe and commentate that algorithm in Section 2. The algorithm in [6] can be 
seen as a special case of that algorithm. In Section 3 we establish lower and upper 
bounds on the minimal value m(S) of terms that have to be changed within one 
period to decrease the linear complexity of a pn-periodic sequence over lFq with 
given linear complexity L. We will utilize the algorithm described in Section 2 to 
show that both bounds are tight. 

2. Preliminaries 

In this section we firstly summarize some basics on the linear complexity of pn_ 
periodic sequences over Fq , p E Pq • Secondly, we shortly present the algorithm of 
[16]. 

2.1. The Linear Complexity of pn-Periodic Sequences 

Because of the connection between the linear complexity of an N-periodic sequence 
S and the greatest common divisor of the corresponding polynomial SN(X) and 
XN - 1, we will need the canonical factorization of xpn - 1 in lFq[x]. Let <I> denote 
the pnth cyclotomic polynomial (see [2], [4]), which is explicitly given by 

(2) 

If p E Pq then by a lemma in [17] the pnth cyclotomic polynomial is irreducible in 
IF q[x] for all n :::: 1, and the canonical factorization of xpn - 1 in IF q[x] is given by 
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(see also [6], [10]) 
n 

xpn - 1 = (x - 1) II <I>ps. 
8=1 

Thus the term gcd(xN - 1, 8 N(x)) is of the form 

gcd(xN - 1, 8N(x)) = (x - 1)' II <I>pt, T ~ {I, ... , n}, E E {O, I}, 
tET 

and by equation (1) and (2) the linear complexity L(8) of a pn-periodic sequence 
8 over IF q can be written in the form 

L=E+(p-l) Lpr-l, R~{l, ... ,n}, EE{O,l}, (3) 
rER 

2.2. An Algorithm for the k-Error Linear Complexity 
The algorithm in [16] is based on the algorithm in [17] which determines the linear 
complexity of a sequence over IFq with period length pn, p E Pq . Given a pn-periodic 
sequence 8 = (so, SI, ... ,Spn_l)OO over IF q, we define 

Aj = (Sjpn-l, ... ,S(j+l)pn-l_l), j = 0, ... ,p - l. 

If Ao = Al = ... = A p- 1 then £(8) equals the linear complexity of the pn-l_ 
periodic sequence with first period Ao. Else we have £(8) = (p - l)pn-l + L(B), 
where B is the pn-l-periodic sequence with first period b = Ao + Al + ... + A p- 1 , 

where the addition is elementwise modulo q (see [17]). The algorithm of [17] is 
obtained by applying these results recursively. The basic idea of the algorithm in 
[16] is to try to force Ao = Al = ... = A p- 1 in each recursive step by as few term 
changes as possible. In [18] the algorithm has been described as follows. 

Initial values: a +- 8, N +- pn, L +- 0, cost[i, ail +- 0, cost[i, h] +- 1, ° ~ h ~ q - 1 
and h i- ai, i = 0,1, ... , N - 1, K +- k. 

(I) If N = 1, then go to (II); else N +- Nip, Aj = (Sjpn-l, ... , S(j+l)pn-l_l), 

° ~ j ~ p - 1, Tih = L~:~ cost[i + jN, hJ, ° ~ i ~ N - 1, ° ~ h ~ q - 1, Ti = 

min {Tid, T = L:~1 Ti , go to (IV). 
O~h~q-l 

(II) If a = 0, then stop; else go to (III). 
(III) If cost[O, 0] ~ K, then stop; else L +- L + 1, stop. 
(IV) If T ~ K, then K +- K - T, cost[i, h] +- Tih - Ti , ° ~ i ~ N - 1, go to (V); 

else, a+- Ao + Al + ... + A p- 1 , L +- L + (p - l)N, 
cost[i, h] +- min {LP:~ cost[i + jN, ai+jN + ej]}, ° ~ i ~ N - 1, 

eo+· ··+ep-l =h-ai J 

go to (I). 
(V) For i = 0, 1, ... , N - 1, if Tih = Ti then ai = h. a+- Ao, go to (I). 

In (I) the number T of necessary term changes in the original sequence in order 
to force Ao = Al = ... = A p- 1 without affecting any previous result is calcu
lated. (IV) calculates cost[i, h] for the next step, i.e., the number of necessary term 
changes in the original sequence in order to change the ith element of the sequence 
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to be considered in the next step into h, again without affecting any previous re
sult for both cases, for the case that we were able to force Ao = Ai = ... = A p - 1 

(i.e., T :::; K), and for the case that we had T > K. For the latter case (IV) also 
provides the sequence to be used in the next step. (V) provides this sequence for 
the first case, and (II) and (III) perform the final step. (See [16].) 

3. The Minimum k with Lk(5) < L(5) 

In [3] for binary sequences S with period 2n an explicit formula for the minimum 
value m(S) of k for which the k-error linear complexity is strictly less than the 
linear complexity L(S) of S was derived. In this section we establish tight lower 
and upper bounds on m(S) of a given pn-periodic sequence S with terms in IFq, 
p E Pq • The results generalize the results for the binary case in [6]. 
Since m(S) is reasonable if and only if L(S) > 0 (i.e., S is not the zero sequence), 
in the further considerations S will always be a sequence with L(S) > O. Given an 
N-periodic sequence over IFq , then by equation (1), m(S) is the minimal weight 
w(e(x)) of a polynomial e(x) with deg(e(x)) < N, i.e., w(e(x)) is the number of 
the nonzero coefficients of e(x), such that 

deg(gcd(xN - 1, SN(X) + e(x))) > deg(gcd(xN - 1, SN(X))). (4) 

For instance let L(S) = N, i.e., gcd(xN -1, SN(X)) = 1. Then with e(x) = -SN(I) 
we get gcd(xN -1, SN(x)+e(x)) = (x-I)g(x) for a polynomial g(x) E IFq[x]. Thus 
Ll (S) :::; N - 1 and m( S) = 1. To show further results on the relationship between 
m(S) and L(S) for the case that N = pn, p E Pq , we will need some definitions. 
Let L be a nonnegative integer of the form (3) for a subset R ~ {I, ... ,n}. Then 
with WH(L) we denote the cardinality of the subset R, i.e., the Hamming weight 
of the vector (ll' ... , In) E IF;' with lr = 1 if and only if r E R. We will utilize the 
following lemma (see [6]). 

Lemma 3.1. Let L = (p-I) LrER pr-l, R ~ {I, ... ,n}, and let e(x) = TIrER <I>pr. 
Then we have 

w(e(x)) = pWH(L). 

Suppose that p, is the smallest element of R and let g(x) be a polynomial of degree 
smaller than pJ-L-l. Then 

w(e(x)g(x)) = w(e(x))w(g(x)). 

3.1. Lower Bound on m(S) 
In the following theorem we establish a lower bound K, on m(S). Moreover we con
struct a sequence S with m(S) = K, and additionally with K,-error linear complexity 
L,,(S) being as small as possible. 

Theorem 3.2. Suppose that S is a periodic sequence over IF q with period length 
pn, n 2 1, p E Pq , and let r, 0 :::; r :::; n - 1, be the unique integer such that 
(p _I)pn-l-r::::: L(S) ::::: pn-r. Then we have 

m(S) 2 pr and Lpr(S) 2 pn-r - L(S). 
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Moreover for any given linear complexity L, (p_1)pn-l-r S; L S; pn-r there exists 
a pn-periodic sequence 8 over lFq with L(8) = Land Lpr(8) = pn-r - L. 

Proof. First we notice, that r is the least integer such that <Ppn-r does not divide 
the polynomial 8pn(x) corresponding to the sequence 8, i.e., 

8pn(x) = <Ppn<Ppn-l ... <Ppn-r+l II <Ppt(x -l)'s(x), 
tET 

T ~ {I, ... , n - r - I}, E E {O, I} and gcd ( s ( x ), <P pi) = 1 for 1 S; i S; n - rand 
i rt T. 
Suppose that e(x) E lFq[x] is a polynomial of degree at most pn - 1 such that 
deg(gcd(xpn - 1, 8pn(x) + e(x))) > deg(gcd(xpn - 1, 8pn(x))), then 

e(x) = <Ppn<Ppn-l ... <Ppn-r+lel(x) 

for a polynomial el(x) E lFq[x] of degree at most pn-r -1. Thus Lemma 3.1 yields 

w(e(x)) = prw(el(x)) 2: pro 

Now suppose w(e(x)) = pr, i.e., el(x) = ax), a =1= 0, for an integer 0 S; j < pn-r. 
Then 

8pn(x) + e(x) = <Ppn<Ppn-l ... <Ppn-r+l(II <Ppt(x -l)'s(x) + ax)). 
tET 

Since the polynomials <Ppt, t E T, and if E = 1 the polynomial x-I, do not divide 
fltET <Ppt (x - 1)< s(x) + ax), we have 

N - deg(gcd(xpn - 1, 8pn(x) + e(x))) 2: E + (p - 1) Lpt-l = pn-r - L(8). 
tET 

Finally let L be any given linear complexity with (p - 1 )pn-l-r S; L S; pn-r. Then 
L is of the form 

L = pn _ [E + (p - l)(pn-l + pn-2 + ... + pn-r + Lpt-l)] 
tET 

with T ~ {I, ... ,n - r -l},E E {0,1}. Let n(x) = <Ppn<Ppn-l ... <Ppn-r+l, H(x) = 

fltET<Ppt(x -1)< and G(x) = (xpn - r -l)/H(x). Then gcd(H(x),G(x)) = 1, and 
with the Euclidean algorithm we can find unique polynomials s(x), t(x) E lFq[x] 
such that s(x)H(x) + t(x)G(x) = 1 and deg(s(x)) < deg(G(x)), deg(t(x)) < 
deg(H(x)) (see [1, p.71]). The polynomial 8pn(x) := n(x)s(x)H(x) has degree 
at most pn - 1. By (1), the corresponding sequence 8 satisfies L(8) = L. More
over with e(x) = -n(x) - note that w(-n(x)) = pr - we get 8pn(x) + e(x) = 
-t(x)n(x)G(x). Again with (1) we see that Lpr(8) = pn-r - L. D 

Note that a pn-periodic sequence 8 over IF q has least period length pn if and only if 
the linear complexity L( 8) of 8 satisfies L( 8) 2: (p - 1 )pn-l. In this case Theorem 
3.2 yields the following corollary. 
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Corollary 3.3. Let L be an integer of the form (3) for a prime p E Pq, and suppose 
that L 2: (p - 1 )pn-l, i. e., n E R. Then there exists a sequence S over IF q with 
(least) period length pn such that L(S) = Land L1 (S) = pn - L. 

Remark 3.4. If S has maximal possible linear complexity pn then, as Theorem 3.2 
shows, a few term changes can cause a significant decrease of the linear complexity. 
But the existence of sufficiently many pn-periodic sequences over IF q with linear 
complexity pn and large k-error linear complexity if k does not exceed a certain 
percentage of the period length, is guaranteed: 
Let Qpn (f) be the proportion of the pn-periodic sequences with L[rpn J (S) 2: 
¢(pn) = (p _ l)pn-1 for a given " 0 < , < 1, and let Hq(f) denote the en
tropy function defined by (cf. [5, p.55]) 

Hq (f) = ,log( q - 1) - ,log, - (1 - ,) log (1 - , ) , 0 < , < 1, 

where log z denotes the logarithm to the base q. Then in [8] it was shown that 
limn-+ooQpn(f) = 1 as long as, satisfies p - 1> pHq(f). 

3.2. Upper Bound on m(S) 
In the following theorem W H (L) shall be defined as in Lemma 3.1 for integers L of 
the form (3). Notice that if L(S) is the linear complexity of an arbitrary sequence 
S over lFq with period length N = pn, p E Pq, then L(S) as well as N - L(S) is of 
the form (3). Thus WH(N - L(S)) is well defined. 

Theorem 3.5. Suppose that S is a sequence over IF q with period length N = pn, 
n 2: 1, p E Pq, and let L(S) = E + (p - 1) LrERpr-1, R ~ {I, ... ,n}, E E {O, I}, 
be the linear complexity of S. Then with <5 = (E + 1) mod 2 and Y = r (P-1~(q-1) l (\, 
m(S) satisfies 

m(S) s:; YpWH(N-L(S)). 

Proof First we suppose that E = 1 and define T = {I, ... , n} \ R. Then the 
polynomial Spn (x) corresponding to the sequence S is of the form 

Spn(X) = II <I>pts(x), 
tET 

where s(x) E lFq[x] with gcd(s(x), x -1) = gcd(s(x), <I>pr) = 1 for all r E R. Let 

e(x) = -s(l) II <I>pt, 
tET 

and consequently 

Spn(X) + e(x) = II <I>pt(s(x) - s(I)). 
tET 

Then x-I divides 8(X) - 8(1) and we have 

deg(gcd(xpn -1, Spn(X) +e(x))) 2: 1 + (p-l) 2: pt-1 > deg(gcd(xpn -1, Spn(X))). 
tET 
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Hence by (4) and Lemma 3.1 we have 

m(S) ~ w(e(x)) = pWH«P-1) L'ET p'-') = pWH(N-L(S)). 

Now let E = 0 and suppose that 1 ~ /-l ~ n is the least integer such that <Pp" does 
not divide Spn(X). Then Spn(X) is of the form 

1-'-1 

Spn(X) = (x-I) II <Ppi II <ppuS(X), U={/-l+l, ... ,n}\R, 
i=l uEU 

where s(x) E lFq[x] with gcd(s(x), <Ppr) = 1 for all r E R. Let k(x) = s(x)(x -
1) nr:/ <Ppi and let gl(X) = L;~~1)P"-I_1 ajxj, where -gl(X) is the remainder 

of k(x) after division by <PP". Then <Pp" divides k(x) + gl(X) + h(x)<Pp" for all 
polynomials h(x) E lFdx]. Let us write gl(X) in the form 

,,-1 ( -2) ,,-1 
gl(X) = (ao+ap,,-IxP +···+a(p_2)p,,-IX P p ) 

,,-1 ( 2) ,,-1 
+ (a1 + ap"-'+lXP + ... + a(p_2)p,,-I+lX p- p )x + ... 

( p,,-I (P_2)P"-') p,,-I_ 1 ... + ap,,-I_1 + a2p,,-1_lX + ... + a(p_1)p,,-1_lX x 

and consider the term 
,,-1 ( 2) ,,-1 0 1 

Ai = (ai + ap"-'+iXP + ... + a(p_2)p,,-I+iX p- p )x" 0 ~ i ~ pl-'- - 1. 

Suppose that at least l(p-l)jqJ coefficients in Ai are zero. Then the weight w(Ai) 
of Ai satisfies 

W(A)~P-l-lp~lJ = I(P-l);q-l)l· 

In this case we define ai = O. 
Else, the most frequent coefficient ai E IF q \ {O} in Ai occurs at least l (p - 1) j q + 1 J 
times, and the weight of 

o ( 2) ,,-1 (1) ,,-1 0 Ao-ax"<p,,-[ao-a+···+(a( 2) 1 o-ao)x P- P -aox P- p ]x" 
" " p -"" p- p"- +"" " 

satisfies 

w(Ai-aixi<pp") ~p_lp~l +lJ = I(P-l~q-l)l· 
Thus we can find a polynomial 

p,,-I_1 

g(x) = gl(X) - L aixi<pp '" 

i=O 

such that 

w(g(x)) ~ I (p - l~(q - 1) 1 pl-'-l and deg(g(x)) ~ pI-' - 1. 

If we put 

e(x) = II <Ppug(x) 
uEU 
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then 

8pn(x) + e(x) = II <l>pu(k(x) + g(x)) 
uEU 

and 

deg(gcd(xpn - 1, 8pn(x) + e(x))) > (p _ 1) (pJ.L-1 + ~ pU-1) 
uEU 

> deg(gcd(xpn - 1, 8pn(x))). 

Thus with (4) and Lemma 3.1 we get 

m(8) ~ w(e(x)) ~ f (p - 1~(q - 1) 1 pJ.L-1pWH((p-1) I:uEu pU-l) 

= f(p - l~q -1)1 pWH(N-L(S)). D 

Remark 3.6. By the discussion at the beginning of Section 3 we know that L(8) = 
N yields m(8) = 1. Indeed for this case by Theorem 3.5 we have m(8) ~ 1. Thus 
if L(8) = N the upper bound established in Theorem 3.5 is always attained. 

We close this section with some examples of sequences over 1F3 (81,82 ,84 ) 

and 1F5 (83 ) with linear complexity less than N. 

81 = (220200011201012120100212001220211202120200212221002102010210002 

21111220102002020112021010212001211020122102100122101210201102)= 

82 = (210220012110001020002222110120222110021021022101200120121022011 
00220110120201220102201020011020102211002120010220102020100120)= 

83 = (423041003222203332321032230321044001410302103421023021 

012341430124321004014321233)= 

84 = (1110221102012001120210202011202112121100021021020)= 

Using the algorithm [16] described in Section 2 we can determine the k-error linear 
complexity of 8 i , i = 1,2,3,4, for any given k - and thus the value of m(8i ). The 
results tabulated in the following schedule show that at the sequences 8 1 , 8 2 , 8 3 , 8 4 

the upper bound established in Theorem 3.5 is attained. 

i N L(8i ) WH(N - L(8i )) T pWH(N-L(Si)) m(8i ) L m (s;J(8i ) 

1 125 101 2 1 5~ 25 100 
2 125 104 1 3 5 15 101 
3 81 62 1 2 3 6 60 
4 49 48 0 4 1 4 42 
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HFE and BDDs: 
A Practical Attempt at Cryptanalysis 

Jean-Francis Michon, Pierre Valarcher and Jean-Baptiste Yunes 

Abstract. HFE (Hidden Field Equations) is a public key cryptosystem using 
univariate polynomials over finite fields. It was proposed by J. Patarin in 1996. 
Well chosen parameters during the construction produce a system of quadratic 
multivariate polynomials over lF2 as the public key. An enclosed trapdoor is 
used to decrypt messages. We propose a ciphertext-only attack which mainly 
consists in satisfying a boolean formula. Our algorithm is based on BDDs 
(Binary Decision Diagrams), introduced by Bryant in 1986, which allow to 
represent and manipulate, possibly efficiently, boolean functions. This paper 
is devoted to some experimental results we obtained while trying to solve the 
Patarin's challenge. This approach was not successful, nevertheless it provided 
some interesting information about the security of HFE cryptosystem. 

1. Introduction 

1.1. BDDs 
Binary Decision Diagrams (BDDs), introduced in [1], are now commonly used in 
CAD design or verification as tools to represent and manipulate efficiently boolean 
functions. They have been recently used in cryptography to cryptanalyze some 
keystream generators (see [5]). 

The construction of the BDD of a boolean function f over n-variables labelled 
Xl, ... ,Xn , noted BDD(f), is obtained using the following Shannon's decomposi
tion: f(XI, ... , xn) = xI.f(l, X2, ... , xn) + 'XI.f(O, X2, ... , xn). 

Iterating this decomposition leads to a tree decision diagram in which inner 
nodes are labelled by variables, leaf nodes by boolean constants and directed edges 
are rooted from variables and labelled by a boolean assignment (see Figure l(a)). 
Each boolean assignment of the variables defines a unique path from the root to a 
boolean constant in the tree, and that constant gives the valuation of the function 
for the given assignment. 

This work was supported by the "ACI Cryptologie" program of the French "Ministere de la 
Recherche" . 
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By choosing a graph isomorphism and by iterating it to the subgraphs of the 
tree, one obtains a unique acyclic directed graph, called OBDD (Ordered BDD or 
Oblivious Free BDD in [10]). Figure l(b) is an example of such a graph obtained by: 
decomposing the function (x first, then y and then z), merging identical subgraphs 
and finally deleting useless nodes. 

(a) A tree decision diagram (b) OBDD(x.y + x.z + y.z) 

FIGURE 1. Decision diagrams 

The size of OBDD(f) is the number of its nodes and is denoted by IOBDD(f)I, 
and this number is also the OBDD-complexity of the boolean function, denoted 
by Cobdd(f). 

One must note that the resulting graphs (form and size) are variable orderings 
dependent (in the Shannon's decomposition). Given a function, finding the variable 
ordering that gives the minimal OBDD size is an NP-complete problem. 

We define a boolean hard function of n variables as a function whose OBDD
complexity C(n) = maxfEl8n Cobdd(f) is maximal over the set Jan of all n-ary 
boolean functions. We have: 

{ 
1· n.C(n) 
Imn --+ oo 2n 

-1· n.C(n) Imn --+ oo 2n 

1 

2 

The practical construction of an 0 B B D(f) where f = 9 EEl h (where EEl repre
sents any boolean operator) is commonly obtained by application of an algorithm 
based on a parallel DAG traversal method (called APPLY, see [1]) over OBDD(g) 
and OBDD(h): 

OBBD(f) = OBDD(g EEl h) = APPLY(OBDD(g), EEl, OBDD(h)) 

1.2. HFE Cryptosystems 

The HFE (Hidden Field Equations) public key cryptosystem is based on polyno
mials over finite fields. This system has been proposed by J. Patarin (see [8]) who 
showed how insecure Matsumoto & Imai scheme was (see [6]) and then reinforced 
it. This method can be described as follows. 
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Let lK be an extension of degree n over the finite field lF2 . The field lK can 
be viewed as an n-dimensional vector space over lF2 . Any basis {Wl' ... , wn } of lK 
defines the following mapping from lK to (lF2)n: 

n 

LXiWi""'-'" (Xl, ... , xn), where Xi E lF2 · 

i=l 

Any quasi-quadratic univariate polynomial P(X) over lK 

i,j 

(1) 

can be viewed in (lF2)n as the collection of n quasi-quadratic multivariate polyno
mials over IF 2 : 

{ 

Pl(Xl, ... , Xn) 

Pn(Xl, ... , Xn) = L~;t f3n,j,k X j X k + 6n 

",l..n f3 l: 
uj,k 1,j,kXjXk + Ul 

with f3i,j,k E IF 2 and 6i E IF 2 

Such a system is the public key of HFE. 
Encryption is done applying the Pi'S on cleartext bits. Decryption is sus

pected to be as hard as the problem of solving multivariate quadratic boolean 
equations system which is known to be NP-hard (see [2]). But it is also known to 
be efficiently tractable using Berlekamp's algorithm to extract the roots of P(X) 
(only if its degree is not too large, see [3]). 

Moreover, two linear permutations Sand T oflK are introduced as trapdoors. 
It is important to note at that point that Sand T are polynomials over lK and 
that their expressions over IF 2 are invertible linear transformations. The public 
key is then defined as the expression of T(P(S(X))) over lF2 and it is still a 
quasi-quadratic multivariate polynomial as before. But now, the polynomial T PS 
has a very high degree (comparable to the order of the field), the number of its 
coefficients is much greater than those of P, and is now practically unsolvable if S 
and T are not known. 

It is possible to define such cryptosystems on different fields, but using IF 2 

allows to encrypt text using simple digital devices as smart cards. The parameter 
r, which controls the degree of P, must actually be less than 12 (see [4]) allowing 
Berlekamp's algorithm to run efficiently. To improve his cryptosystem, Patarin 
published a challenge in which lK = IF 280, such a public key size is about 32KB. 

1.3. Attack 

We chose a ciphertext-only attack, which consists in retrieving the cleartext given 
only the ciphertext and the public key. We decided not to use algebraic properties 
of the system. The problem is then reduced to satisfy a boolean formula. 

Given a cleartext Xo E lK, encryption gives Yo = TPS(Xo), so breaking the 
cipher corresponds to solving Yo = TPS(X). Using the mapping defined in (1), 
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this can be rewritten as: 

{ 
YO,l 

YO,n 

then as: 

{: 
So, satisfying the formula: 

n 

R(Xl, ... ,xn) = 1\ Ei(Xl, ... , xn) 
i=l 

where Ei(Xl, ... , xn) = 1 + Yi + Pi(Xl, ... , xn), solves the problem and gives a 
possible cleartext. 

We decided to use OBBDs to manipulate the boolean functions involved in 
the process and the algorithm is the following: 

1. Construct BEi = OBDD(Ei)' for all i E [1, n], 
2. Construct BRl = BE" 
3. Construct BRi = APPLY(BRi_l,/\,BE.), for all i E [2,n]' 
4. Extract the set of all satisfying paths in B R = B Rn . 

2. The Library: LiBDD 

We first tried to use CMU's library (see [11]) to solve the system. But as perfor
mances were not satisfactory, we coded our own library to tune up parameters 
of the implementation (this be shown later in this paper). Written in C, the li
brary has less than 2,000 lines of source code and nothing but data layout is 
machine-dependent, however porting onto different platforms is quite easy (and 
was experimentally done). We then focused on some critical points of practical 
algorithmics: space and time. 

2.1. Memory Management 

The general-purpose BDD libraries we looked at commonly use a 96 or 128 bits 
long structure to code a single BDD-node. One can remark that we only need a 
small set of variables (actually 80 in the challenge), so we were able to pack a node 
into 64 bits using the following structure: 

struct node { 
UINT64 mark: 1; II mark and sweep garbage collector 
UINT64 idx : 7; II variable's index (O<=idx<127) 
UINT64 pthen:28; II 'true' sub-BOD 
UINT64 pelse:28; II 'false' sub-BOD 

}; 
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The fields named pthen and pelse contain the significant parts of the "real" 
memory pointers of the respectives true and false sub-BDDs. As each of these fields 
is 28 bits long, a realtime expansion must be done on each reference to produce 
a full 32 bits pointer. A generic coding of this is possible, however a machine
dependent representation is preferable because computation can be faster. 

This implementation gave us the ability to manage boolean functions of at 
most 128 variables, and BDD size less than 228 nodes. One can note that 228 nodes 
of 23 bytes each need 2 giga-bytes to be stored (a common computer maximum 
memory size at this time). 

The overall memory management has been kept as simple as possible, hence 
a single continuous pool of nodes is allocated at startup time from which, nodes 
are picked as needed. Clearing an index frees the node but nodes of BDDs are freed 
when the BDD is freed and the synchronous mark and sweep garbage collector is 
called later. 

2.2. Algorithms and BDD Variant 

We used a mixed form of Bryant's algorithms Apply and Reduce (see [1]) which 
allows to allocate only useful nodes of the resulting BDD when applying an op
erator on two BDDs (see [10]). The main difficulty was the tricky management 
of some auxiliary structures (basically matrices) involved. As such matrices are 
mostly sparse, we used a mix of hashed and sorted tables. 

As we constructed really huge BDDs, we decided to use a variant of BDDs. 
Recall that the subgraph identification operation in the Reduce step of the al
gorithm can use any suitable graph isomorphism. So we choose to identify two 
graphs either if they are denoted by the same function f, or if one is denoted by 
f and the other by -,f. This is known as "BDD with output inverters" (see [7]) 
and only needs some slight modifications in algorithms and structures. One of the 
28 bits devoted to pointers is now used to encode the "negation" mark. The max
imum number of nodes decreased to 227 but we expected to identify many more 
subgraphs and reduce the overall needed memory size. 

2.3. Performances 

We compared three different BDD libraries to solve the HFE problems we gener
ate. As we can see in Figure 2, the library LiBDD is slightly better than CuDD 
(VLSljCAD Laboratory of Colorado University - see [12]), which is far better 
than CMU's. 

3. Experimental Results 

As we needed many different HFE cryptosystems, we designed a program to gener
ate such systems that was written in C++ and uses Shoup's NTL library (Number 
Theory Library - see [14]). 
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The input of the main program is a HFE public key in challenge's format. The 
following is one equation taken from a system generated from a quasi-quadratic 
polynomial of degree 2,304=2 11 +28 over IF'224: 

y, = 1 +x, +X3 +X4 +X7 +XlO +Xll +X'2 +X17 +X,X2 +X,X3 +X,X5 +X,XlO +X,Xl1 +X,X'3 +X,X'4 + 

XIXI? + XlXZ1 + XIX22 + XIX23 + XIX24 + X2X3 + X2X6 + X2X7 + X2X9 + X2X13 + X2X14 + X2X15 + XZX19 + 
X2 X 20 +X2X22 +X2XZ4 +X3X6 +X3X7 +X3XS +X3X9+X3X 15 +X3X16 +X3X 18 +X3X21 +X3X23 +X3XZ4 +X4 X 9 + 
X4 X IO +X4Xll +X4X16 +X4X17 +X4X18 +X4X20 +X4X21 +X4X22 +X4X24 +X5X7 +X5X9 +X5XIO +X5Xll + 
X5 X 13 +X5X15 +X5X17 +X5X19 +X6X7 +X6XS +X6X12 +X6X13 +X6X16 +X6X19 +X6X22 +X6X24 +X7 X IO + 
X7 X 12 +X7 X 15 +X7X16 +X7X18 +X8X12 +X8X15 +XSX18 +XSX19 +X8X22 +X8X23 +X9X12 +X9X13 +X9X14 + 
X9X22 +X9X24 +XIOX 15 +XIOX 18 +x lOX 19 +XIOX20 +XIOX22 +XIOX24 +Xl1 x 13 +Xl1 XI9 +XII X2I +XII x24 + 

X12 X I3 + XI2 X I7 + XI2XI8 + XI2XI9 + XI2X22 + XI2X24 + XI3XI4 + XI3XI5 + XI3XI8 + XI3XI9 + XI3 X 20 + 
XI3 X 2I + XI3 X 22 + XI3 X 23 + XI3X24 + XI4XI5 + XI4X2I + XI4X22 + XI4X23 + XI5XI6 + XI5XI7 + XI5 X 20 + 
XI5 X 2I + X15 X 22 + XI5 X 23 + XI6X20 + XI6X2I + XI6X22 + XI6X23 + XI7XI9 + XI7X20 + XI7X22 + XI7 X 23 + 

XI7 X 24 +XlS X I9 +XIS X 2I +X18X24 +X19X23+X20X22+X20X23+X20X24 +X2I X23 +X2IX24 +X22 X 23 +X22X24 

A cleartext x is then randomly chosen and encoded with the system, giving 
the ciphertext y which is then used to solve the boolean system as described before: 
first, equations Ei are BDD encoded, then they are combined to produce functions 
R i · At last, vectors that satisfy Rn are produced. Figure 3 is a typical output. 

Figure 4 shows that a computation with different parameters can produce 
more than one cleartext (a satisfying assignment of the corresponding boolean 
function). 
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R11 14s 16579 nodes 
R12 14s 11242 nodes 
R13 14s 8080 nodes 
R14 14s 5524 nodes 
R15 14s 3591 nodes 
R16 14s 2307 nodes 
R17 14s 1359 nodes 
R18 14s 883 nodes 
R19 14s 546 nodes 
R20 14s 332 nodes 
R21 14s 234 nodes 
R22 14s 121 nodes 
R23 14s 67 nodes 
R24 14s 25 nodes 
X : 110101100010111011001110 
Sol 1: 110101100010111011001110 (--

Biggest bdd 589695 nodes 
Pure CPU time 14 seconds 

When we first tried to solve Patarin's challenge, we quickly saw that it would 
exceed any today computer capability. We then decided to try our method on 
several different HFE systems. 

Figure 5 shows how the size of the BDD of Ri typically evolves. As we com
bined a few Ei , the size of the result Ri grew exponentially up to a very high peak, 
then the size decreased down to a very small number. This suggests that not only 
it is difficult to build a BDD for each E i , but combining a few is even harder. 

Figure 6 shows how this phenomenon is persistent even if we use different 
fields. 

One should be careful in interpreting these results: we measured the size of 
BDDs, which is not easily related to the number of solutions satisfying the associ
ated boolean formula. What BDD size reveals is in a certain sense the "complexity" 
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of the boolean function; remember also that this complexity is variable ordering 
dependent. Moreover, what our algorithm builds is a set of boolean functions Ri 
where the sets of solutions· .. C Si+l C Si C ... are all included one into the 
other. Thus, even if the number of solutions decreases as i grows, the complexity 
of the characteristic function of the satisfying set evolves as the previous figures 
indicate. 



HFE and BDD 245 

Figure 7 illustrates how the size of the peak evolves as the size of the field 
grows and how the size of the biggest generated BDD is close to the function 2X Ix. 
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Some more experiments also showed that the observed complexities are inde
pendent of the different variables or equations orderings. More surprisingly, there 
was nothing to note when we modified P, SorT, even when trying a polynomial 
as simple as P(X) = X 3 with S(X) = T(X) = X. 

Many more experimental results can be found in [13J. 

4. Conclusion 

All those experiments suggest that this method as it stands is not suitable to break 
the HFE cryptosystem. However, it is worth noting that although this method is 
not really tractable, it does work and its complexity is smaller than the exhaustive 
one. 

A side effect is that our algorithm can be used to extract roots of any quasi
quadratic polynomial over a finite field. Our experiments showed that a standard 
computer with 1Gb of memory can break any HFE system defined in lF230 in about 
20 minutes. It will be easy to extend it to extract roots of any polynomial over a 
finite field. 
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Digital Nets and Coding Theory 

Harald Niederreiter 

Abstract. Recent research has established close links between digital nets and 
coding theory. In fact, the problem of constructing good digital nets can now 
be viewed as the problem of constructing good linear codes in metric spaces 
that are more general than Hamming spaces. In this paper we report on the 
fascinating connections between digital nets and linear codes. In particular, 
we describe the duality theory for digital nets, the asymptotics of digital-net 
parameters, and the new concept of cyclic digital nets. 
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1. Introduction 

Digital nets, the main topic of this article, arise in multidimensional numerical 
integration as point configurations with excellent uniform distribution properties 
(see [8], [14, Chapter 4]). Despite this provenance in numerical analysis, digital 
nets are firmly embedded in the area of discrete mathematics in terms of structure 
theory and construction methods. Indeed, the construction of good digital nets 
can be viewed as a problem of combinatorial linear algebra over finite fields, and 
the classical constructions use tools such as number theory and the theory of finite 
fields. 

For an integer s 2 1 let fS := [0, l]S denote the s-dimensional unit cube. Our 
starting point is the following definition, first given in [12], of point configurations 
in IS with a very regular uniform distribution behavior. We note that by a point set 
we mean a "multiset" in the sense of combinatorics, i.e., a set in which multiplicities 
of elements are allowed and taken into account. 

Definition 1.1. Let 0 :::; t :::; m and b 2 2 be integers. A (t, m, s )-net in base b is a 
point set P of bm points in fS such that every subinterval J of fS of the form 

S 

J = II[aib-di, (ai + l)b- di ) 
i=1 



248 H. Niederreiter 

with ai, di E Z, di 2: 0, ° :S ai < bd ; for 1 :S i :S s and with Vol( J) = bt - m contains 
exactly bt points of the point set P. 

It should be observed that bt = bt - m . bm is the expected number of points of 
P in an interval J of volume bt - m , in the case of perfect uniform distribution. It is 
important to note that the smaller the value of t, the larger the family of intervals 
J for which the property in Definition 1.1 is requested, and so the stronger the 
uniform distribution property. Thus, the primary interest is in (t, m, s)-nets with 
a small value of t. The number t is often called the quality parameter of the net. 

The standard construction of nets proceeds by the digital method which 
will be explained in Section 2. Nets obtained by the digital method are, in an 
obvious terminology, called digital nets. The first connections between digital nets 
and coding theory will be explored in Section 3. Further connections arise in the 
context of the duality theory for digital nets which will be delineated in Section 4. 
Sections 5 and 6 are devoted to cyclic digital nets - the analogs of cyclic codes -
and to the asymptotic theory of digital nets, respectively. 

2. The Digital Method 
The digital method was introduced in [12] and provides a general framework for 
the construction of (t, m, s )-nets. We describe this method for the case of a prime
power base q. Suppose we are given an integer m 2: 1 and the dimension s 2: 1. 
Then we have to define qm points in f8 for a (t, m, s)-net in base q. 

The first step is to take a finite field IF q with q elements. The next step is to 
choose m x m matrices C(1), .. . , C(s) over IFq , that is, one matrix for each of the s 
coordinate directions of points in IS. For a fixed column vector a E IF;;' of length 
m, we compute the matrix-vector products 

C(i)aEIFm for1:Si:Ss. q 

Next we define the map T : IF;;' -+ [0,1) by 
m 

T(h) = L 1jJ(hj )q-j 
j=1 

for h = (hI'"'' hm ) E IF;;', where 1jJ : IF q -+ {O, 1, ... ,q - 1} is a fixed bijection 
from IFq onto the set {O, 1, ... , q - 1} of q-adic digits. Then we put 

p(i)(a) = T(C(i)a) E [0,1) for 1 :S i :S s. 

In this way we get the point 

P(a) = (p(1) (a), ... ,p(s)(a)) E JS. 

By letting a range over all qm possibilities in IF;;', we arrive at the desired qm 
points in IS. 

If the point set constructed above is a (t, m, s)-net in base q, then it is called 
a digital (t, m, s)-net over IFq . Note that these qm points in IS always form a 
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(t, m, s)-net in base q for some value of t, since for instance t = m always satisfies 
Definition 1.1. The interesting question is, of course, whether we can choose the 
parameters in the above construction in such a way that we can obtain nontrivial 
values t < m (or even rather small values) for the quality parameter. 

It turns out that the quality parameter t of a digital (t,m,s)-net over lFq 
depends only on the choice of the matrices e( 1 l , ... , e( s l in the above construction. 
These matrices are called the generating matrices of the digital net. For 1 ::; i ::; s 
let cyl E IF;;', 1 ::; j ::; m, be the row vectors of e(i). Then the quality parameter 
t can be determined by the following result (see [14, Theorem 4.28], [20, Theorem 
8.2.4]). 

Theorem 2.1. Let d ::; m be such that for any nonnegative integers d1 , ... ,ds with 
2::=1 d i = d the vectors 

c;i) Elf:, 1::; j ::; di , 1::; i ::; s, 

are linearly independent over IF q' Then the point set constructed above is a digital 
(t, m, s)-net over lFq with t = m - d. 

By maximizing d, we get the minimal value of the quality parameter t for this 
point set. Similar construction principles are available for arbitrary bases, but then 
one has to replace the finite field IF q by a finite commutative ring with identity. 

Recent surveys of constructions of (digital) nets are given in Clayman et al. 
[3], Larcher [8], Niederreiter [15], and Xing and Niederreiter [27]. For expository 
accounts of the theory of digital nets we refer to the books of Niederreiter [14, 
Chapter 4] and Niederreiter and Xing [20, Chapter 8]. 

3. Digital Nets and Parity-Check Matrices 
In order to make the digital method work concretely and effectively, we have to 
solve the problem of combinatorial linear algebra arising from Theorem 2.1. In 
other words, we have to find systems {c;il E IF;;' : 1 ::; j ::; m, 1 ::; i ::; s} of vectors 
for which the number d in Theorem 2.1 is as large as possible. 

This problem is reminiscent of that of finding good linear codes over IF q by 
means of their parity-check matrices. However, instead of an s x m array of vectors 
c;il, 1 ::; i ::; s, 1 ::; j ::; m, as above, the coding-theory problem just requires us 
to find a list of s vectors, i.e., an s x 1 array, with a suitable linear independence 
property. 

The rigorous way of viewing the digital-net problem and the coding-theory 
problem from a common perspective is based on the following definition from [18]. 

Definition 3.1. Let k, m, and s be positive integers and let d be an integer with 
0::; d::; min(k,ms). The system {c;i) E lF~: 1::; j::; m,l::; i::; s} of vectors is 
called a (d, k, m, s )-system over IF q iff or any integers d1 , ... , ds with 0 ::; di ::; m for 

1 :S i ::; sand 2::=1 di = d the system {c;i) E lF~ : 1 ::; j :S di , 1 ::; i :S s} is linearly 
independent over lFq (the empty system is considered linearly independent). 
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On account of Theorem 2.1, it is now clear that the construction of a digital 
(t, m, s )-net over IF q requires the construction of an (m - t, m, m, s )-system over IF q. 

On the other hand, if we can construct a (d, k, 1, s)-system {CCi) E IF~ : 1 ::; i ::; s} 
over IF q, then we obtain a linear code oflength s, dimension ~ s - k, and minimum 
distance ~ d + 1 if we use c(1), ... ,cCs) as the columns of a parity-check matrix 
of the linear code. This follows from a standard result in coding theory (see [2, 
Corollary 3.2.3], [10, Lemma 8.14]). 

To emphasize this important point, the step of going from the construction 
of good linear codes to the construction of good digital nets is that of going from a 
list of s vectors to an s x m array with a suitable linear independence property. In 
this sense, the problem of constructing good digital nets can be considered more 
difficult than that of constructing good linear codes. 

This connection between linear codes and digital nets suggests the following 
intuitive procedure for constructing good digital nets: 

(i) start from a construction of good linear codes in terms of parity-check ma
trices; 

(ii) write the columns of the parity-check matrix as a single column of vectors, 
thus obtaining the first column of an s x m array of vectors; 

(iii) fill up the remaining m - 1 columns of an s x m array of vectors in a "canon
ical" way; 

(iv) determine the value of d in Definition 3.1 that you get. 

Example. Let f3 be a primitive element of IF q and let 1 ::; s ::; q - 1. Put 

for 1 ::; i ::; s. 

Note that these vectors occur as columns of parity-check matrices of certain Reed
Solomon codes over IFq (compare with [10, p. 324]). A "canonical" extension to an 
s x m array of vectors is obtained by defining the vectors cY) E IF;', 1 ::; i ::; s, 
2 ::; j ::; m, by 

cY) = (0, ... ,0, 1, (. j )f3i , (~+ 1)f32i , ... , (~-I)f3Cm-j)i). 
~ )-1 )-1 )-1 

j-1 

This yields a familiar construction of digital nets, first given by Faure [6] in the 
special case where q is a prime and then by Niederreiter [12] for the general case 
of an arbitrary prime power q (compare also with [14, Remark 4.52]). 

Further information on the general theory of (d, k, m, s )-systems over IF q can 
be found in the papers of Niederreiter [13] and Niederreiter and Pirsic [18], [19]. 

4. Duality Theory for Digital Nets 
In the previous section we described the connection between digital nets and parity
check matrices of linear codes. This raises the question of whether one can con
struct digital nets in analogy with the construction of linear codes via generator 
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matrices, or equivalently via linear subspaces of the Hamming space. This is indeed 
the case, but to make it work one has to develop a duality theory for digital nets. 

The viewpoint of duality was introduced into the theory of digital nets by 
Niederreiter and Pirsic [18]; see also Skriganov [26] for a more specialized setting. 
In this viewpoint, the problem of constructing digital (t,m,s)-nets over IFq is re
duced to that of constructing certain IFq-linear subspaces oflF~s. The vector space 
IF~s is endowed with a weight function which generalizes the classical Hamming 
weight in coding theory. Then there is a known relationship between the quality 
parameter t of the digital net and the minimum distance (or minimum weight) of 
the corresponding IFq-linear subspace. Small values of t correspond to large values 
of the minimum distance in this relationship. 

The appropriate weight function Vm on IF~s was first introduced by Nieder
reiter [11] and later used in an equivalent form in coding theory by Rosenbloom 
and Tsfasman [24]. First, we define a weight function v on IF~ by putting v(a) = 0 
if a = 0 E IF~, and for a = (al,"" am) E IF~ with a -lOwe set 

v(a) = max {j : aj -IO}. 
Then we extend this definition to IF~s by writing a vector A E IF~s as the con
catenation of s vectors of length m, i.e., 

A = (a(1), ... , a(s)) E IF~s with a(i) E IF;;' for 1 :::; i :::; s, 

and putting 
s 

Vm(A) = L v(a(i)). 
i=1 

Note that in the case m = 1, the weight Vm(A) reduces to the Hamming weight of 
the vector A. If for any m ~ 1 we define the distance dm(A, B) of A, B E IF~s by 
dm (A, B) = V m (A - B), then IF~s turns into a metric space, which for m = 1 is 
the Hamming space in coding theory. As in coding theory, the concept of minimum 
distance relative to dm , or equivalently Vm , plays a crucial role. 

Definition 4.1. For any nonzero IFq-linear subspace N of IF~s we define the mini-
mum distance 

dm(N) = min Vm(A). 
AEN\{o} 

The following result from [18] is an analog of the well-known Singleton bound 
in coding theory. 

Proposition 4.2. For any nonzero IF q-linear subspace N of IF~s we have 

dm(N) :::; ms + 1 - dim(N). 

The basic step in [18] is to set up a duality between digital (t, m, s)-nets 
over IF q and certain IF q-linear subspaces of IF~s. We assume s ~ 2 to avoid the 
trivial one-dimensional case. Let the m x m matrices C(1) , ... , c( s) over IF q be the 
generating matrices of the digital net P. We set up an m x ms matrix M as follows: 
for 1 :::; j :::; m, the jth row of M is obtained by concatenating the jth columns 
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of e(1), ... , e(8). Let M ~ IF;;'8 be the row space of M and let M..L ~ IF;;'8 be 
its dual space as in coding theory, i.e., M..L is the orthogonal complement of M 
relative to the standard inner product on IF;;'8. With this notation, we can now 
formulate the following result from [18]. 

Theorem 4.3. The digital net P is a digital (t, m, s)-net over IFq if and only if 

8m (M..L)2:m+l-t. 

This leads to the following procedure for constructing good digital nets on 
the basis of duality theory: 

(i) construct an IFq-linear subspace N of IF;;'s with dim(N) 2: ms - m and a 
large value of 8m (N) (compatible with Proposition 4.2); 

(ii) dualize N to get M, which determines the digital net. 

In the notation of Theorem 4.3 we have N = M..L. Note that trivially dim(M) :S 
m, and so we have 

dim(N) = ms - dim(M) 2: ms - m, 

as stated in (i). In the end, this procedure yields a digital (t, m, s)-net over IFq with 
t = m + 1 - 8m (N). We summarize this as follows. 

Corollary 4.4. Let q be a prime power and let m 2: 1 and s 2: 2 be integers. Then 
from any IF q-linear subspace N of IF;;'8 with dim(N) 2: ms - m we can construct 
a digital (t, m, s)-net over IFq with t = m + 1 - 8m (N). 

Example. Based on this construction principle, we can obtain an analog of alge
braic-geometry codes for digital nets. For a smooth, projective, absolutely ir
reducible algebraic curve A/IFq of genus g, choose s distinct IFq-rational points 
PI, ... ,Ps on A and a suitable divisor D of A. Recall that an algebraic-geometry 
code is the image of the IF q-linear map 

f E C(D) ~ (J(PI)' ... ' f(Ps)) E IF~, 

where C(D) denotes the Riemann-Roch space of D. Given integers m 2: max(l,g) 
and s 2: 2, we now replace each f(Pi ) - which can be viewed as the constant term 
in the local expansion of f at Pi - by the m-tuple of the first m coefficients in the 
local expansion of f at Pi. This yields an IF q-linear map into IF;;'s. By letting N 
in Corollary 4.4 be the image of this map, we obtain a digital (g, m, s )-net over 
IFq. In the simplest case where A is the projective line over IFq, we obtain a digital 
(0, m, s )-net over IF q whenever s :S q + 1. For the details of this construction and 
generalizations we refer to Niederreiter and OZbudak [16]. 

We mention now several more constructions of digital nets that have been 
carried out with the help of duality theory. The general flavor of the construc
tions of digital nets based on Corollary 4.4 is to exploit the analogy with coding 
theory and transfer known constructions of good linear codes to digital nets. The 
paper [18], which introduced the duality theory for digital nets, contained already 
one such application, namely an analog of the (u, u + v) construction of codes. 
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An improved version of the (u, u + v) construction for digital nets was given by 
Bierbrauer, Edel, and Schmid [1]. This construction was recently generalized by 
Niederreiter and Ozbudak [17] who used an analog of the matrix-product construc
tion of codes. Analogs for digital nets of the Kronecker-product construction of 
linear codes are due to Bierbrauer, Edel, and Schmid [1] and Niederreiter and Pir
sic [19]. Niederreiter and Xing [22] used Corollary 4.4 to obtain a new propagation 
rule for digital nets. 

5. Cyclic Digital Nets 

Cyclic codes form a well-known class of linear codes. In this section we introduce 
an analog of cyclic codes for digital nets. We adopt the viewpoint that cyclic codes 
can be defined by prescribing roots of polynomials (compare with [2, Chapter 5], 
[10, Section 8.2]). 

Let the integers m :::: 1 and 8 :::: 2 and the finite field IF q be given. Our starting 
point is the vector space 

P = {J E IFqm[x] : deg(f) < 8} 

of polynomials. Note that dim(P) = m8 as a vector space over IFq • Now we fix an 
element a E IF qm and define 

Po: = {J E P : J(a) = a}. 

It is clear that Po: is an IFq-linear subspace of P with dim(Po:) = m8 - m as a 
vector space over IF q' 

For each i = 1, ... ,8, we choose an ordered basis Bi ofIFqm over IFq • Now 
we set up a map from P to IF~s in the following way. Take J E P and write this 
polynomial explicitly as 

s 

J(x) = L lixi- 1 

i=l 

with Ii E IFqm for 1 :S i :S 8. For each i = 1, ... ,8, let Ci(f) E IF~ be the coordinate 
vector of Ii with respect to the ordered basis B i . Then we define 

cp : J E P I-t (Cl (f), ... , Cs (f)) E IF;;s. 

It is obvious that cp is an IF q-linear isomorphism from P onto IF~s. 
Now let No: be the image of the subspace Po: under cp. Since cp is an isomor

phism, we have 
dim(No:) = dim(Po:) = m8 - m 

as a vector space over IFq. Thus, we can apply Corollary 4.4 to the IFq-linear sub
space No: of IF~s. The resulting digital net is called a cyclic digital net over IF q' 

A complete analogy with cyclic codes would require that a be a root of X S -l. 
However, this would imply a restriction on 8, and so we have not imposed this 
additional condition on a. The advantage of the construction of digital nets in this 
section is that it works for any prime power q and any integers m :::: 1 and 8 :::: 2. 
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6. The Asymptotics of Digital Nets 

In this section we discuss the existence of digital (t, t + d, s}-nets over lFq for a 
fixed integer d :::: 0 and a fixed prime power q. Since it is trivial that for d = 0 
and d = 1 such digital nets always exist, we assume d:::: 2 in the remainder of the 
section. The following result from [21] shows that in any sequence of such digital 
nets with the dimension s tending to 00, the quality parameter t must have a 
certain minimal rate of growth. We include the proof for the sake of completeness. 

Proposition 6.1. Let q be an arbitrary prime power and d :::: 2 a fixed integer. Then 
for any sequence of digital (tr' tr + d, sr) -nets over IF q with Sr ~ 00 as r ~ 00, we 
have 

1· . f tr ldJ Imlll -1--:::: -2 ' 
r-+oo ogq Sr 

where logq denotes the logarithm to the base q. 

Proof We use the following result of Schmid and Wolf [25]: if there exists a digital 
(t, t + d, s }-net over IF q with d :::: 2, then necessarily 

Ld/2J U () ( 1) ~ ~; ~~ 1 (q_1}lqU-l < qt+d. 

This implies, in particular, that 

( s ) < l+d, 
ld/2J 

and so for s :::: d we get 
cdsLd/2J < qt+d 

with a constant Cd > 0 depending only on d. Consequently, 

_t _ > l~J + Cd(q} 
logq s 2 logq s 

with a constant Cd(q} depending only on d and q, which immediately implies the 
result of the proposition. 0 

An important question is then whether one can construct such sequences of 
digital nets with the minimal growth rate tr = O(log sr} for the quality parameter. 
The answer is affirmative, and the currently best result was established in [22] by 
combining BCH codes with the construction of digital nets from linear codes that 
is due to Lawrence et al. [9]. This yields the following result. 

Theorem 6.2. For every prime power q and every integer d:::: 2, we can construct 
a sequence of digital (tr , tr + d, sr) -nets over IF q with Sr ~ 00 as r ~ 00 and 

hm -- S;d-1- -- . . tr ld - 1J 
r-+oo logq Sr q 



Digital Nets and Coding Theory 255 

Corollary 6.3. For every integer d ~ 2 there exists a sequence of digital (tr, tr + 
d, sr) -nets over IF 2 with Sr --+ 00 as r --+ 00 and 

1· tr ldJ Im-----
r-+oo log2 Sr - 2 ' 

and the constant L d/2 J is best possible. 

Proof. We use Theorem 6.2 with q = 2 and note that 

d-1-ld;lJ = l~J for all d ~ 2. 

The rest follows from Proposition 6.1. o 
A comparison with Proposition 6.1 shows that Theorem 6.2 is best possible 

also in two other cases. An obvious case is d = 2. Another special case in which 
Theorem 6.2 is best possible is (q,d) = (3,4). 

For (q, d) = (2,4) and (q, d) = (3,4), the result of Theorem 6.2 can be deduced 
also from the constructions of Edel and Bierbrauer [4], [5]. These constructions use 
BCH codes as well, but in a way that is different from the proof of Theorem 6.2. For 
(q, d) = (2,4) the result of Theorem 6.2 (and Corollary 6.3) can also be obtained 
by combining the work of Helleseth, Kl(3ve, and Levenshtein [7] and OZbudak [23]. 
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1. Introduction 

Let IFq be the finite field of order q, where q is an arbitrary prime power. For a 
(not necessarily linear) code Cover IFq, we denote by n(C) its length and by d(C) 
its minimum distance. We write IMI for the cardinality of a finite set M. 

An important function in the asymptotic theory of algebraic codes is D:q, 
which is defined by 

D:q(i5) = sup {R E [O,IJ: (i5,R) E Uq} for 0 ~ 15 ~ 1. (1.1) 

Here Uq is the set of all ordered pairs (15, R) E [0, IF for which there exists a 
sequence {Cd ~l of (not necessarily linear) codes Ci over IF q such that n( Ci ) -+ 00 

as i -+ 00 and 

where logq is the logarithm to the base q. We refer to [10, Section 1.3.1J for some 
basic properties of the function D:q. In particular, we note that D:q(O) = 1 and 
D:q(i5) = 0 for (q - l)jq ~ 15 ~ 1. 
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A central problem in algebraic coding theory is to find lower bounds on oq(8) 
for 0 < 8 < (q-1)/q. A classical lower bound is the asymptotic Gilbert-Varshamov 
bound which says that 

q-1 
oq(8) ::::: 1 - 8logq(q - 1) + 8logq 8 + (1 - 8) logq(l - 8) for 0 < 8 < --. 

q 

It was widely believed that this bound is best possible, but in an important break
through Tsfasman, Vladut, and Zink [11] showed that one can beat the asymptotic 
Gilbert-Varshamov bound by using Goppa's algebraic-geometry codes (see [3], [8, 
Chapter 6], [9], [10] for the latter codes). 

Before we can introduce the Tsfasman-Vladut-Zink bound, we have to recall 
the quantity 

A(q) = lim sup Nq(g) 
9->00 g 

(1.2) 

from the theory of global function fields. Here Nq(g) denotes the maximum number 
of rational places that a global function field of genus g with full constant field JF q 

can have (compare with [8, Chapter 1] and [9, Chapter VD. Now the Tsfasman
Vladut-Zink bound in [11] says that 

1 
o (8) > 1- 8 --

q - A(q) for 0 $ 8 $ 1. (1.3) 

The bound (1.3) was used by Tsfasman, Vladut, and Zink [11] and later by Nieder
reiter and Xing [7] to beat the asymptotic Gilbert-Varshamov bound in various 
cases. We refer also to [8, Section 6.2] for an expository account of these results. 

It took over 20 years for the bound (1.3) to get improved. This was recently 
achieved by Xing [12] who showed that for any 8 E (0,1) we have 

1 ~ ( q -1) oq(8) ::::: 1 - 8 - A(q) + ~ logq 1 + 7 . (1.4) 

The proof of (1.4) given in [12] proceeds in a nonconstructive manner. 
In the present paper we establish an improvement on the Xing bound (1.4) 

and thus also on the Tsfasman-Vladut-Zink bound (1.3). Moreover, the proof of 
our bound is obtained constructively in a certain range for 8 (see Corollary 4.8). 
However, if we want to extend the range for 8 to the full range in which our new 
bound is meaningful, then we have to use nonconstructive arguments (see Corollary 
5.4). Our main results are based on the theory of global function fields (see [8] 
and [9] for the necessary background). The construction of our (not necessarily 
linear) codes yielding the improved lower bound on oq(8) takes its cue from the 
construction of digital nets given by the authors in [5]. 
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2. Preliminaries 

In this section we give some definitions and preliminary results that we use later 
in the paper. Throughout the paper we assume that m is an integer with m 2: 2. 

L b · D ( (1) (1) (n) (n)) lFmn et n 2: 1 e an mteger. ror a = a l , ... , am , ... , a l , ... , am E q ,we 
define the subsets Im(a),Im-1 (a), . .. ,h (a) of {I, ... , n} as 

{ i E {I, ... n} : a~ =I o} , 
{ . {I } . (i) - 0 (i) --L o} z E , ... , n . am - ,am- l I , 

h(a) { . {I }. (i) _ - (i) - 0 (i) --L o} z E , ... , n . am - ... - a2 - ,al I . 

For given positive real numbers Xl, ... , xm with Xl + ... + xm < 1, let 
Mq,n (Xl, ... ,xm ) be the subset of IF;,n defined as 

Note that, in general, Mq,n(XI, ... , xm) ~ IF;,n is not in the form of a carte
sian product WI x ... x W m with subsets WI, ... , W m ~ IF~. 

We observe that for the cardinality of the set Mq,n(XI,' .. ,Xm ) we have 

(2.2) 

X· .. 

Now we introduce some weight functions that we use later. For a = (aI, ... , 
am+l) E IF;'+I, let 

Vm+l(a) = m + 1 
vm+!(a) = m 

Vm+l(a) = 1 
vm+!(a) = 0 

if am+! =I 0, 
if am+l = 0 and am =I 0, 

if am+! = ... = a2 = 0 and al =I 0, 
if 0:= O. 

(2.3) 

D ((1) (1) (1) (n) (n) (n)) IF(m+!)n d ror any a = al ,a2 , ... , am + l , ...... ,al ,a2 , ... , am +l E q ,we e-
t (i) - ((i) (i) (i)) lFm+l " . - 1 nr d fi th . ht no e a - al ,a2 , ... , am +l E q lor z - , ... , n. vve e ne e welg 
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function Vm +1 (-) on IF~m+l)n as 

n 

Vm+l(a) = L vm+1(a(i)) 
i=l 

(see also [6]). 
For {3 = «(31, ... ,(3m) E IF;', let 

V{2, ... ,m+1)({3) = m + 1 if (3m =I 0, 
V{2, ... ,m+1)({3) = m if (3m = 0 and (3m-1 =I 0, 

V{2, ... ,m+1)({3) = 2 
V{2, ... ,m+1)({3) = 0 

if (3m = ... = (32 = 0 and (31 =I 0, 
if {3 = O. 

(2.4) 

(2.5) 

D b - (b{l) bel) bel) ben) ben) ben)) IFmn d b{i)-rOr any - l' 2 , ... , m , ...... , 1 , 2 , ... , m E q ,we enote -

(b~i) ,b~i) , ... ,b~) ElF;' for i = 1, ... , n. We define the weight function V(2, ... ,m+I)(·) 
on IF;,n as 

n 

V; (b) - '"' v (b{i)) (2, ... ,m+l) - ~ (2, ... ,m+1) . 
i=l 

For a nonempty set W ~ IF;,n, let 

R{2, ... ,m+1)(W) = max {V(2, ... ,m+l) (a) : a E W} 

and 

D{2, ... ,m+1)(W) = max {V(2, ... ,m+1)(a - b): a, bE W}. 

We prove a simple lemma. 

Lemma 2.1. For any nonempty set W ~ IF;,n, we have 

D{2, ... ,m+l)(W) ::; 2R(2, ... ,m+1)(W), 

Proof. Let 

_ ( (I) (I) en) (n)) W d a - a1 , ... , am , ... , a1 , ... , am E an 

b= (b~1), ... ,bg), ... ,b~n), ... ,b~)) E W 

be such that D{2, ... ,m+1)(W) = V(2, ... ,m+1)(a - b). For i = 1, ... , n, let 

a {i) = (a (i) a(i)) and b{i) - (b{i) b{i)) 1 , ... , m - 1 , ... , m . 

Then we have 
n 

D (W) - '"' v (a (i) - b{i)) (2, ... ,m+1) - ~ (2, ... ,m+1) . 

i=l 

First we prove that for each 1 ::; i ::; n, 

v (a{i) - b{i)) < v (a(i)) + v (b(i)) (2, ... ,m+1) _ (2, ... ,m+1) (2, ... ,m+1)· 

(2.6) 

(2.7) 

(2.8) 
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Let 1 ~ i ~ n be a fixed index. If a(i) = b(i) = 0, then (2.8) holds trivially. Assume 

that either a(i) t- 0 or b(i) t- o. Let l be the largest integer such that either aii) t- 0 

or bii ) t- O. Then a~i) - b~i) = 0 for each t ~ l + 1 and hence V(2, ... ,m+l)(a(i) -

b(i)) ~ l + 1. Since either aii ) t- 0 or bii ) t- 0, we have V(2, ... ,ml)(a(i)) ~ l + 1 or 

V(2, ... ,m+1)(b(i)) ~ l + 1. This proves (2.8). 
Hence using (2.7) and (2.8), we obtain 

n n 

D (W) < "v (a(i)) + "v (b(i)) (2, ... ,m+l) _ ~ (2, ... ,m+l) ~ (2, ... ,m+l) . (2.9) 
i=l i=l 

By the definition of R(2, ... ,m+l)(W) we also have 

V,(2 )(a) = ~n v( )(a(i)) < R( )(W) and , ... ,m+l Wt=l 2, ... ,m+1 _ 2, ... ,m+1 

V, (b) = ~n V (b(i)) < R (W) (2, ... ,m+l) wt=l (2, ... ,m+l) _ (2, ... ,m+l) . 

(2.10) 

Combining (2.9) and (2.10), we obtain 

D(2, ... ,m+I)(W) ~ 2R(2, ... ,m+l)(W), 

D 

Throughout the paper we denote the Hamming weight on lF~ as VI (.). 

3. The Basic Code Construction 

In this section we give our basic code construction. We note that the crucial idea 
of the definition of the map <I> below stems from the construction of digital nets 
in [5]. 

Let F ilF q be a global function field over IF q with at least n + 1 rational places, 
where n ~ 1. Assume that the genus 9 of F satisfies 2g ~ n. Let m ~ 2 and r be 
integers with 

mn + 2g - 1 ~ r ~ (m + l)n - 1. (3.1) 

Let Xl, ... ,Xm be positive real numbers with Xl + ... + Xm < 1 satisfying 

(m + l)n - r - 2 (2lxlnJ + 3lx2nJ + ... + (m + 1) lxmnJ) ~ 1. (3.2) 

Let Po, PI, ... ,Pn be distinct rational places of F. Let G be the divisor of F 
defined as G = rPo; more generally, G could be any divisor of F of degree r with 
supp(G) n {PI, ... , Pn } = 0. For each i = 1, ... , n, let ti be a local parameter at 
Pi. For each i = 1, ... , nand! in the Riemann-Roch space .c(G), let !(O)(Pi ) E lFq 
be the evaluation !(Pi ) and for l = 1, ... , m, let !(l)(Pi ) E lFq be the recursively 
defined evaluation (! -(J(O) (Pi) + !(1)(Pi ):t + ... + !(l-I)(Pi)t~-I)) (Pi) 

(compare also with [5, Section 3] and [8, pp. 5-6]). 
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For each i = 1, ... , n, let 

'Pi: qG) 
j 

--> IF~ 
f-+ (J(m-1)(Pi ), ... , j(1)(Pi ), j(O) (P;)) , 

and let cI> be the linear map defined as 

cI> : £(G) 
j 

--> IF~n 

f-+ ('P1(f), ... ,'Pn(f)). 

Note that Ker cI> = £ (G - m(P1 + ... + Pn)). Using the Riemann-Roch theorem, 
we get 

dimKer cI> = r - mn + 1 - g, (3.3) 

since r-mn:::: 2g-1 by (3.1). Again using the Riemann-Roch theorem, we obtain 

dim£(G) = r + 1- g 

and hence cI> is surjective. 
Let N q,n(X1, ... , xm) = cI>-1 (Mq ,n(X1, ... , xm)) be the inverse image of the 

set M q,n(X1, ... ,xm) ~ IF~n under the linear map cI>. By (3.3) we have 

INq,n(X1,"" xm)1 = qT+1-mn-9IMq,n(X1, ... , xm)l· 

Let ¢ be the map from N q,n(X1, ... ,xm) ~ £(G) to IF~ defined as 

¢:Nq,n(X1, ... ,Xm) --> IF~ 
j f-+ (J(m)(Pd, ... , j(m)(Pn)) . 

Note that ¢ depends on the real numbers Xl, .. . , X m . Let C ~ IF~ be the code 
defined as the image of ¢. Note that C is a nonlinear code in general. 

Theorem 3.1. Under the notation and assumptions as above, 

C is a q-ary (n,qT+1-mn-9IMq.n(X1, ... ,xm)l,d) code 

with 
m 

d:::: (m + l)n - r - 22.)j + l)lxjnJ. 
j=l 

Proof. Let f, g E N q,n(X1, ... , xm) ~ £(G) be distinct functions. For i = 1, ... , n, 
let ai, bi E IF~+l be the vectors defined as 

ai = (J(m)(Pi), ... ,j(O)(Pi )), 

bi = (g(m) (Pi)" .. , g(O) (Pi)) . 

Using these we define the vectors a, b E IF~m+1)n as 

a=(a1, ... ,an ), b=(b1, ... ,bn ). 

Since j, g E £( G), from the definition (2.3) we obtain 
n 

f - g E £ ( G - L (m + 1 - vm + 1 (ai - b i ) ) Pi) . 
i=l 

(3.4) 
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As f =I- g, the degree of the divisor in (3.4) is nonnegative and hence using (2.4) 
we get 

Vm+l(a - b) ~ (m + l)n - r. (3.5) 

On the other hand, the definitions (2.4) and (2.6) and the definitions of ¢ and <I> 
yield 

Vm +1 (a - b) :::; VI (¢(I) - ¢(g)) + V(2, ... ,m+l) (<1>(1) - <I>(g)). (3.6) 

By the definition of Mq,n(XI,"" xm) we have 

R(2, ... ,m+1) (Mq,n(xI, ... ,xm)) 

:::; 2Lx InJ + 3 LX2nJ + ... + (m + l)lxm nJ. 

Using Lemma 2.1 and (3.7), we get 

V(2, ... ,m+l) (<1>(1) - <I>(g)) 

:::; 2 (2LxInJ + 3 LX2nJ + ... + (m + l)lxm nJ). 

From (3.5), (3.6), and (3.8) we obtain 

VI (¢(I) - ¢(g)) 

~ (m + l)n - r - 2 (2LxInJ + 3 LX2nJ + ... + (m + l)lxm nJ). 

(3.7) 

(3.8) 

(3.9) 

Using (3.2) and (3.9), it follows also that ¢ is injective, and so the number of 
codewords in C is INq,n(XI, . .. ,xm)l. This completes the proof. D 

4. Asymptotic Construction 

In this section we present a constructive class of asymptotic codes leading to an 
improvement on the Tsfasman-VHidu~-Zink and Xing bounds. 

First we give some definitions and we prove some technical lemmas that we 
use later in this section. 

Let E(x) be the real-valued function defined on the open interval 0 < x < 1 
by 

E(x) = -x logq x - (1 - x) logq(l - x). 

Lemma 4.1. For any real number 0 < x < 1, we have 

Proof. This follows immediately from [4, Chapter 10, Lemma 7]. D 
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Let Pm(Xl, . .. , xm) be the real-valued function defined on the open domain 
D = {(Xl, ... , Xm) E IRm : Xl > 0, ... , Xm > 0, and Xl + ... + Xm < I} by 

Pm(Xl, ... ,Xm) 

= E(xm) + ~(1- Xm - Xm-l - ... - Xj+l)E ( Xj ) 
~ 1 - X - X 1 - ... - X ·+1 j=l m m- J 

+ (t,Xj) 10g,(0 - 1) + t,(j -1)xj. 
Lemma 4.2. Under the notation and assumptions as above, for each (Xl, ... , xm) 
in the domain D of the function Pm(Xl, ... , xm), we have 

. logq IMq.n (Xl, ... , Xm) I 
hm = Pm(Xl, ... ,Xm). 

n-+oo n 

Proof. This follows from (2.2) and Lemma 4.1. o 
Next we note that, by straightforward manipulations, the expression for 

Pm(Xl, ... ,Xm) can be simplified to 

Pm(Xl, ... , Xm) = - 2:;:1 Xj logq Xj - (1 - 2:;:1 Xj) logq (1 - 2:7'=1 Xj) 

+ (2:;:1 Xj) logq(q - 1) + 2:7'=2(j - l)xj. 

(4.1) 

Let Qm (Xl, ... , xm) be the real-valued function defined on the same domain 
D as above by 

m 

Qm(XI, ... , xm) = Pm(Xl, ... ,xm) - 2 L(j + l)xj. (4.2) 
j=l 

We deduce from (4.1) and (4.2) that for each 1 :S l :S m, the partial derivative of 
Qm(Xl, ... ,xm) with respect to Xl is given by 

aQm(Xl, ... ,Xm) 
aXI 

( 1 - (Xl + ... + X )) 
= logq Xl m + logq(q - 1) - (l + 3). 

(4.3) 

Let 

(4.4) 

and for 1 :S l :-s: m - 1 let 

I ql(q-1) 
am-l = q am = +3. (4.5) qm + qm-1 

Lemma 4.3. Under the notation and assumptions as above, the critical point of the 
function Qm(Xl, ... , xm) is (al, ... , am). 
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Proof. By (4.3), it suffices to show that (al, ... ,am ) E D ~ IRm is the unique 
solution of the system of equations 

Xl q-1 
1 - (Xl + ... + xm) ql+3 

for 1 = 1, ... , m. 

Adding the equations in (4.6), we get 

Hence 

and 

Xl + ... +xm 

qm -1 
Xl + ... + Xm = -~----:

qm+3 + qm-1 

qm+3 
1 - (Xl + ... + xm) = . 

qm+3 + qm-1 

We complete the proof using (4.6) and (4.7). 

Lemma 4.4. Under the notation and assumptions as above, we have 

( qm -1) 
Qm(al, ... , am) = logq 1 + qm+3 . 

Proof. By (4.1) and (4.2) we have 

Qm(al, ... , am) = Qm(qm-I am , qm-2am , ... , am) 

qm -1 
--l-am(logq(q - 1) -logq am - m - 3) 
q-

qm+3 (qm _ 1) 
+ qm+3 + qm _ 1 logq 1 + qm+3 

(4.6) 

(4.7) 

D 

qm _ 1 (qm _ 1) qm+3 (qm - 1) 
qm+3 + qm _ 1 logq 1 + qm+3 + qm+3 + qm _ 1 logq 1 + qm+3 ' 

which yields the desired result. D 
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Now we describe our asymptotic construction. Let {FdlFq}~l be a sequence 
of global function fields over IFq, where Fi is of genus 9i with ni rational places for 
i = 1,2, ... , limi-+oo 9i = 00, and limi-+oo ~ = >. such that 

It is easily seen that 

>'> 2 
1 - 2 (2a1 + ... + (m + I)am ) 

1 
2a1 + ... + (m + I)am < 2' 

so we have, in particular, >. > O. Let I" be any real number with 
2 

0::; I" < 1 - A - 2 (2a1 + ... + (m + I)am ). 

Then for sufficiently large i, we have 29i ::; ni - 1 and we can choose integers ri 
such that the inequalities 

mni + 29i - 1 ::; ri, 

(m + l)ni - ri - 2 (2la1n;J + ... + (m + l)lamniJ) ~ 1, 

are satisfied and 

1. ri 2 
. 1m - = m + \" + 1". 
~~oo ni /\ 

(4.8) 

For sufficiently large i, let Gi be the code obtained from Theorem 3.1, using 
Fi together with ri as determined above, with Xj = aj for j = 1, ... , m. Let d(Gi ) 
be the minimum distance of the code Gi . 

Theorem 4.5. Under the notation and assumptions as above, we have 

1· d(Gi) 1 2 2 Lm 
(. 1) .1m -- ~ - - - I" - J + aj 

t-+oo ni >. 
j=1 

and 

ll.m logq IGil + d(Gi ) 1 (qm - 1) 
-..!..-'-----'-------'----'- ~ 1 - \" + logq 1 + -+3 . i-+oo ni /\ qm 

Proof For sufficiently large i, by Theorem 3.1 we have 

and 

logq IGil = ri + 1 - mni - 9i + logq IMq.ni (a1, ... , am)1 

m 

d(Gi ) ~ (m + I)ni - ri - 2 L(j + I)lajn;J. 
j=l 

(4.9) 

(4.10) 

As limi-+oo Lard = aj for each j = 1, ... , m, from (4.8) and (4.10) we obtain by 
passing to a suitable subsequence of {FdlFq}~l' 

1· d(Ci) 1 2 2 Lm 
(. 1) .1m -- ~ - - -I" - J + aj. 

t-+oo ni >. 
j=1 
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By (4.9) and (4.10) we have 

lim logq !Ci! + d(Ci ) 
i--+oo ni 

2: 1 - ~ + lim logq !Mq,ni (al,"" am)! _ 2 ~(j + 1)aj. 
>.. ...... 00 ni ~ 

j=l 

Using Lemma 4.2, (4.2), and Lemma 4.4 we obtain 

. logq !Mq,n; (al,"" am)! ~. 
hm -2~(J+1)aj 
...... 00 ni j=l 

m 

Pm(aI, ... ,am) - 2 L(j + 1)aj 
j=l 

( qm -1) 
= Qm(al,"" am) = logq 1 + qm+3 . 

This completes the proof. 
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o 
Remark 4.6. We recall that the codes Ci constructed above are nonlinear in gen
eral. We note that the codes Ci are constructive. Moreover, in the notation of 
(1.1) and (1.2), with>" = A(q) in Theorem 4.5 we obtain a constructive class of 
asymptotic codes such that 

1 (qm -1) aq(8) 2: 1 - 8 - A(q) + logq 1 + qm+3 (4.11) 

for each m 2: 2 and for any 8 in the range 

8 E (0 1 __ 2_ _ 2qm (q - 1) ~ j + 1) 
, A(q) qm+3 +qm -1 f;r qj . 

Here we used the definition of the aj in (4.4) and (4.5). 

Remark 4.7. From Lemma 4.3 we observe that the choice Xj = aj for j = 1, ... , m 
is optimal in order to get the maximal improvement in (4.11). 

Corollary 4.8. We have 

a q (8) 2: 1 -8 - Atq) + logq (1 + :3 ) 
for any 8 in the range 

( 2 4q -2] 
8 E 0,1- A(q) - (q _ 1)(q3 + 1) . 

Proof. It is straightforward to show that the sequence of numbers 

2qm(q -1) Lm j + 1 
+3 . , m = 2,3, ... , qm + qm -1. qJ 

J=l 
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is increasing. Furthermore, we have 

lim 2qm(q-l) ~j+l=2(q-l)~j+l 
m-->oo qm+3 + qm _ 1 ~ qJ q3 + 1 ~ qJ 

J=l J=l 

2(q-l) (q 1) 4q-2 
q3 + 1 (q - 1)2 + q - 1 = (q - l)(q3 + 1)" 

Therefore, for any <5 in the range 

( 2 4q -2] 
<5 E 0,1- A(q) - (q _ l)(q3 + 1) 

the bound (4.11) can be applied for all m 2: 2. Letting m ~ 00 in (4.11), we obtain 
the desired result. 0 

Remark 4.9. If q is a square, then A(q) = y'q - 1, and so Corollary 4.8 yields 

a q (<5) 2: 1 - <5 - _1_ + logq (1 + 13) 
y'q-l q 

for any <5 in the range in Corollary 4.8. Sequences of global function fields achieving 
A(q) = y'q - 1 in (1.2) were constructed explicitly by Garcia and Stichtenoth [1], 
[2]. 

Corollary 4.8 improves on the Xing bound in (1.4). This follows from Lemma 
4.10 below and a comparison of the bounds in Corollary 4.8 and (1.4). 

Lemma 4.10. For any q 2: 2 we have 

Proof. We prove the equivalent inequality 

IT (1 + q ~/) < 1 + 13. 
i=2 q q 

With exp(x) = eX for x E lR we have 

IT(I+q~/) 
i=2 q 

< IT exp (q ~/) = exp (f: q ~/) 
;=2 q ;=2 q 

exp (q2(ql+ 1)) . 

Using the simple bound 

exp(x) ::; 1 + x + 2x2 for 0 ::; x ::; 1, 
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we obtain 

( 1 ) exp 
q2(q + 1) 

1 2 
< 1 + + -:-:,...-----:--:::-

q2(q + 1) q4(q + 1)2 
1 1 1 

< 1 + q2(q + 1) + q3(q + 1) = 1 + q3' 

and the proof is complete. o 

5. A Nonconstructive Extension 

We now extend the validity of the lower bound on G:q (<5) in Corollary 4.8 to a wider 
range for <5 (see Corollary 5.4 below) by using a nonconstructive method. 

For each c E IF~n and positive real numbers Xl, ... , xm with Xl + .. ,+xm < 1, 

let Mq,n(XI, ... ,Xmjc) be the subset oflF~n defined as 

Mq,n(XI, ... ,XmjC) = {a E IF~n: Ih(a - c)1 :::; lXlnj, ... , IIm(a - c)1 :::; lXmnj}. 

A comparison with (2.1) shows that for each c E IF~n we have 

IMq,n(XI, ... ,xmjc)1 = IMq,n(XI, ... ,xmjO)1 ~ IMq,n(xl, ... ,xm)l. (5.1) 

Let F IIF q be a global function field over IF q with at least n + 1 rational places, 
where n ~ 1. Let m ~ 2 and r be integers and Xl, ... , Xm be positive real numbers 
with Xl + ... + Xm < 1 satisfying 

r:::; (m + l)n -1- 2 (2lxlnj + 3lx2nj + ... + (m + l)lxmnj). (5.2) 

Let Po, Pt, . .. , Pn be distinct rational places of F. Let G be the divisor of F 
defined as G = rPo. For each i = 1, ... , n, let 

'l/Ji : C(G) -> IF~ 
1 1-+ (J(m-l) (Pi), ... ,/(1) (Pi)' 1(0) (Pi)) , 

and let \)i be the linear map defined as 

\)i : C( G) -> IF~n 

1 1-+ ('l/JI (f), ... , 'l/Jn (f)) . 

Note that 111 is not necessarily surjective. 
Let 8 be the subset of the cartesian product C( G) x IF~n defined as 

8 = {(f, c) E C(G) x IF~n : 1 E C(G), 1I1(f) E Mq,n(XI, ... , Xmj cn· 

From (5.1) we obtain 

181 = IC(G)I·IMq,n(XI, ... ,xmjO)I· 

For each c E IF~n, let Ne ~ C( G) and 8e ~ 8 be the subsets defined as 

Ne = {J E C(G): \)i(!) E Mq,n(XI, ... ,XmjCn 
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and 

Sc = {(f, c) E S : j E Nc}. 
Note that 

cEJF~n 

and that for each c E IF;;m we have 

IScl = INcl· 
Hence there exists c E IF;;,n such that 

IN I = IS I > ~ = 1£(G)I·IMq.n(xl, ... ,xm;O)I. 
c c - qmn qmn 

We assume that 

I£(G)I ·IMq.n(xl,'" ,Xm; 0)1> qmn 

and we fix an element c E IF;;,n satisfying (5.3). 
Let 'l/J be the map from Nc ~ £( G) to IF~ defined as 

'l/J: Nc -+ IF~ 
j 1-7 (J(m) (Pd, ... , j(m)(Pn)) . 

Let C ~ IF~ be the code defined as the image of 'l/J. 

(5.3) 

(5.4) 

Theorem 5.1. Under the notation and assumptions as above, C is a q-ary 
(n, INcl, d) code with 

INcl 2: r 1£( G) I . IMq.~~l' ... , Xm; c) 11 

and 
m 

d 2: (m + l)n - r - 2 ~)j + l)lxjnJ. 
j=l 

Proof. From (5.3) and (5.4), we have INcl 2: 2. Let j,g E Nc such that j i- g. We 
have \I! (f) , \I! (g) E Mq.n(Xl, ... , Xm; c) and hence 

\I!(f)-c, \I!(g)-CEMq.n(Xl, ... ,Xm;O). 

By the definition of Mq.n(Xl, ... ,xm;O) we have 

R(2 •... ,m+1)(Mq.n(Xl, ... , Xm; 0)) ::; 2lxlnJ + ... + (m + l)lxmnJ. (5.5) 

Using Lemma 2.1 and (5.5), we get 

V(2, ... ,m+l) (\I! (f) - \I!(g)) = V(2 ... m+l)((\I!(f) - c) - (\I!(g) - c)) 

::; 2(2lxlnJ + ... + (m + l)lxmnJ). 
We complete the proof as in the proof of Theorem 3.1. o 
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Remark 5.2. Note that G is nonconstructive. Moreover C is a nonlinear code in 
general. We also observe that 

I£(G)I . IMq,n(xl,"" xm)1 > qmn 

implies the assumption in (5.4). 

(5.6) 

Now we describe our nonconstructive asymptotic codes. Let {FdFq}~l be a 
sequence of global function fields over F q, where Fi is of genus 9i with ni rational 
places for i = 1,2 ... , limi ..... oo 9i = 00, and limi ..... oo n, = 'Y such that 

g, 

1 
'Y> ( ). 

1 + logq 1 + ~:~; 
Let v be any real number with 

1 (qm - 1) 
~ - logq 1 + qm+3 < v < 1. 

Using Lemma 4.2, (4.2), and Lemma 4.4, for sufficiently large i, we can choose 
integers ri such that the inequalities 

and 

(5.8) 

are satisfied and 
m 

lim ri =m-2L(j+1)aj+v. 
1..~CXJ ni 

j=l 

From (5.4), (5.6), (5.7), and (5.8), we observe that for sufficiently large i, the 
conditions of Theorem 5.1 using Fi and ri, with Xj = aj for j = 1, ... , m, are 
satisfied. For sufficiently large i, let Gi be the code obtained from Theorem 5.1 
and d( Gi ) be the minimum distance of the code Gi . 

As in the proof of Theorem 4.5, we prove the following theorem. 

Theorem 5.3. Under the notation and assumptions as above, we have 

lim d(Gi ) ~ 1- v 

and 

logq IGil + d(Gi ) 1 (qm - 1) 
lim > 1 - - + log 1 + -- . 

i ..... = ni - 'Y q qm+3 

Proof. For sufficiently large i, by Theorem 5.1 and (5.1) we have 

logq IGil ~ logq 1£( G) I + logq IMq,ni (aI, ... ,am)1 - mni 

~ ri + 1- 9i - mni + logq IMq,ni(al, ... ,am)1 
(5.9) 
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and 
m 

d(Ci ) 2': (m + l)ni - ri - 2 L(j + l)lojn;J. 
j=l 

(5.10) 

From Lemma 4.2, (4.2), Lemma 4.4, (5.9), and (5.10) we obtain by passing to a 
suitable subsequence of {F;jIFq}~l' 

1· d(Gi) 1 1m -- 2': - v 

and 

logq IGil + d(Gi ) 1 (qm - 1) 
lim > 1 - - + log 1 + --- . 

i->oo ni - I q qm+3 

Corollary 5.4. We have 

oq(8) 2': 1 -8 - A~q) + logq (1 + q13 ) 

for any 8 in the range 

8 E (0,1- A~q) +logq (1 + qI3))' 

Remark 5.5. If q is a square, then A(q) = ...;q - 1, and so Corollary 5.4 yields 

o (8) > 1- 8 - _1_ + log (1 +~) 
q - ...;q - 1 q q3 

for any 8 in the range in Corollary 5.4. 
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Malleability Attacks on 
M ulti-Party Key Agreement Protocols 

Josef Pieprzyk and Huaxiong Wang 

Abstract. Multi-party key agreement protocols indirectly assume that each 
principal equally contributes to the final form of the key. In this paper we 
consider three malleability attacks on multi-party key agreement protocols. 
The first attack, called strong key control, allows a dishonest principal (or a 
group of principals) to fix the key to a pre-set value. The second attack is 
weak key control in which the key is still random, but the set from which 
the key is drawn is much smaller than expected. The third attack is named 
selective key control in which a dishonest principal (or a group of dishonest 
principals) is able to remove a contribution of honest principals to the group 
key. The paper discusses the above three attacks on several key agreement 
protocols, including DH (Diffie-Hellman), BD (Burmester-Desmedt) and JV 
(Just-Vaudenay). We show that dishonest principals in all three protocols 
can weakly control the key, and the only protocol which does not allow for 
strong key control is the DH protocol. The BD and JV protocols permit to 
modify the group key by any pair of neighboring principals. This modification 
remains undetected by honest principals. 

Mathematics Subject Classification (2000). Primary 94A60, 68P25, 68MlO. 

Keywords. Public-key cryptography, key agreement protocols, malleability at
tacks, key control. 

1. Introduction 

Multi-party key establishment protocols are necessary cryptographic tools when
ever a group of principals (people or processes) would like to create a secure channel 
among themselves (either to provide confidential or authenticated communication 
or both). Traditionally, key establishment protocols are divided into two broad 
categories: key transport and key agreement protocols. In key transport protocols, 
the common key is generated by the so-called trusted authority and distributed 
via pre-set secure communication channels. The most prominent example of such a 

The work was in part supported by Australian Research Council Discovery grants DP0345366 
and DP0344444. 
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protocol is the Needham-Schroeder protocol [12]. In key agreement protocols, how
ever, the common key is composed from information provided by the co-operating 
principals. Diffie and Hellman in their revolutionary paper [6] proposed the first 
key agreement protocol. It allows two parties to agree on a secret via a public 
discussion. The protocol, however, is subject to the so called "meet-in-the-middle" 
attack. The reason for this is the lack of mutual authentication of the parties. They 
certainly can establish a common secret key, but they are not sure with whom. 
Later Diffie, van Oorschot and Wiener [7] rectified the Diffie-Hellman (DH) pro
tocol in which both parties are sure of the identity of each other. This is the 
well-known Station-to-Station (STS) protocol [7]. 

The DH 2-party protocol was generalized by Burmester and Desmedt [4] 
for multi-party. Although elegant, the original BD protocol did not consider the 
entity authentication and so suffered from the man-in-the-middle attack as well. A 
number of protocols for authenticated multi-party key agreement protocols have 
been then suggested [9, 3, 1, 2, 14], unfortunately, none of them gave rigorous 
security proofs. Recently, Katz and Yung [8] presented the first constant-round 
authenticated mUlti-party key agreement protocol that is provably secure under 
known cryptographic assumptions. 

The cryptographic protocols are evaluated using well-defined security goals (see 
[10] for details). Among them the following goals are considered as the basic ones. 

• Key freshness. 
• Key confidentiality. 
• Mutual entity authentication. 
• Key confirmation. 

One of the few security goals which has not been fully studied and discussed is 
key control. This goal does not apply to key transport protocols as the trusted 
authority takes the full responsibility for key generation and the participants have 
no control over it. The situation is different for key agreement protocols as the 
secret key is negotiated among the principals. 

The paper is structured as follows. Key control, its properties and its relation 
to other security goals are discussed in Section 2. Section 3 studies key control in 
the DH protocol. The BD protocol is examined in Section 4. Section 5 considers 
key control in the JV protocol. We conclude the paper in Section 6. 

2. Properties of Key Control 

The issue of key control could be ignored all together if all collaborating principals 
are honest and follow the protocol. However, even when the principals are hon
est, they may be tempted to choose their private elements in a non-random way, 
perhaps from elements generated previously in order to save time and computing 
resources. In practice, it is reasonable to assume that principals will follow the 
protocol in order to achieve the common goal (such as an agreement on the com
mon secret key) especially when the discussion among principals is being done via 
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public channel. It is, however, unreasonable to expect from principals to behave 
"honestly" whenever they can get some advantage over other principals while their 
dishonest behavior is not going to be detected. 

The problem of key control in key agreement protocols was first discussed by 
Mitchell, Ward and Wilson [11 J. They observed that in two-party key agreement 
protocols, always the party who sends a "partial key" first is disadvantaged as 
the second party may exert some control over the jointly agreed key. To make 
key agreements "fair" for both parties, the authors proposed to use commitments 
based, for instance, on collision intractable hash functions. 

Multi-party cryptography was defined to enable groups of people to perform 
cryptographic operations. Again the belief about the group honesty was replaced 
by a more realistic assumption that in the group of n principals, there are at least 
t honest ones (t < n). 

Intuitively, principals who interact to jointly and equally influence the final 
form of the key must not be able to force other principals to accept a key which has 
been prefixed. It is desired that no principal or group of conspiring participants 
are able to fix the secret key to some (non-random) value. One can argue that the 
name key agreement means that all parties equally contribute to the final value 
of the key. Ideally, as long as there is a single honest principal who selects her 
contribution at random, the agreed secret is also random. In other words, key 
control should be impossible in an ideal key agreement protocol. 

The way principals can exercise their influence over the key can be classified into 

• strong key control - a dishonest principal (or group of principals) can fix the 
secret key to any value of their choice (Le., the principal waits until others 
have published their public information and adjusts their contribution in 
order to get the requested value of the key), 

• weak key control- a dishonest principal (or group of principals) can restrict 
the value of the key so it belongs to a smaller set of elements, 

• selective key control - a dishonest principal (or group of principals) can re
move a key contribution of a single or group of honest principals, 

• no key control- a dishonest principal (or group of principals) can neither fix 
nor restrict the value of the key. 

Note that strong key control implies weak key control. Also strong key control 
implies selective key control. If the protocol allows for selective key control, then 
a big enough collection of dishonest principals may be able to strongly control the 
key. However, weak key control and selective key control seem to be independent 
(to some degree). 

Key control can be exercised by 

• a single principal, 
• a subgroup of principals, 
• other party involved in the protocol (typically a trusted registry who gener

ates public elements used during a run of the protocol). 
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Principals who wish to control the key may need to behave differently from the 
other principals. In other words, protocols may allow to 

• hide any attempt to control the key, 
• detect an attempt to control the key, 
• identify the principal who wants to control the key. 

If a principal or a subgroup of principals may control the key, then some 
other security goals may not be achievable. In particular, 

• key freshness cannot be guaranteed - honest principals cannot be sure that 
the group key is fresh. Strong key control allows a dishonest principal to fix 
the key to any value including those used in the past runs of the protocol. 
Weak key control increases the probability that the new key has been used 
before (as the key belongs to a relatively small set of elements), 

• key confidentiality is likely to fail - if dishonest principals force the group to 
accept a key known to some outsiders. The key can be compromised before 
the execution of the protocol in the case of strong key control. When weak 
key control is exercised by dishonest principals, then the exhaustive search 
of key space may be possible. 

Clearly, key control (or lack of key freshness) makes the protocol susceptible to 
the replay attack. If the dishonest principals force the group to use a previously 
used key, then all communication can be replayed and the principals will not be 
able to distinguish current multi-party dialog from the replayed one. 

3. Key Control in DH Protocols 

The DH protocol is one of the basic cryptographic tools and in fact, it was the 
very first protocol used by Diffie and Hellman to demonstrate viability of public 
key cryptography. It can be used by any two principals A, B who wish to establish 
a common secret key via a public discussion. Let p be a long enough prime so 
that the discrete logarithm problem in GF(p) is intractable and g be a primitive 
element randomly chosen from GF(p). Both p and g are public. Now A chooses at 
random an integer a E GF(p) and calculates 

a = gO 

Similarly, the principal B selects at random (3 and computes 

b = gi3 

Now A communicates a to B while B sends b to A. The communication channel 
can be public. Both principals compute the common key as 

K = bO = ai3 = go3 

From the last equality, one could conclude that both parties contribute equally to 
the final value of the key. It is not difficult to see that the protocol can be subject 
to the well-known small subgroup attack described by the following theorem. 
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Theorem 3.1. Given the DH protocol with parameters as described above. Let p-
1 = 2Pl ... Pt. Then any principal can force the key K to assume a value from the 
short cyclic group. 

Proof. Consider that the principal A selects a deterministically. Let it be 

p-1 
a=--

Pi 
then the value a = gO: is an element of cyclic group with Pi elements. The principal 
B can only force the random choice within the group with elements (a, a2 , ••• , aPi ). 

o 
The following corollaries can be derived. 

• If both principals attempt to control the value of the key, then the resulting 
key belongs to the cyclic group which is an intersection of two cyclic groups 
selected by A and B. 

• Principals can detect an attempt of key fixing by checking whether the key 
K is a primitive element of GF(p), or in other words whether 

.E=.!c ? 
K Pi == 1 

for some Pi. If there is such i for which the above equality holds, then the 
element is not primitive. The protocol allows principals to identify potential 
cheaters. 

• There is also a version of the man-in-the-middle attack in which the attacker 
forces the two parties to accept the final key from a short subgroup. Assume 
that the attacker C sits between A and B and is able to intercept and modify 
messages communicated between the two parties. So the communication from 
A to B, i.e., A __ B : gO: is replaced by 

p-l 
A __ C : gO: and C __ B : (gO:) Pi 

Similarly, the communication B __ A : g(3 is intercepted and modified by C 
as follows: 

p-l 

B __ C : g{3 and C __ A : (g{3) Pi 
p-l 

Clearly, both parties recover the key which is K = (g<>{3) Pi . 
• To exclude the possibility of key control by using elements of short cyclic 

groups, it is enough to apply GF(2n) for which 2n - 1 is a Mersenne prime 
as any element different from 1 (and -1) generates the full cyclic group. 
Alternatively, for GF(p), the prime p is chosen as a strong one, i.e., p-1 = 2q 
where q is prime. 

Recall the DH problem. 

Instance. Given GF(p), a primitive element g and a pair of integers gO:,g(3. 
Question. What is go:(3? 

The DH problem is considered to be computationally intractable. 
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Theorem 3.2. Given the DH key agreement protocol in GF(p) where p, q are primes 
and p -1 = 2 x q. If instances of the D H problem are intractable, then principals are 
not able to fix the common key to the pre-defined value K F where K F fJ. { -1, 1}. 

Proof. By contradiction. Assume that the principal B after getting the partial key 
go. from A can force KF to be the agreed key. In other words, there is a polynomial
time probabilistic algorithm A which accepts the pair (KF = go.{3, go.) and returns 
the proper g{3 so it can be communicated to A. The algorithm may not work if the 
cyclic group generated by go. does not include the element K F . In this case, it is 
enough to choose KF appropriately, i.e., from the cyclic group generated by go.. 

Note that the algorithm A also solves the DH problem. Given two integers 
(go., g(3). It is easy to verify that if we put the pair (go., g{3-') as the input to our 
algorithm, then it outputs go.{3 or 

A(go., g{3-') = go.{3 

Clearly, to get this result we have to generate g{3-' first. Observe that two appli
cations of the algorithm A generates it because 

A(A(go., g(3), go.) = g{3-' 

That is, the DH problem is easy and we have obtained the contradiction which 
proves the theorem. 0 

An attempt of key control can be detected by checking the order of two 
partial keys go. and g{3. Equivalently, it is enough to check the order of K = go.{3 
as if K is a primitive element then there is no way to fix or restrict the value of 
the key unless the DH problem is easy. 

4. The Burmester-Desmedt Protocol 

The Burmester-Desmedt (BD) protocol is described in [4J. The arithmetics is per
formed in GF(p) with 9 as a primitive element where p - 1 = 2 x q. The protocol 
is an extension of the DH protocol and allows a group of n principals Po,· .. ,Pn - 1 

to agree on a common and secret key. The BD protocol runs as follows . 

• Pi; i = 0, ... , n -1, picks up at random ri ER GF(p), computes Zi = gr, and 
broadcasts 

Pi -4 *: Zi 

• Each Pi checks the order of 9 or ord(g) = q. Then Pi computes 

Xi = (Zi+l )ri 
Zi-l 

and broadcasts 
Pi -4 *: Xi 

Note that subscripts are counted modulo n. 
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• Principal Pi computes the common secret key 

K nri X n- l X n- 2 X 
i = zi-l i i+ 1 ... i-2 

Note that if all principals follow the protocol, the common key is 

The BD protocol consists of two phases. In the first phase, principals broad
cast their Zi. In the second one, they announce their Xi. In both phases, principals 
are bound to use the same rio Assume that principals are going to use different 
elements and Zi = gri while 

( )
Ri 

Xi = Zi+l 
Zi-l 

and ri, Ri are not necessarily the same. After some transformations, we can get 
an explicit expression for the keys Ki = gei computed by particular principal Pi 
where 

ei (nri-lri - (n - 1)ri- 1R i ) + ((n - 1)RirHl - (n - 2)riRHl) 

+ ... + (2Ri- 3ri-2 - ri-3Ri-2) + R i- 2ri-l 

Assume that ri = Ri for all i except i = 1. Then principals will recover keys with 
their exponents (rl =1= R1 ) 

el = (nrorl - (n - 1)roRl) + ((n - 1)Rlr2 - (n - 2)rlr2) + r2r3 + ... + rn-lrO 

e2 = (nrl r2 - (n - 1)rl r2) + r2r3 + ... + rOrl 

e3 = r2r3 + ... + (2rorl - roRd + Rlr2 

eo = rn-lrO + ((n - 1)rorl - (n - 2)roRd 

+ ((n - 2)Rlr2 - (n - 3)rlr2) + r2r3 + ... + rn-2rn-l 

Clearly, every key will be different so the protocol fails. The BD protocol allows 
to generate the same key only if all principals consistently apply the same ri for 
Zi and Xi generation. 

Consider the BD protocol executed by n principals with parameters defined 
as above. Is it possible for a group of conspiring principals to force a pre-determined 
key? 

Theorem 4.1. Given the ED protocol with parameters as above. A group of (n -1) 
conspirators can force the honest principal to accept the key to the pre-defined value 
KF of their choosing, i.e., the strong key control is possible by the group of (n -1) 
principals. 

Proof. Assume that the group of conspirators is {PI"'" Pn - l } and the honest 
principal is Po. The BD protocol is executed as prescribed to the point when the 
values Xi are to be announced. The dishonest principals stop there and wait until 
the honest one broadcasts her Xo. Now they can calculate the correct key K = Ki 
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for i = 1, ... ,n - 1. One of the conspirators, say Pn - 2 , now modifies his X n - 2 to 
a new false value 

X' _ K F X n - 2 
n-2 - K 

This value together with other (correct) ones are broadcast as requested by the 
protocol. The honest principal computes 

K - nTo Xn-IXn - 1 X' - K o - zn-I 0 I . . . n-2 - F· 

o 
Note that a single dishonest principal may force a single honest principal to 

obtain the false key K F . However, other honest principals will end up with keys 
different from K and K F . This will be detected when the principals start using 
the keys causing their communication to fail. 

Theorem 4.2. Given the BD protocol as described above. A pair of two dishonest 
principals, say Pn - 2 , Pn - I , is able to strongly control the key. Other principals 
Po, PI"'" Pn - 3 are unable to detect the cheating. 

Proof. Assume that the dishonest principals wish to replace the original key K by a 
false one of their choice K F. When the BD protocol is being executed, the cheaters 
follow it until the second stage when Xi are about to be broadcast. They wait until 
all honest principals have announced their Xi; i = 0,1, ... , n - 3. Having their 
X n - 2 , X n - I , the dishonest principals compute the key K as in the BD protocol 
and broadcast 

n X' - KFX rn-2 ----+ * : n-2 - K n-2 

Pn - I ----+ *: X~_I = !!F X n - I 

where X~_2' X~_I are modified values of the original X n - 2, X n - I obtained in 
the protocol. The key derived by Po is KF and it is computed as in the proof of 
Theorem 4.1. Other honest principals compute their keys using their correct values 
Xi for i = 0,1, ... ,n - 3 and false values X~_2' X~_I' Therefore 

K nTi X n - I x ,i+1 X'i X 
i = Zi_1 i ... n-2 n-I'" i-2 

We now evaluate 
X ,i+ 1 X'i _ KF XHI Xi 

n-2 n-I - K n-2 n-I 

So all honest principals calculate Ki = KF for i = 0,1, ... , n - 3. There is no 
facility in the protocol to detect the manipulation by the dishonest principals. 0 

Now we investigate the case of weak key control. 

Theorem 4.3. Given the BD protocol with parameters as described above. Assume 
that Pi- I and PHI are cheaters who wish to annihilate Pi'S contribution to the 
key. Then it is enough for them to choose their ri-I and ri+1 such that 

generate a short cyclic group. 
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Proof. Consider the extreme case when Pi- I and PHI collectively select their ri-I 
and ri+1 such that 

ri-I + rHI = P - 1, 

then the agreed key is 

As g(ri - 1 +ri+llr i = 1, the key depends on contributions of other principals - the 
contribution of Pi has been removed. Clearly, the neighbors Pi- I and PHI can 
choose their contributions so gri - 1 +rHl generates a short cyclic group - the con
tribution of Pi can be restricted to a random element from a short cyclic group. 0 

Note that a single principal, either Pi-lor PHI, cannot weakly control the 
key. Assume that one of them, say Pi-I, wish to control the key. First Pi- I waits 
until the other neighbor PHI broadcasts their Zi+1 and then selects an element 
from a short cyclic group gC = Zi-IZHI and computes Zi-I. Pi-I, however, is 
unable to compute the exponent ri-I which correspond to it unless the discrete 
logarithm problem is easy. 

The good news for Pi is that they can detect this kind of attack by checking 
whether the element Zi-IZHI is primitive. If it is not, then Pi may decide to abort 
the protocol. 

5. Key Control in the Just-Vaudenay Protocol 

We give a brief description of the protocol and the reader is encouraged to re
fer to the paper [9] for details. It is assumed that the group of principals IP' = 
{Po, ... ,Pn-d is already arranged into a cycle and each pair of principals has run 
a two-party key agreement protocol. The two party key agreement protocol is a 
version of the STS protocol. For the sake of clarity we assume that this protocol 
provides the standard collection of goals: key freshness, key confidentiality, explicit 
key authentication and mutual entity authentication. As the result of the execu
tion of the protocol for pairs (Po, PI)' ... , (Pn-I, Po), the pair (Pi, PHI) holds the 
session key K i . Note that the indices are computed modulo n. 

JV Multi-party Key Agreement Protocol [9] 

1. Each pair of principals (Pi, PHd holds a session key K i . 
2. Each Pi computes and broadcasts Wi = K~~l . 
3. After receiving the values Wj , Pi computes the group key 

K = Kr-I Win-IWi~12 ... Wi- I = K IK 2 ... Kn· 

The authors analyzed their protocol and proved that their protocol was secure 
against passive attacks. Also they considered two active attacks (the shielding and 
middle-person attacks). Unfortunately, the key derived in the JV protocol can be 
manipulated by principals. 
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Theorem 5.1. The JV multi-party key agreement protocol allows a pair of principals 
to strongly control the key. 

Proof The proof describes an attack in which two dishonest principals, say 
(PI, P2), force the other principals to accept a key K F of their choice. We as
sume that each pair has completed their two-party key agreement protocol and 
each pair (Pi ,Pi+1) holds the session key K i. The cheaters (PI,P2) wait until 
other principals have announced their Wi. Then knowing W o, W 3 ,···, W n- I , both 
compute 

k = KoK2' K 3 ,···, K n- I . 
P2 computes keys in the following order: 

PI obtains the same collection of keys differently: 

(Kn' W n ) -+ K n- b 

(Kn- I , Wn-d -+ K n- 2, 

(K4' W4) -+ K 3 · 

The cheaters compute their new session key (different from K I ) 

kl = KFk- 1 

and they broadcast WI = i; and W 2 = ~. Now every principal can calculate 
their final group key which is 

K = K ok 1K2' K 3 , . .. ,Kn- I = KF. 

The group key is K F as intended by the cheaters. D 

It seems that key control can be removed by adding a step in the protocol 
requiring principals to commit themselves to their true values Wi before broad
casting them. This could be done by sending signed hash values of Wi. Clearly, 
the attack demonstrated in the proof will no longer work. This way of ensuring 
of key-control freeness has been first suggested in [I1J. This method of preven
tion does not work if manipulation of keys can be done before Wi are broadcast. 
The next theorem shows how a subgroup of principals can selectively remove key 
contributions of some victim principals. 

Theorem 5.2. Given 5 principals Pi- 2, Pi-I, Pi, Pi+I, Pi+2 in the JV protocol hold
ing their pairwise keys K i- 2, K i- I , K i , Ki+I' where n ~ 5. Then (Pi+I, Pi+2) and 
(Pi-I, Pi- 2) can jointly remove the contribution of Pi by modifying their keys Ki+I' 
K i - 2 so their keys satisfy the following equation 

K:+ IK:_ 2 = Ki+IKi-2(KiKi-d-l. 
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The group key is 

K = KoKI' .. K n - I . 
KiKi- 1 

Proof. Unlike in the previous cheating scenarios, the dishonest principals Pi- 2, 
Pi-I, Pi+l , Pi+2 do not wait for broadcast of Wi' They modify their keys using 
the knowledge of the keys Ki and K i- I they agreed with the honest Pi. Note that 
Pi- I and Pi share with Pi keys K i- I and K i , respectively. Now the modification 
of their keys 

K:+ IK:_ 2 = Ki+IKi-2(KiKi-I)-1 

removes the contribution of Pi. o 

Interestingly enough the theorem is also true for n = 3 when any coalition 
of two principals can set the key to the value of their choice before broadcasting 
values Wi. 

6. Conclusion 

In this paper we have considered key control problems in multi-party key agree
ment protocols and presented malleability attacks on several existing key agree
ment protocols in which malicious principals can send "bad" protocol messages in 
order to bias the probability distribution of the final key or even force the session 
key to some desired value. Such an attack by the principals (insiders) can allow 
collaborating outsiders to derive the group key, even if the communication between 
the malicious insiders and outsiders is not allowed after the key agreement protocol 
begins. 

While previous work has been mainly concerned with security (privacy) 
against (active) attacks by group outsiders, we believe that security (non-malleabil
ity) against attacks by the group insiders should be considered as a basic security 
requirement as well. As we have shown for DR, BD and JV protocols, other ex
isting key agreement protocols (DR-type based) also suffer from the key control 
problems under the malleability attacks, thus it is desirable to design key agree
ment protocols that are non-malleable against active insiders. After this paper 
was submitted, we continued to work on this problem and made some positive 
progress. In the coming paper [5], we give the first multi-party agreement protocol 
that simultaneously achieves key privacy against outsiders and non-malleability 
against insiders. 

Acknowledgement 

The authors thank Yvo Desmedt, Keith Martin and Ron Steinfeld for inspiring 
discussions about key agreement protocols. We also would like to thank the anony
mous reviewer for critical comments and suggested improvements to the work. 



288 J. Pieprzyk and H. Wang 

References 

[1] G. Ateniese, M. Steiner and G. Tsudik. Authenticated Group Key Agreement and 
Friends. ACM CCCS '98. 

[2] G. Ateniese, M. Steiner and G. Tsudik. New Multi-Party Authentication Services 
and Key Agreement Protocols. IEEE Journal on Selected Areas in Communications, 
18(4):628-639, 2000. 

[3] C. Boyd. On key agreement and conference key agreement. ACISP97. 

[4] M. Burmester and Y. Desmedt. A secure and efficient conference key distribution 
system. In A. De Santis, editor, Advances in Cryptology - EUROCRYPT'94, pages 
275-286. Springer, 1995. Lecture Notes in Computer Science No. 950. 

[5] Y. Desmedt, J. Pieprzyk, R. Steinfeld and H. Wang. A Non-Malleable Group Key 
Exchange Protocol Robust Against Active Insiders. Preprint, 2004 (31 pages). 

[6] W. Diffie and M.E. Hellman. New directions in cryptography. IEEE 'Transactions on 
Information Theory, 22:644-654, 1976. 

[7] W. Diffie, P. Van Oorschot, and M. Wiener. Authentication and authenticated key 
exchanges. Designs, Codes, and Cryptography, 2:107-125, 1992. 

[8] J. Katz and M. Yung. Scalable Protocols for Authenticated Group Key Exchange. 
Advances in Cryptology - CRYPTO'03, pages 110-125, Springer, 2003. Lecture Notes 
in Computer Science, No. 2729. 

[9] M. Just and S. Vaudenay. Authenticated multi-party key agreement. In K. Kim and 
T. Matsumoto, editors, Advances in Cryptology - ASIACRYPT'96, pages 36-49. 
Springer, 1996. Lecture Notes in Computer Science No. 1163. 

[10] A. Menezes, P. van Oorschot, and S. Vanstone. Handbook of Applied Cryptography. 
CRC Press, Boca Raton, 1997. 

[11] C.J. Mitchell, M. Ward, and P. Wilson. Key control in key agreement protocols. 
Electronics Letters, 34(10):980-981, 1998. 

[12] R.M. Needham and M.D. Schroeder. Using encryption for authentication in large 
networks of computers. Communications of the ACM, 21(12):993-999, December 
1978. 

[13] T.P. Pedersen. Non-interactive and information-theoretic secure verifiable secret 
sharing. In J. Feigenbaum, editor, Advances in Cryptology - CRYPTO'91, pages 
129-140. Springer, 1992. Lecture Notes in Computer Science No. 576. 

[14] W.-G. Tzeng. A Practical and Secure Fault-Tolerant Conference Key Agreement 
Protocol. PKC 2000. 

Josef Pieprzyk and Huaxiong Wang 
Centre for Advanced Computing - Algorithms and Cryptography 
Department of Computing 
Macquarie University 
Australia 
e-mail: josef(Dics.mq.edu.au 
e-mail: hwang(Dics.mq.edu.au 



Progress in Computer Science and Applied Logic, Vol. 23, 289-301 
© 2004 Birkhiiuser Verlag Basel/Switzerland 

Combinatorial Tableaux in Isoperimetry 

Charles C. Pinter 

Abstract. The purpose of this paper is to introduce a new tool for the study of 
isoperimetry in hypercubes. With its help, new interconnections are found be
tween isoperimetric quantities, and some traditional isoperimetric inequalities 
may be refined. 

Mathematics Subject Classification (2000). 05D05. 

Keywords. Extremal combinatorics, isoperimetry. 

1. Overview 

The purpose of this paper is to introduce a new tool for the study of isoperimetry in 
hypercubes. Let Qn be the graph of the n-cube. We introduce a sequence {Lln : n = 
1,2,3, ... } of tableaux such that for each positive integer n, Lln is Qn together 
with a labelling of its vertices. The sequence {Lln} is defined by a very simple 
recursion: Level k of Lln is the concatenation of levels k - 1 and k of Lln- l . The 
initial tableau is Lll = @. Thus, the following are tableaux for n = 2,3,4. 

From the tableau Lln one may read off exact values of major isoperimetric 
quantities: The maximum size of the interior of an m-element set in Qn, the 
minimum size of the boundary of such a set, the minimum size of the upper and 
lower shadow, and other quantities related to these. The tableaux reveal a rich 
structure of interconnections between these quantities, and bring to light patterns 
which are otherwise inaccessible. Some new isoperimetric inequalities emerge from 
the patterns discerned in the tableaux. 
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2. Structure of Boolean Hypercubes 

Consider the n-dimensional hypercube whose sides are of length 1. The set of all 
its vertices is the set {O, l}n consisting of all n-tuples of Os and Is. Let the set of 
vertices of the n-cube be denoted by Qn. 

If X = {Xl, X2, ... , Xn} is the set of axes of the n-cube, then every vertex u 
is a function u : X -+ {O, I}. Thus, one may identify every vertex u with a subset 
u ~ X; u is the characteristic function of u. The vertices al = (1,0, ... ,0), 
a2 = (0,1,0, ... ,0), ... , an = (0, ... ,0,1) are called generators and correspond to 
all the one-element sets. Finally, the operation EB of symmetric difference on sets 
leads to an analogous operation on vertices, which will be denoted multiplicatively. 

Example 1. In the 3-dimensional boolean cube, al = (1,0,0), a2 = (0,1,0) and 
a3 = (0,0,1). Then ala2 = (1,1,0), ala3 = (1,0,1), and so on. Also, ifu = ala2 
and v = a2a3, then uv = ala3 because {al,a2} EB {a2,a3} = {al,a3}' 

Under the operation EB, the set of all the vertices of the n-cube forms an 
abelian group in which every element is equal to its inverse, and the empty set, to 
be denoted bye, is the identity element. 

Aside from its algebraic structure, Qn has an order structure which will play 
a dominant role in the arguments of this Section. We begin by observing that 
the set of vertices of Qn is naturally partitioned into n + 1 levels where, for any 
u E {O, l}n, u belongs to level k iff there are k ones among the coordinates of u. 

Definition 1. The following relation < is called the standard ordering of Qn: 
(i) e is the minimum element of Qn. 

(ii) The set of generators (level 1) is ordered by: al < a2 < ... < an· 
(iii) The elements of levels 2, ... ,n are ordered lexicographically. 
(iv) If h < k, every element of level h precedes every element of level k. 

It is helpful to represent Qn in the form of a graph (where edges connect 
pairs of vertices which differ in only one component). In this form, Qn can be 
explicitly pictured as a graph whose vertices are partitioned into n + 1 levels, and 
the vertices in each level are ordered lexicographically. 

Throughout this paper, we use the symbol Uk,j to denote the vertex of Qn 
which lies in the jth position (in lex order) oflevel k of Qn. Moreover, we sometimes 
denote vertices of Qn by the letter u with a single subscript: Our convention is 
that Ul, U2, ... ,U2n is the set of all the vertices of Qn in standard order. 

If u is a vertex of Qn, say u is the product of the generators ai" ai2' ... ,ais' 
then the complement of u, denoted by u', is defined to be the product of all the 
generators which are not among ai, , ai2' ... , ais . It is known that if a set of vertices 
Vl, V2 ... ,Vq is ordered lexicographically, then the set v~, v~ ... ,v~ is in inverse lex 
order. In fact, the mapping u -+ u' is a bijection Qn -+ Qn which preserves 
adjacency and has the property 

u < v in lex order ~ u' < v' in inverse lex order. 
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It follows that 

u = Uk,j i'ff I U = U k (n) . n- , k -J 
(1) 

and 
(2) 

3. Splitting Cubes 

In order to use induction to prove properties of subsets of Qn, we shall resort 
to the simple device of splitting Qn, along anyone of its axes, into two cubes of 
dimension n - 1. Specifically, here is what it means to split Q = Qn along the 
xl-axis. As stated earlier, every vertex U in Qn is a function U : X -+ {O, I}, 
where X = {Xl, X2, ... , Xn} are the axes of the cube. Then Q = Q(O) U Q(1) , where 
Q(O) = {u E Q: u(xt} = O} and Q(1) = {u E Q: u(xt} = I}. 

Concerning Q(1), a simple observation turns out to be quite important: 

If a vertex u is in level k of Q(1), there are k + 1 ones 
among the coordinates of u. 

The proof of this remark is an easy induction on k. Level ° of Q(l) contains only 
one vertex, namely al = (1,0, ... ,0). Assume (*) is true up to level k - 1. Then 
every vertex in level k - 1 of Q(l) has k ones, and therefore every vertex in level 
k of Q(l) has k + 1 ones. 

As a consequence of (*), level k of Q(l) is a subset oflevel k+ 1 of Q. Moreover, 
from Definition 1, the first (nk 1) entries of level k + 1 of Q are those vertices which 
have al as a factor (that is, they correspond to n-tuples whose first component is 
a 1). We conclude that for k = 0, ... , n - 1: 

Level k of Q(1) is an initial segment of level k + 1 of Q. 

By an analogous (but simpler) argument, every element of level k of Q(O) lies in 
level k of Q. The conclusion to be drawn from these observations follows: 

Let Pk be the sequence of all the vertices in level k of Qn, in standard order. 
We shall say simply that Pk is level k of Qn. Likewise, let ak be level k of Q(1) and 
let Tk be level k of Q(O). Then for k = 0, ... , n, 

Pk = ak-l . Tk 

where the dot signifies concatenation. 

4. Isoperimetry of the n-Cube 

(3) 

In this Section we shall examine certain properties of subsets C ~ Qn. The positive 
integer n is arbitrary, but is assumed to remain fixed throughout our discussion in 
this Section. For k = 0, ... ,n, the symbol Pk will designate the set of vertices in 
level k of Qn, ordered by the standard ordering. (A helpful mnemonic is to read 
Pk as "row k".) 
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Definition 2. Let C S;;; Qn. We say that a vertex v E C is an interior vertex of C if 
every vertex U E Qn adjacent to v is in C. It is equivalent to say, for any v E C, 
that v is an interior vertex of C iff vai E C for i = 1, ... ,n. The interior of C, 
denoted by I(C), is the set of all the interior vertices of C. 

Definition 3. A set C S;;; Qn is called a level set in Qn if 

[v E C & U < v] ::::} u E C 

In the literature, levels sets are sometimes called Hamming spheres. 

From the Kruskal-Katona theorem, if C S;;; Qn is a level set, then I( C) 2: I(D) 
for any D S;;; Qn such that IDI = 101· 
Remark 1. If C is a level set in Qn, then for some integers k and r, C consists of 
the first k levels of Qn (that is, levels 0 through k - 1), together with an initial 
segment of level k, consisting of the first r elements of level k of Qn. Then the 
cardinality of C is given by: 

k-l ( ) 
ICI = t; 7 +r , 

Remark 2. If m is any integer in the range 0 ::; m ::; 2n , there are integers k 2: 0 
and r > 0 such that 

We shall abbreviate this by writing m = (k, r)n. Informally, this means that a level 
set of cardinality min Qn may be divided into k disjoint subsets Pi, i = 0, ... ,k-1, 
where Ip;I = (7), leaving a "remainder" r < (~). 

5. Number of Interior Elements in a Level Set 

Let C be a level subset of Qn with 101 = m = (k, r)n. Then C consists of the 
following vertices: 

(a) All the vertices in levels 0 through k - 1 of Qn , as well as 
(b) An initial segment R of level k of Qn , where IRI = r. 

From (a), I(C) contains all the vertices in levels 0 through k - 2 of Qn. From (b), 
I(C) contains a subset T of the vertices in level k - 1 of Qn, where T = {u E 
Pk-l : (v is adjacent to u and v E Pk) ::::} v E R}. Since every vertex in Pk-2 is in 
C, every element of T is in the interior of C. 

Definition 4. Let R be an initial segment of row k of Qn. The set 

vCR) = {u E Pk-l : (v is adjacent to u and v E Pk) ::::} v E R} 

will be called the umbra of R. (Informally, u is in the umbra of R iff every level-k 
vertex adjacent to u is in R.) 
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Comment. We use the umbra rather than the shadow here, because the notion of 
umbra is a more comfortable fit in the kind of arguments needed in this paper. 

Lemma 1. If R is an initial segment of Pk, then vCR) is an initial segment of Pk-I. 

Though easy to prove, Lemma 1 is obviously a consequence of the Kruskal
Katona theorem. 

Lemma 2. For any k = 1,2, ... ,n - 2, let u be an element of level k of Qn- Suppose 
that uai E Q(1) for every uai E Pk+I. Then u E Q(1). 

Proof. Suppose u f/. Q(1). Since k :s n - 2, there is a generator aj =I- al such that 
aj is not a factor of u. Thus, uaj E Pk+l and uaj f/. Q(1). D 

Definition 5. The function In(,) is defined by the following induction on n: 
(1) 11 (0,1) = 0 and 11 (1,1) = 1. 
(2) Let k and r be integers where 1 :s k :s n - 1 and 1 :s r :s (~). 

For r = 1, ... , (~=D : In(k,r) = In-l(k -l,r). 
For r = (~=D + 1, ... , (~): In(k,r) = In-l(k,r - (~=D) + (~=D· 
Lastly, In(O, 1) = 0 and In(n, 1) = n. 

Theorem 1. Let R be an initial segment of level k of Qn, with IRI = r. Then 
Iv(R)1 = In(k,r). 

Proof. The theorem is assumed to be true for n - 1, and will be proved for n. Let 
k be any integer in the range 1 :s k :s n - 1. 

Case I: r:S (~=i). In this case, all the elements of R belong to Q(1), hence by 
Lemma 2, vCR) contains only elements of Q(1). Thus, R <:;;; Q(1) and vCR) <:;;; Q(1). 
By the hypothesis of induction applied to Q(1), the number of elements in vCR) is 
equal to In-I (k - 1, r) = In(k, r). 

Case II: r > G=i). In this case, R contains the totality of level k - 1 of Q(1), as 

well as an initial segment of level k of Q(O) numbering r - G=i) elements. So the 

number of vertices in vCR) is equal to (~=D + In-l(k, r - (~=i)) = In(k, r). D 

Definition 6. For any two positive integers nand m < 2n , the symbol Kn (m) will 
denote the number of interior elements in the level subset C <:;;; Qn where Ie! = m. 

By the previous theorem and Remark 1, if m = (k, r)n, then 
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6. Combinatorial Tableaux 

The concept presented in this section is a useful tool for relating and unifying 
several notions from the study of isoperimetry. 

Definition 7. A combinatorial tableau of dimension n is a set A of positive integers 
together with a graph isomorphism J.L : Qn -t A. Informally, the combinatorial 
tableau A is an array of integers consisting of n + 1 rows, (corresponding to the 
n + 1 levels of Qn), where for i = 0, ... ,n, the ith row is a sequence of (7) entries. 
Thus, every entry of A occupies a position which is a vertex of Qn. The set of all 
the entries of A is considered to be linearly ordered, having inherited the standard 
ordering of the vertices of Qn whose positions they occupy. The entry of A located 
in the j th position of row k will be denoted by akj' 

There is an especially important example of a combinatorial tableau which 
will concern us in the sequel. 

Example 2. The array of this example is a combinatorial tableau of dimension n to 
be denoted by ~n' We define it by specifying the entry dkj in the (k,j) position of 
the array. For the purposes of this definition, let Sj stand for the initial segment, 
of length j, of row k of Qn. Then 

dkj = Iv(Sj) - v(Sj-l)l· 

Let C be a level subset of Qn whose final term lies in position (k,j - 1) of Qn. 
In practical terms, dkj is the number of interior vertices added to C when one 
additional element is adjoined to C. Moreover, from Theorem 1, 

dk.j = rn(k,j) - rn(k,j - 1). 

The sequence {~n : n = 1, 2,3, ... } of combinatorial tableaux has a property 
which makes it especially valuable in the present context. This property is given 
next: 

Theorem 2. Let the successive rows of ~n be denoted by 60 ,61 , ... ,6n and the 
successive rows of ~n-l by EO, El, ... , En-I. Then for k = 1,2, ... , n - 1, 

(4) 

Remark: For every positive integer n, and for k in the range 0 ::; k ::; n - 1, 
the first entry of level k of ~n is equal to O. This is easy to understand: If R is 
an initial segment of Pk and R contains only one vertex, then the umbra of R is 
empty. The only exception is level n. 

Proof. Let the entry in the (k, r) position of ~n be dk,r and let the entry in the 
(k, r) position of ~n-l be ek,r. Consider an arbitrary row of ~n (say row k), and 
an arbitrary entry dk .r in the row. There are two cases: 

Case I: 2::; r ::; (~::::i). In this case 

dk,r = rn(k, r) - rn(k, r - 1) = rn-l (k - 1, r) - rn-l(k - 1, r - 1) = ek-l,r. 
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Case II: (~=~) + 2 :S 1" :s (nkl). Set t = 1" - G=D. Then for t = 1, ... , (~=~), 

dk,r = 'Yn(k,r) -'Yn(k,r -1) = 'Yn-I(k,t) -'Yn-I(k,t -1) = ek,t· 

This proves the claim of the theorem for all but two of the entries of th. The two 
remaining entries of 8k are: First, dk,I' From Remark 1, dk,1 = 0 = ek,I' Next, 
dk,T) where 1" = (~=D + 1. The following fact must first be noted: 

(n -1) (n -1) 'Yn-I(k - 1, k _ 1 ) = k - 2 . (5) 

Indeed, if R is the entire level k - 1, its umbra is all of level k - 2. In this case, 

(n -1) (n -1) dk,r='Yn(k,r)-'Yn(k,r-1)='Yn-l(k,1)+ k-2 -'Yn-l(k-1, k-1 ) 

and from Definition 5, this is equal to 'Yn-I (k, 1) = O. o 
Remark. For every n > 0, the first and last levels of ~n each have only one entry. 
That entry is as follows: 

80 = (0) and 8n = (n). (6) 

Remark. It is an interesting and important fact that the sequence of combinato
rial tableaux {~n : n = 1,2, ... } is generated from ~I = @ by equations (4) 
and (6). This fact turns out to be a useful tool for proving some assertions about 
isoperimetric quantities by induction on the dimension of the ambient cube. 

Let R be the initial segment of level k of Qn such that IRI = j. Note that 
Iv(R)1 is equal to the sum of the first j entries of level k of ~n' Moreover, the 
cumulative sum of the m first entries of ~n is the size of the interior of an m
element level set. 

7. The Exact Structure of ~n 
We begin by defining certain sequences of integers, to be called elementary se
quences, given by the following recursion: For all integers k and n, (k :S n), 

(a) w~ = 012 .. . n. 
(b) k k-I k-I k-I wn = Wo wI ... Wn . 

Lastly, w~ = 0 and w~ = n. 

Example 3. From (a), W6 = 0, wi = 01, w~ = 012 and wj = 0123. So from (b), 
wr = w6wi = 001 and w~ = w6wiw~ = 001012. Also, wr = w5wr = 0001. Then 
one observes that the levels of ~4' from top to bottom, are: 

w~ = 4, wj = 0123, w~ = 001012, wi = 0001, w6 = 0 

The pattern exhibited in this example is perfectly general. First, it follows 
immediately from Condition (b), above, that 

(7) 
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Combining (7) with Theorem 2, we conclude as follows: 

Theorem 3. For every positive integer n, the levels of ~n' from bottom to top, are 
n n-l 0 WO'W l , ... ,wn · 

Theorem 3 completely describes the structure of the tableaux ~n. In order 
to prove properties of the tableaux ~n by reasoning with elementary sequences, 
the following two formulas are very useful: 

I kl = (n+k) "'I kl = (n+k) = IWk+11 Wn k' u Wn k+l n-l (8) 

where lal denotes the length of a string a. The proof of (8) follows from the 
definition of w~ by using (~=~) + (abl) = (~). 

The connection between tableaux ~n and quantities such as the interior and 
boundary of subsets of Qn is described in the next Section. 

8. ~n and Shadows 

The following simple remark concerning the ordering of Qn is of importance here. 
Suppose we reverse the order of the generators of Qn, so now they are ordered by 
an < an-l < ... < al. The elements of level k of Qn - listed in their order prior 
to the reversal of the generators - are now in anti-lex order. So if the elements of 
level k are read from right to left, they are in reverse anti-lex (that is, squashed) 
order. This is important, because it shows that every final segment of Qn in lex 
order (with al < a2 < ... < an), is equal to an initial segment of Qn in squashed 
order if read from right to left and an < an-l < ... < al. 

If R is an initial segment of Pk in lex order, then its complement in Pk, to be 
denoted by R', is a final segment of Pk in lex order. Thus, R' is an initial segment 
of Pk in squashed order if read right to left and an < an-l < ... < al. 

Theorem 4. Let R be an initial segment of Pk and U an initial segment of Pk-l. 

U = v(R) iff U' = sh(R') 

where sh( R') denotes the shadow of R'. 

Proof. Let U = v(R): 

x tf. U {:} at least one upper neighbor of x is in R' {:} x E sh(R'). 

Let U' = sh(R'): 

x E U {:} no upper neighbor of x is in R' {:} x E v(R). 

o 
Theorem 4 shows that ~n yields the same information about shadows as it 

does about umbras: Informally first: let F be a final segment of row k of Qn. If 
the rows of ~n are read from right to left, each entry of row k gives the marginal 
increment in the size of the shadow of F, as F is increased by one element. More 
formally, let F be a final segment of row k of Qn, whose initial element is in 
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position (k,j). Then dk ,j-1 is the marginal increment of the shadow of F following 
the addition of one element to F. The following is now self-evident: 

The size of the shadow of the first m elements of level k of Qn, in squashed 
order, is equal to the sum of the last m elements of level k of .:\n. 

Let {d1, d2 , ... , d2n} be the entries of .:\n in standard order and let .:\;;-1 be 
the combinatorial tableau of dimension n whose entries, in standard order, are 
{d2n, ... , d2 , dd. Let ek,j denote that element of .:\;;-1 which lies in position (k, j). 
That is, ek,j = dn_k,(~)_j" 

Theorem 5. Let S be a level set in Qn, say S = Po ... Pk-1R, where R is an initial 
segment of Pk with IRI = j - 1. If one element is joined to R, the upper shadow of 
R is increased by ek,j' 

Comment. It follows immediately from the above assertion that the sum of the first 
j entries of level k of .:\;;-1 is the size of the upper shadow of R, IRI = j. 

Proof. Let R = {V1,V2, ... ,vj-d, and R = {v~,v~, ... ,vi_d the set ofcomple

ments of VI, V2, ... , Vj-1. (Note that R is a final segment of Pn-k.) For any vertex 
u, u is a lower neighbor of an element of R iff u' is an upper neighbor of an element 
of R. If the addition of one element to R increases the lower shadow of R by a, 
then the addition of one element to R increases the upper shadow of R by a. 0 

9. ~n and the Boundary 

The tableau .:\n is also useful when reasoning about the boundary of a level set. By 
the inner boundary of a set 8 ~ Qn we mean the set of those elements of 8 which 
are not in the interior of 8. The outer boundary of 8 is the inner boundary of the 
complement of 8 in Qn. It is immediate that if 8 is a level set whose cardinality 
is m, the size of the inner boundary of 8 is m - 2:::':1 d i . Likewise, the size of the 
outer boundary of 8 is 

2n 

2::i=m+Idi - m + 1. 

If dk,j is the element of .:\n in the (k, j) position, let gk,j = 1- dk,j' Let r n be 
the combinatorial tableau of dimension n whose entry in the (k, j) position is gk,j' 

Theorem 6. Let 8 be a level subset of Qn, say 8 = POP1 ... Pk-IR where R is an 
initial segment of Pk, IRI = j - 1. The inner boundary of 8 is increased by gk,j 
when one element is joined to R. 

Remark. As a consequence of this theorem, the size of the inner boundary of 8 is 
equal to the sum of all the entries of r n preceding (and including) gk,j' 

Proof. If one element is joined to R then 181 is increased by 1, and at the same 
time, 1(8) is increased by dk,j' Thus, the inner boundary of 8 is increased by 
I-dk,j. 0 



298 C.C. Pinter 

Actually, there is an isolated exception to Theorem 6. If S is the set of all 
but the last element of Qn, and the last element of Qn is joined to S the boundary 
of S increases by -no Thus, we define t n to be the tableau which has the same 
entries as r n except for the final entry which, in tn, is equal to -no 

Let r;:;-I denote the combinatorial tableau of dimension n whose entries are 
those of r n, in reverse order. If the entry in the (k,j) position of r;:;-I is denoted 
by hk,j, then hk,j = 1 - ek.j. 

Theorem 1. Let S be a level subset ofQn, say S = POPI ... Pk-IR where IRI = j-1. 
If one element is joined to R, the outer boundary of S is incremented by 1 - ek.j' 

Proof. The outer boundary of S is the union of Pk \R with the upper shadow of 
R. Thus, when one element is joined to R, the outer boundary of S first decreases 
by 1, then increases by the amount of the upper shadow of R, which is equal to 
ek,j' So finally, the outer boundary of S increases by 1 - ek,j' 0 

Remark. It follows from the theorem that the size of the outer boundary of S is 
equal to the cumulative sum of the entries of r;:;-I preceding (and including) hk.j. 
Remark The sequence of tableaux {r n : n = 1,2,3, ... } can be generated recur
sively from the initial tableau r l = (~) by using Equation (4) with the boundary 
conditions 

80 = 1 
where 8i refers to level i of r n. 

and 

10. Some Properties of the Tableaux ~n 

In this final Section, we prove several properties of ~n which may be used to 
refine some of the classical isoperimetric inequalities. Throughout this discussion, 
the entries of ~n' as well as ~n-I' are assumed to be ordered by the standard 
order. The symbol CT will denote any sequence of entries of either ~n or ~n-I' 
and L CT will denote the sum of the entries in CT. The symbol ICTI will denote the 
length of CT (that is, the number of terms of CT). It is convenient, too, to refer to a 
sequence of length q as a "q-tuple". 

A Notational Convention. For any appropriate positive integer q, the symbols <pq 
and Vq will be used as follows: 

<pq(CT) = the final q-tuple of CT. 
Vq(CT) = the initial q-tuple of CT. 

Thus, for example, Vp(<pq(CT)) = the p initial entries of the final q-tuple of CT. 

Theorem 8. Let n be an arbitrary positive integer, and let Pi denote level i of ~n' 
For i = 1, ... , n - 1, 
(a) LVj(Pi) ~ LVj(Pi+d 
(b) L Vj(Pi) ~ L Vj (<pq (Pi)) 

(c) L <pj(Pi-d ~ L <Pj(Pi) 
(d) L Vj(<Pq(Pi)) ~ <Pj(Pi) 

It is assumed in (b) and (d) that j < q < Ipil and j ~ IpHII. 
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Proof. The proof is straightforward but comprises a number of cases, distinguished 
by the relative sizes of j, Iril and h+11. The following is a typical case: 
Suppose Iri-11 :S j :S IrJ Let 9 = h-II and h = j - g. 

Proof of (a). The proof is by induction on n. Recall that Pi = ri-I . ri and Pi+I = 
ri . ri+1· Then Vj(Pi) = ri-1 . vh(ri) and Vj(Pi+1) = vg(ri) . O"h, where O"h = 

vh(<Plr;l-gh)· 
From the hypothesis of induction, 

Thus, 

LVj(Pi) = L ri-1 + LVh(ri):S LV9(ri) + LO"h = LVj(Pi+1). 

Proof of (b). Let O"j(Pi) be an arbitrary sequence of Pi oflength j. Then O"j(Pi) has 
one of the following forms: 

(i) O"j(Pi) is a j-tuple of ri-1; 
(ii) O"j(Pi) is a j-tuple of rio 

(iii) O"j(Pi) = <Pj, (ri-1) . vh(ri), j = j1 + h-
In Cases (i) and (ii), the result is a straightforward application of the hypothesis 
of induction. For Case (iii), let 9 = Iri-1l, h = j - 9 and k = Jz - h. From the 
hypothesis of induction, 

But 

Thus 

LVj(Pi):S L<Pg-qh-I) + LVhh) + Lvd<plril-h(ri)) 

= L<Pj,(ri-d + LVhh) = LO"j(Pi). 

Proof of (c). Let g, hand j be as defined above. We have <pj(Pi-d = <Ph(ri-2) ·ri-1 
and <Pj(Pi) = <pj(ri). By the hypothesis of induction, 

L <Ph(ri-2) :S L (!Jh(ri-d :S L <Ph(rd 

and 

Thus, 

L <pj(Pi-d :S L <Ph(ri) + L vg(<pj(ri)) = L <Pj(Pi). 

Proof of (d). Let O"j denote Vj(<pq(pd). There are three cases to consider: 

Case (i): O"j is a j-tuple of rio This is given by the hypothesis of induction (H.I.). 

Case (ii): O"j is a j-tuple of ri-1. From the H.I., L: O"j :S L: <Pj (ri-d :S L: <Pj (rd· 
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Case (iii): aj = (PJ, (ri-l)· lIh(ri), JI + i2 = p. Then, 

L<Pjl(ri-d S; L<Ph(ri} and LlIh(ri} S; LlIh(<pj(ri}}. 

Thus, 

Laj = L<Pjl(ri-d + L lI12(rd S; L<Pjl(rd + L lI12(<pj(ri}) = L<Pj(Pi). 

D 

In the remainder of this section, the following notation is convenient. If dkj is 
an entry of ~n, and i = (k,j)n, then dkj = d i . (The single subscript distinguishes 
the two notations.) So the entries of ~n in standard order are do, d1 , ... ,d2n-l. 

Now we wish to use Theorem 8 to prove the following important fact about 
the tableaux ~n: Suppose dh, dh+ 1, ... ,dh+r is a sequence of r + 1 consecutive 
entries of ~n. Then the sequence dh+ j, dh+ j+ 1, ... , dh+ j+r satisfies L~t:; d i > 
L:~{ di , on condition that dh+j+r is the last entry of a level. 

In the theorem which follows, Jj is level j of ~n. Also, X, a and T denote 
sequences of consecutive entries of ~n. For n = 2p or 2p+ 1, we shall refer to levels 
o to p as the "lower half" of ~n, and levels p + 1 to n as the "upper half" of ~n· 

Theorem 9. Let X be a sequence of £ consecutive entries of ~n' say X = (da+1 , ... , 

daH)· We may write X in the form 

X = a· Ji ... Ji+r-l . T 

where a = <Ps(Ji - 1) and T = lIt(Ji+r). Let x* be a sequence of £ consecutive entries 
of ~n such that the last term of x* is the last term of level Ji+r. Then 

Ix * I = Ixl and L x* ~ LX· (9) 

Proof. We shall assume, in our proof, that daH lies in the "upper half" of ~n: 
This assumption simplifies the proof, and is the only case to be used in this paper. 
Note that in the "lower half" the length of successive levels increases, while in the 
"upper half" it decreases. 

For now, we assume that s, t f:. O. If p = C~r) - t, we consider two cases 
depending on whether or not s < p. 

Case 1: s < p, say p = s + q. Let a* = <Ps(Ji+r) and A = lIq(Ji+l). Finally, let 
A* = lIq(<pp(Ji+r)). 

From Theorem 8, L a* ~ L a and L A* ~ LA. SO if we let 

x* = <PC~l)-q(Ji+l) . Ji+2··· J i +r 

then (9) is satisfied. 

Case 2: s > p, say s = p + u. Let a* = <pp(Ji+r) and 13* = <Pu(Ji ). From Theorem 
3, Ea* ~ E<pp(Ji ) and Ef3* ~ LlIu(<Ps(Ji )). 

If we let x* = 13 * ·Ji+l ... Ji+r, then (9) is satisfied. D 
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In addition to the inequalities discussed above, a number of tighter and more 
complex inequalities prevail between the consecutive levels of ~n and of r n' These 
are perhaps worth investigating. 
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Abstract. In this paper, for any reliability-order-based decoding algorithm of 
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1. Introduction 

Many soft-decision decoding algorithms have been proposed to decode linear bi
nary codes over the additive white Gaussian noise channel. If all codewords are 
transmitted with the same probability, some of the proposed algorithms, called 
maximum-likelihood (ML) decodings, minimize the probability of decoding error 
and thus are optimum. Since the computational complexity of the ML decod
ings remains very high for long codes, some sub-optimum soft-decision decoding 
algorithms, which provide an efficient tradeoff between error performance and de
coding complexity, are highly attractive as well for many coding theorists and 
practicing communication engineers. By a reliability-order-based decoding algo
rithm (ROBDA), we mean a soft-decision decoding algorithm which decodes to 
the best (most likely) codeword of form that is the sum of the hard-decision tu
ple and an error pattern in a set, which is determined only in the order of the 
reliabilities of the hard-decisions. 

This work was completed with the support of NUS-ARF research grants R-252-000-015-112, 
R-252-000-0l5-303 and DSTA project (POD 0103223). 
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To evaluate the error performance of a soft-decision decoding algorithm, since 
tight bounds on the probability of decoding error are quite difficult to obtain, in 
literature it is a common way to give an accurate approximation for the probability 
of decoding error when the signal-to-noise ratio (SNR) becomes large. For many 
soft-decision decoding algorithms, the natural logarithm of the probability of de
coding error is approximatively in inverse ratio to SNR for high SNRs. These ratios 
are negative numbers and their absolute values are called the error exponents of 
the decoding algorithms. In this paper, we show that the error exponent of any 
ROBDA is equal to its squared error-correction radius (SEeR), which is the largest 
positive number p such that the received sequence must be decoded correctly if 
it is within squared Euclidean distance p of the bipolar sequence corresponding 
to the transmitted codeword. For computing the SEeRs of ROBDAs, Fossorier 
and Lin proposed in [6] a unified method, which is improved in this paper. The 
improved method can be used further to compute the effective error coefficient, 
which is also an important measure for the asymptotic property of the probability 
of decoding error [4]-[7]. 

The paper is organized as follows. Section 2 gives the definition of ROBDAs. 
By a detailed investigation on the decision regions, the error performance of ROB
DAs is studied in Section 3. For any ROBDA, the error exponent is shown to be 
equal to the SEeR. In Section 4, the method proposed in [6] for computing the SE
eRs of ROBDAs is improved. Some examples for computing the error exponents 
or SEeRs of ROBDAs are also given in Section 4. 

2. Definition of ROBDAs 

Suppose that a binary (N, K, dmin ) linear block code C is used for error con
trol over the additive white Gaussian noise (AWGN) channel with BPSK sig
naling. If the transmitted codeword is c = (Cl' C2, ... , C N) E C, then the re
ceived sequence r is an N-tuple in ]RN which can be written as s(c) + W, where 
s(c) ~ (( _1)C1 , (_1)C2, ... ,( _l)CN) is the bipolar sequence corresponding to c and 
the components of ware independent Gaussian random variables with common 
density function: 

The density function of r is 

p(rlc) = 1 e-dE(r.B(c))/No (2.1) 
(rrNo)N/2 ' 

where dE(r, s(c)) is the squared Euclidean distance (SED) between rand s(c). 
For each received sequence r, the maximum-likelihood (ML) decoding outputs the 
codeword Copt,r which satisfies 

p(rICopt.r) = maxp(rlc). 
cEC 
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Let V N denote the set of binary N-tuples. For a received sequence r = 
(rl, r2, ... , rN), let Zr = (Zl, Z2, ... , ZN) E VN denote the hard-decision sequence 
defined by: Zi = 0 for ri > 0 and Zi = 1 for ri ::; o. A tuple v E V N is said to be 
better than another tuple v' E V N if dE(r, s(v)) ::; dE(r, s(v' )). Thus, Zr is the 
best tuple in V N and Capt,r is the best codeword in C, respectively. 

Let AN be the set of permutations of (1,2, ... , N). A permutation A = 
(Al,A2, ... ,AN) E AN permutes any N-tuple v = (Vl,V2, ... ,VN) into A(V) = 
(v.\l'v.\2"",V.\N)' For a set £ = {EA ~ VN : A E AN}, let A(£) denote the 
reliability-order-based decoding algorithm (ROBDA) which decodes the received 
sequence r to the best codeword in the search region 

SE(r) ~ {zr + Ar(e) : e E EAr} 

if it contains some codewords, where Ar E AN is a permutation whose reverse 
(Ar)-l = (Al,A2, ... ,AN) satisfies 

irA,l ::; Ir.\21 ::; ... ::; irAN I· 
If SE(r) contains no codeword, the decoding algorithm A(£) declares failure. In 
general, the subsets EA are big enough such that SE (r) contains at least one code
word for almost all received sequence r. The tuples in EA are also called error 
patterns. 

Though, in the definition of search region SE(r), Ar(e) and EAr can be re
placed by e and E~r = A;:-l(EAJ, respectively, the present form is convenient 
for the description of many known algorithms, such as the generalized minimum 
distance (GMD) decoding algorithm proposed in [1] and the Chase decoding al
gorithms proposed in [2]. For example, for the Chase-3 algorithm [2], the subset 
EA is independent of the permutation A E AN and consists of the tuples e E VN 
which have at most i nonzero entries in the last N - dmin + 2i + 1 bit positions for 
every integer i with 0 ::; i ::; l (dmin - 1) /2 J (cf. [11]). A detailed list of references 
about ROBDAs can be found in [6]. 

3. Error Performance of ROBDAs 

3.1. Decision Regions of ROBDAs 
A soft-decision decoding algorithm A divides jRN into 2K + 1 disjoint regions: 
FA and DA(C) for C E C. If the received sequence r belongs to DA(C) for some 
codeword C in C, the soft-decision decoding algorithm A declares that C is the 
transmitted codeword. If the received sequence r belongs to FA, the soft-decision 
decoding algorithm A makes no decision on the transmitted codeword, i.e., a de
coding failure occurs in this case. D A (C) is called the decision region associated 
with c. The error performance analysis of the soft-decision decoding algorithm A 
is then to estimate the probability of decoding error: 

Pr(eA) ~ I: Pr(r E DA(c)lc) Pr(c), (3.1) 
cEC 

where DA(c) ~ jRN \ DA(C) and Pr(c) is the probability that c is transmitted. 
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D t ( ) d' (" , ). IDJN ror wo sequences x = Xl,X2, ... ,XN an x = Xl ,X2"",XN In IN. , 

write 
, D. ( " , ) xox = XlXl,X2X2, ... ,XNXN' 

Let 6.N denote the set of sequences x = (Xl, X2, ... ,X N) E jRN which satisfy 
N 

La;lxd =I 0, for all (al,a2,'" ,aN) E {1,0, _1}N \ {O}. (3.2) 
;=1 

Lemma 3.1. Assume that x is a sequence in 6.N. For any codeword e E C, the 
sequence x belongs to DA(£)(O) if and only if the sequence x 0 s(e) belongs to 
DA(£)(e). 

Proof. Let Cx be the set of codewords in Sc(x). For any codeword e, from x E 6.N 
and (3.2), zxos(e) = Zx + e and Axos(e) = Ax. Hence, 

Sc(x 0 s(e)) = {v + e: v E Sc(x)}. (3.3) 

Then, from e E C and (3.3), 

Cxos(e) = {e' + e: e' E Cx}. 

If x belongs to DA(£)(O), then 0 E Cx and, from (3.2), 

dE(x, s(O)) < dE(x, s(e')), for e' E Cx \ {O}. 

(3.4) 

(3.5) 

From 0 E Cx and (3.4), e belongs to Cxos(e)' Since dE(x 0 s(e), s(e' + e)) 
dE(x, s(e')), from (3.4) and (3.5), 

dE(X 0 s(e), s(e)) < dE(x 0 s(e), s(e")), for e" E Cxos(e) \ {e}. 

Hence, e is the unique best codeword in Cxos(e) and thus x 0 s(e) belongs to 
DA(£)(e). 

Similarly, one can also show that x belongs to DA(£)(O) if x 0 s(e) belongs 
to DA(£)(e). D 

Since almost all of the sequences x in jRN belong to 6.N, Lemma 3.1 shows 
that the decision regions D A (£) (e) are almost symmetrical to each other. Hence, 
from (2.1) and Lemma 3.1, 

Pr(r E DC (e)le) = 1 r e-ddx.s(e))/Nodx (3.6) 
A(£) CrrNO)N/2 iDe (e) 

A(E) 

= 1 r e-ddv.s(O))/Nody 
(nNO)N/2 iDe (0) 

A(E) 

= Pr(r E DA(£)(O)IO), 

where y = x 0 s(e). Then, it follows from (3.1) and (3.6) that 

Pr(eA(£)) = Pr(r E DA(£)(O)IO). (3.7) 

To simplify the analysis of error performance of some decoding algorithms, in 
many published papers it is a common method to consider only a particular case 
that a specified codeword is transmitted without strict proof. The equality (3.7) 
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shows that the commonly used method is correct for the ROBDAs. We notice that 
some decoding algorithms, say the decoding algorithms which use only quantized 
reliabilities, do not possess a symmetry similar to that shown in Lemma 3.1 and 
consequently the equalities (3.6) and (3.7) may fail. 

3.2. Squared Error-Correction Radii of ROBDAs 

The squared error-correction radius (SECR) of a decoding algorithm A is defined 
as the largest number p(A) such that A decodes correctly whenever the received 
sequence is within SED p(A) of the bipolar sequence corresponding to the trans
mitted codeword. It is well known that the SECR is not greater than dmin . 

For any tuple e = (el, e2, . .. , eN) E VN, let Ji(e) denote the set of sequences 
(XI,X2, ... ,XN) E JRN with 

IXII ~ IX21 ~ ... ~ IXNI, and 

xi(-l)ei :::::0, fori=1,2, ... ,N. 

For a ROBDA A(£) and a codeword c, assume that x is a sequence in 
DA(E)(c) such that the SED between x and the bipolar sequence s(c) is less than 
dmin . Then x belongs to DMdc) \ DA(E) (c) and thus c is not in the search region 
SE(x). Hence, there is an error pattern e in VN \ E>.,,,, such that z'" + .x",(e) = c, 
which implies x E .x",(Ji(.x;I(C) + e)). Clearly, for any x' E .x",(Ji(.x;I(C) + e)) n 
!:l.N, .x"" =.x", and 

(3.8) 

Since e E V N \ E>.,,,, = V N \ E>.,,,,,, the equality (3.8) implies that c is not in 
the search region SE(x') and thus x' belongs to DA(E) (c). Then, according to 
Lemma 3.1, s(c) 0 x' E DA(E)(O) and thus 

(3.9) 

Since the sequence x belongs to .x",(Ji(.x;I(C) + e)), which is a polyhedron, and 
almost all sequences in JRN belong to !:l.N, the sequence x can be approached 
infinitely by sequences in .x",(Ji(.x;I(c) + e)) n!:l.N and thus s(c) 0 x can also be 
approached infinitely by sequences in s(c)o (.x", (Ji(.x;l (c) +e)) n!:l.N)' Thus, from 
(3.9), s(c)ox can be approached infinitely by sequences in DA(E) (0). Consequently, 
according to dE(x, s(c)) = dE(s(c) 0 x, IN), where IN is the all-one sequence of 
length N, one can conclude that the SECR of a ROBDA is the squared radius of 
the smallest sphere centered at the bipolar sequence s(O) = IN of the codeword 
o that touches the region DA(E)(O). Then, we have proved the following lemma, 
which is also given in [6J without strict proof. 
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Lemma 3.2. For any £ = {E~ ~ V N : ~ E AN}, the SECR of the ROBDA A(£) 
is equal to the smaller one between dmin and 

8(£) ~ min dE(IN, ~(1i(e))) 
eEIRN\E".~EAN 

(3.10) 

= min a(e), 
eEIRN\E",~EAN 

where a(e) is the minimal SED between IN and the sequences in 1i(e). 

3.3. Error Exponents of ROBDAs 

For many decoding algorithms A, the following limit 

lim (-Noln(Pr(eA))) 
No-+O 

(3.11) 

is a positive number, which is called the error exponent of A. For ROBDA decoding 
algorithms, we have the following lemma. 

Lemma 3.3. For any ROBDA decoding algorithm A{£), the error exponent is equal 
to the SECR, i.e., 

lim (-Noln{Pr{eA(C)))) = min{dmin ,8{£)}. 
No-+O 

(3.12) 

Proof. Assume that the codeword 0 is transmitted and r = (r1' r2, ... , r N) is the 
received sequence. From (3.7) and Lemma 3.2, 

Pr(eA(C)) = Pr (r E DA,(c){O)IO) (3.13) 

~ Pr (dE{r, IN) 2: min{dmin ,8{£)}10). 

Since {ri - 1 }.f=,1 are independent Gaussian random variables each with mean 0 
and variance No/2, 

N 

£> 2 '"' 2 (= R L)ri -1) 
o i=l 

is a standard chi-squared random variable with N degrees of freedom and has 
density function 

(N/2)-l e-C,/2 
f{() = f(N/2)2 N/2 ' 

where f(.) is the gamma function. Thus, for any positive number 8, 
roo (N/2)-l e-C,/2 

Pr (dE{r, IN) 2: 810) = J26/No r(N/2)2 N/2 de· 

By L'Hospital rule, one can show easily that 

foo (N/2)-l e-C,/2d( 
lim 26/No = 1 

No-+O (28/No)(N/2)-1e-6/No . 

It follows from (3.13)-(3.15) that 

liminf (-Noln(Pr(eA(C)))) 2: min{dmin,J(£)}. 
No-+O 

(3.14) 

(3.15) 

(3.16) 
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To complete the proof, we claim now, for any positive number E, that the 
volume, denoted II(E), of the part of D.A(£) (0) that is within SED min{ dmin, <5(£)} + 
E of the sequence IN is a positive number. 

If <5(£) < dmin, there is at least one sequence x E D.A(E) (0) that is within 
SED min{<5(£) + E/2,dmin } of the sequence IN. For such a sequence x, there is 
an error pattern e E VN \ E)..", such that Zx + Ax(e) = 0, which implies the 
sequence x belongs to the polyhedron AxCH(e)). Since almost all of the sequences 
in AxCH(e)) are in G.A(E)(O) <;;; D.A(E) (0), the claim is true for this case. 

For the remaining case <5(£) ::::: dmin, the claim is also true since for any 
codeword c of Hamming weight dmin the sphere of squared radius dmin centered 
at s(c) is a subset of DA(E)(C) C D.A(E)(O). 

Hence, from (2.1) and (3.7), 

Pr(eA(E)) = Pr (r E D.A(E)(O)IO) (3.17) 

::::: Pr (r E D.A(E)(O), dE(r, IN) S; min{dmin , <5(£)} + E 10) 

> 1I( E) e-(min{dmm ,I5(E)}+<)/ No 
- (7rNo)N/2 

It follows from (3.17) that 

lim sup (-No In(Pr(eA(E)))) S; min{dmin , <5(£)} + E. 
No--->O 

(3.18) 

Then, (3.12) follows from (3.16), (3.18) and the arbitrariness of E. o 

4. Computation of Error Exponents for ROBDAs 

To compute the error exponents of ROBDAs, according to Lemmas 3.2 and 3.3, 
it is necessary to compute the minimal SED 0'( e) for given error pattern e E V N. 

In [6], Fossorier and Lin transform the computation of u( e) into an optimization 
problem. 

Assume that the tuple e = (e 1, e2, ... , eN) has nonzero components at the 
indices nl, n2, . .. ,nzo with 1 S; nl < n2 < ... < n10 < N. Assume that x* = 

(xi, x;, ... , xiv) is a sequence in H(e) such that 

dE(x*, IN) = O'(e). 

If xio < -1 for some i o, then the sequence x' = (x~, x~, ... , x~) defined by 

{ 
-1, if xi S; -1, 

x: ~ 1, if xi ::::: 1, i = 1,2, ... ,N, 
xi, otherwise, 

is also in H( e) and satisfies 

dE(x', IN) < dE(x*, IN), 

which contradicts (4.1). Hence, we have 

o > x* > x* > ... > x* >-l. 
- nl - n2 - - nlo -

(4.1) 

(4.2) 
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Clearly, we also have 

x: = 1, for i > nlo' 

x: = -X~j' for nj-l < i < nj, j = 1,2, ... ,10, 

where no ~ O. 
Let P( e) denote the following optimization problem: 

10 
Minimize d(y) ~ L ((1 + Yjf + (nj - nj-l -1)(1- Yj)2) 

j=1 
where y = (Yl, ... , Ylo) subject to 0 :::; Yl :::; ... :::; Ylo :::; l. 

Then, we have proved the following lemma [6]. 

(4.3) 

( 4.4) 

Lemma 4.1. A sequence x* = (xi, X2,"" xN) E 1i(e) satisfies (4.1) if and only if 
x* satisfies (4.2)-(4.4) and the sequence (-X~" -X~2' ... , -X~,o) is a solution of 
the optimization problem P(e). In particular, O'(e) is equal to the optimal value of 
P(e). 

A method for solving the optimization problem P( e) is also proposed in [6]. 
In Section 4.1, we will give a new method to solve this optimization problem. Our 
algorithm is much simpler than the one given in [6], and can be modified easily to 
generate all the boundary points of D A(£) (0) which are nearest to the sequence 
IN. These nearest boundary points play important roles in the analysis of the 
asymptotic error performance of the decoding algorithm, the computation of the 
effective error coefficients [4]-[7]. 

4.1. New Method for Solving the Optimization Problem P(e) 

Assume that the tuple e = (el, e2,"" eN) has nonzero components at the indices 
nl,n2,··· ,nlo with 1:::; nl < n2 < ... < n10 :::; N. Let 

( ) ;:" {nlo - 210 o} t e = max ,. 
n10 

(4.5) 

The tuple e is called singular if 

nlo - nj - 2(10 - j) :::; t(e), 
nlo - nj 

for 1 :::; j < 10 . (4.6) 

Lemma 4.2. If e is a singular tuple, then t( e) 1/0 is the unique solution of P( e) 
and the optimal value is equal to 

{ 
410(nlo - 10), 

nlo 
nlo ' 

if n10 > 210 , ( 4.7) 
otherwise. 

Proof. Assume that y = (Yl, Y2, ... , Yl o ) is an arbitrary sequence of real numbers 
with Yo = 0 :::; Yl :::; Y2 :::; ... :::; Yl o :::; Ylo+l = 1. 
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At first we consider the case t(e) = O. From (4.6), 

2(l0 - i) - nzo + ni ~ 0, for 0 :::; i :::; lo. (4.8) 

It follows from (4.8) that 

d(y) - d(t(e)lzo) 
Zo 

= L ((ni - ni-dy; + 2(2 - ni + ni-dYi) 
i=l 

Zo Zo-l 

= L(ni - ni-dY; + 2 L (Yi+1 - Yi)(2(lo - i) - nzo + ni) 
i=l i=O 

Zo 

~ L(ni - ni-dY;. 
i=l 

Thus, the sequence t( e) 1zo is the unique solution of P( e) for the case t( e) = O. 

Next we consider the remaining case t(e) > O. From (4.5), 

() nzo - 2lo 
t e = . 

nzo 
(4.9) 

From (4.6), we have 

(nzo - ni)t(e) + (2(lo - i) - n10 + ni) ~ 0, for 0:::; i :::; io. (4.10) 

If there is an integer i with 0 < i < lo such that 

from (4.9) and (4.10), we have 

() (nlo - ni - 2(l0 - i)) + (ni - 2i) (nzo - n;)t(e) + nit(e) () 
te= < =te, 

nzo nzo 

which is a contradiction. Hence 

nit (e) + (2i - ni) :::; 0, for 0 :::; i :::; lo. (4.11) 

Let io be the index with 0 :::; io :::; lo and 

Yio :::; t(e) :::; Yio+l. (4.12) 



312 Y. Tang 

It follows from (4.10)-(4.12) that 

d(y) - d(t(e)llo) 
10 

= L ((ni - ni-d(Yi - t(e))2 + 2(Yi - t(e))((ni - ni-dt(e) + (2 - ni + ni-d)) 
i=l 

10 io-1 

= L(ni - ni-d (Yi - t(e))2 + 2 L(Yi - Yi+d(nit(e) + (2i - ni)) 
i=l ;=1 

+ 2 (Yio - t(e)) (niot(e) + (2io - nio)) 

+ 2 (Yio+1 - t(e)) ((nlo - nio)t(e) + (2(10 - io) - nlo + nio)) 
10- 1 

+ 2 L (Yi+l - Yi)((nlo - ni)t(e) + (2(l0 - i) - nLo + ni)) 
i=io+1 

Lo 
2: L(ni - ni-d (Yi - t(e))2 , 

i=l 

where the following equivalences are applied: 

io io-l io 

L aibi == L (ai - ai+1) L bj + aio L bj , 

i=l i=l j=l j=1 
10 10-1 10 10 

L aibi == L (ai+l - ai) L bJ + aio+l L bj . 
i=io+1 i=io+l j=i+1 j=io+l 

Thus, the sequence t(e)110 is also the unique solution of P(e) for the case t(e) > O. 
Obviously, (4.7) gives the optimal value of P(e). 0 

For 0:::; j < j':::; n and a tuple v = (Vl,V2, ... ,Vn ), let Ij.j'(v) denote the 
subtuple (Vj+l,Vj+2, ... ,Vj') ofv. 

Let II be the smallest integer such that Inlj.N(e) is a singular tuple. Clearly, 
o :::; h < 10. Furthermore, for i 2: 1 and Ii > 0, let 1;+1 be the smallest integer such 
that Inl nl (e) is a singular tuple. Then, 0 :::; 1;+1 < Ii. Assume that p is the 

t+l' z 

positive integer satisfying Ip+l = O. Clearly, for 0 :::; i :::; p the integer li+l is the 
smallest such that 

Let y( e) denote the sequence of nonnegative numbers of length 10 that satisfy 
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Theorem 4.3. The sequence y( e) is the unique solution of the optimization problem 
P( e) and the optimal value is equal to 

! t 4(li -IHl)(nli - nli.+l - (.Ii -IHl)), 
i=O nli - nli+l 

+ ~ 4(li -IHI)(nl, - nl,+l - (Ii -IHI)) 
nip ~ , otherwise. 

i=O nli - nli+l 

Proof. Clearly, for 1 ::; i ::; p, from Ii > 0, 

tbnli,nl i_l (e)) > tbnj,nl i_l (e)) 2:: 0, for any 0::; j < Ii, (4.13) 

and thus 

(4.14) 

Iftbnli+l,nli (e)) 2:: tbnli,nl i_l (e)) for some i with 1::; i::; p, then tbnli+l,nli (e)) 
is also positive and 

nZi - nlHl - 2(li -li+l) = (nli - nl'+l )tbnli+, ,nli (e)) 

2:: (nli - nli+l)tbnli,nli_l (e)). 

From (4.14) and (4.15), 

(4.15) 

tbn. n. (e))=max{nli_l-nli+1-2(li-l-1Hd,0} (4.16) 
It+1' It_1 nZ i _ 1 - nZ i +1 

{
(n1i_l -nl.)tbnl,nl l(e))+(nli -nli+l)tbnl,nl ,(e)) } 2:: max z t- t t- ,0 

nli_l - nli+l 

=tbnli,nli_1 (e)), 

which contradicts (4.13). Hence, 

12:: tbnl"nlo(e)) > tbnl2 ,nl , (e)) > ... > tbnlp+"nlp(e)) 2:: 0. (4.17) 

Since "Y n n . (e) are singular tuples for ° ::; i ::; p, this theorem follows from 
li+l' It 

Lemma 4.2 and (4.17). D 

According to Theorem 4.3, the following Algorithm 1 computes the minimal 
SED a(e) for any e E VN. 

Algorithm 1 
Input A tuple e E V N with nonzero entries at positions nl < n2 < ... < n1o' 
Output The minimal SED a(e). 
Step 1. Set J = 10 , T = ° and no = 0. 
Step 2. Find the smallest index I such that 

{ (n J -nI )-2(J-I) o} max , 
nJ - nI 
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is maximized. If the maximum is positive, add 

4(J - I)(nJ - nI - J + I) 
nJ -nI 

to T and goto Step 3. Otherwise, output T + nJ and END. 
Step 3. If I> 0, set J = I and goto Step 2. Otherwise, output T and END. D 

To compute the SECRs of ROBDAs, the unified method proposed in [6] itera
tively constructs a solution of the optimization problem based on the Kuhn-Tucker 
conditions. Algorithm 1 is more direct and much simpler than this known method. 
Especially, the Kuhn-Tucker conditions are not used in the proposed method. 
Furthermore, according to the uniqueness of the solution shown in Theorem 4.3, 
Algorithm 1 can be modified easily to determine all the nearest boundary points 
and consequently to compute the effective error coefficient, which is also an im
portant measure for the asymptotic property of the probability of decoding error 
of the ROBDAs [4]-[7]. 

4.2. Error Exponents of Some Known Decoding Algorithms 

First, we introduce a partial order t in VN. We write e t e' if the Hamming 
weight of Ti,N(e) is not smaller than that of Ti,N(e') for all 0 ::; i < N. For 
computing the Error Exponents of ROBDAs, a useful result which is summarized 
in the following lemma can also be found in [6]. For completeness, we give an 
alternative proof for it. Our proof is more direct than that given in [6]. 

Lemma 4.4. For any two binary N -tuples e and e', 

a(e) ~ a(e'), if e t e'. (4.18) 

Proof. Assume that the nonzero entries of e and e' are at the positions n1 < n2 < 
... < nj and n~ < n~ < ,.. < nj" respectively. From e t e', one can see easily 
that j ~ j' and 

nj-i ~ nj'_i' for 0::; i < j'. (4.19) 

For 0::; a1::; a2::; ... ::; aN, let x = (X1,X2, ... ,XN) and x' = (x~,x~, ... ,x~) 
be the sequences in 1-l(e) and 1-l(e') which satisfy IXil = Ix~1 = ai for 1 ::; i ::; N, 
respectively. Then, from j ~ j' and (4.19), 

j j' 

dE(X, 1) - dE(x', 1) = 4 Lani - 4 Lan;, 
i=l i'=l 

}'-1 j-1 

= 4 L (anj_i - an~,_) + 4 L anj_i 
~o ~j' 

is nonnegative and thus (4.18) follows. D 

Example. For j = 1,2,3, the Chase-j decoding algorithm [2] is the ROBDA with 
VN \ E)" = {e E V N : e t ej} for all A E V N (cf. [11]), where ej is the binary 
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N-tuple whose nonzero entries are at the positions a) 1,2, ... , d min if j = 1; b) 
l d min/2 J + i for 1 :S i :S to ~ r d min /2l if j = 2; c) d min - 2i for ° :S i < to if j = 3. 

Since ej is a singular tuple with t(ej) = ° and the rightmost nonzero entry 
is at the position dmin, it follows from Lemma 4.2 that (1(ej) = d min . Hence, from 
(3.10), Lemmas 3.3 and 4.4, the error exponents of Chase decoding algorithms are 
equal to d min . 

The full GMD [1] is equivalent to the Chase-3 decoding algorithm and thus 
has error exponent d min . 0 

Example. The modified GMD decoding algorithm proposed in [3, 4] is the ROBDA 
with VN\E>.. = {e E V N : e C::: e*} for all A E V N, where e* is the binary N-tuple 
whose nonzero entries are at the position d min + 1 and the positions d min - 2i for 
0< i < to. 

From the definition, one can deduce easily that lO,dmin -2(e*) is singular and 
d min - 2 is the smallest value of l such that II N(e*) is singular. Thus, from 
Theorem 4.3, ' 

(1(e*) = (dmin _ 2) + 4·1· ((dmin + 1) - (dmin - 2) - 1) = d min + 2/3. 
(dmin + 1) - (dmin - 2) 

Hence, the error exponent of the modified GMD decoding algorithm is also equal 
to dmin . 0 

Example. Some multiple Chase-like decoding algorithms are proposed in [8]. Like 
the original Chase algorithms, the multiple Chase-like decoding algorithms employ 
a bounded-distance- (to - 1) binary decoder to generate the candidate codewords. 
For ° :S l' :S N - to and binary N-tuple u, Chase(1', u) is a 2T stage decoding 
algorithm at each stage the bounded-distance-(to - 1) binary decoder applies to 
a binary N-tuple obtained by adding u to an error pattern whose non-zero com
ponents are confined in the l' least reliable positions. For a positive integer h, the 
(h,1')-Chase decoding is a multiple Chase-like decoding algorithm consisting of 
successive Chase(1',u(i)) with 1 :S i :S h, where u(i), called the ith search cen
ter, is the "best" binary N-tuple among those which are not yet searched by the 
(i - I)-Chase decoding. The first search center is the hard-decision tuple Zr. The 
second search center is (cf. [9]) 

U(2) = Zr + Ar((O, ... ,0, 1, ... ,1,0, ... ,0)). 

------ ------ ------T to N-T-to 

Hence, the (2,1')-Chase decoding is the ROBDA with V N \ E>.. = {e E V N : e C::: 
j}, where 

f ~ (0, ... ,0,1, ... , 1,0, ... ,0,1, ... , 1, ° , ... , 0). ______ ______ ______ ______ '---v----" 

T Lto/2J rto/21 rto/21 N-T-r3t o/21 
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The error exponent of (2, T)-Chase decoding is min{ dmin , a(f)}. Since f is singular, 
it follows from Lemma 4.2 that 

{ 
T+ fto/2l +to, ifT::; lto/2J, 

a(f) = 4tO(T + fto/2l) otherwise. 
T + fto/2l + to' 

Hence, the error exponent of (2, T)-Chase decoding is equal to dmin if and only if 

D 

5. Conclusion 

For the reliability-order-based decoding algorithms of linear block codes, we study 
the error performance in this paper by a detailed investigation on the decision re
gions. We prove that the error exponent and the squared error-correction radius are 
equal to each other for any reliability-order-based decoding algorithm. The com
putation of the squared error-correction radii of reliability-order-based decoding 
algorithm is transformed in [6] by Fossorier and Lin to an optimization problem. A 
unified method which iteratively constructs the solution of this optimization prob
lem based on the Kuhn-TUcker conditions is also proposed in [6]. This method is 
improved in this paper. The improved method is direct and much simpler. Espe
cially, the Kuhn-TUcker conditions are not used in the improved method. We also 
notice that the improved method can be used further to compute the effective error 
coefficient, which is also an important measure for the asymptotic property of the 
probability of decoding error of the reliability-order-based decoding algorithms. 
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Abstract. In this paper, we construct a class of authentication/secrecy codes 
which provide ordered perfect L-fold secrecy. The class of authentication codes 
meets the information-theoretic bounds of deception probabilities. Some of 
them also meet a lower bound on the number of encoding rules. The authen
tication codes are thus optimal with respect to the two types of bounds. 
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1. Introduction 

Authentication and secrecy of messages are two main security services in com
puter and communication systems, and two important areas in cryptography. In 
1974 Gilbert, MacWilliams and Sloane studied authentication codes [4J. Ten years 
later Simmons [15] developed a theory of unconditional authentication, which is 
analogous to Shannon's theory of unconditional secrecy [14]. Since then codes 
that provide both authentication and secrecy have been considered, and bounds 
and characterizations of these codes have been established (see, for example, 
[4, 17, 13, 18, 16, 20, 2]). 

The purpose of this paper is to construct a class of authentication/secrecy 
codes which provide ordered perfect L-fold secrecy. The class of authentication 
codes meets the information-theoretic bounds of deception probabilities. Some of 
them also meet a lower bound on the number of encoding rules. The authentication 
codes are thus optimal with respect to the two types of bounds. Our construction is 
influenced by and related to the construction by Pei [8], but the two constructions 
are different. 

2. Authentication/Secrecy Codes and Some Bounds 

We use the basic model developed by Simmons [15J. In this model, a transmitter 
communicates a sequence of distinct source states from a set S to a receiver by 
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encoding them using one from a set of encoding rules £. Each encoding rule is an 
injective mapping from 5 into a set M of messages. An opponent can intercept the 
messages transmitted and modify them. We will always assume that the opponent 
knows the whole system, the only secret is the actual encoding rule shared and 
used by the transmitter and the receiver. 

We follow the notations of [7J. An authentication/secrecy code is a 3-tuple 
A = (5, M, £) where 5 is a set of k source states, M is a set of v messages, £ is a 
set of b encoding rules such that each e E £ is an injective mapping from 5 to M. 
Pc is a probability distribution defined on £ and PSk is a probability distribution 
defined on the collection of all sequences of distinct source states 

5 k = {(SI,S2,' .. ,sk)lsl,'" ,Sk E 5,s; -I Sj for 1:::: i < j:::: k}. 

Define for any fixed l with 1 :::: l :::: k 

51 = {sl = (SI, ... ,SI)ls; E5,1:::: i:::: l} 

and 

Ml = {m1 = (ml,'" ,ml)lm; EM, 1:::: i:::: I}. 

We use E, S, M, Sl, and Ml to denote the random variables taking values e, s, 
m, Sl, m1 in £, 5, M, 51, and Ml, respectively. 

If the opponent observes l messages before attempting to deceive the receiver 
with another message then we say that he is carrying out a spoofing attack of order 
l. If he adopts an optimal strategy, the probability that he succeeds in deceiving 
the receiver is denoted by Pd,. 

For any m1 = (ml,"" ml) E Ml and e E £, let fe(m;) be the encoding of 
mi under e, and let 

fe(ml) = (fe(ml), ... , fe(md) 

denote the unique element (SI,"" sL) E 51, when it exists, such that Si = fe(mi) 
(1:::: i:S l). For any m 1 = (ml,'" ,md E Ml, define 

£( I) = { £. mi (1 :S i :S l) acceptable under e and } 
m e E . fe(m;) (1 :S i :::: l) pairwise distinct ' 

i.e., £(m1) is the set of all encoding rules under which m 1 is valid, and may be 
empty for some mi. 

For simplicity, we abbreviate by omitting the names of random variables in a 
probability distribution when this causes no confusion. For instance, we abbreviate 
p(S = s) to p(s), and p(E = elMI = ml) to p(elml). Let p(mlml) denote the 
probability that m would be a valid (l + l)th message when m 1 has been observed. 
It is proved in [7J that the unconditional probability of success in an optimum 
spoofing attack of order l is 

(1) 

We shall need this formula later. 
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It was proved in [7, 10, 12] that 

p. > 2H (EIM I +1 )-H(EIM i ) dl _ 
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(2) 

for any 1 2: O. These are the information-theoretic bounds which hold for authen
tication codes with and without secrecy. We shall need these bounds later. 

Let L be such that 1 S; L S; k. We say that an authentication/secrecy code 
(S,M,£) has ordered perfect L-fold secrecy (O(L)-secrecy) if for every m L E ML 
with p(mL ) > 0 and every SL E SL with p(SL) > 0 we have p(sLlmL) = p(sL) [3]. 

Define the space 

Sl = {(S1, ... , sl)ls1 E S, ... , Sl E S are pairwise distinct}. 

We say that PSI is positive if PSI (S1, . .. ,Sl) > 0 for every (S1, . .. ,Sl) E SI· 
The following lemma gives a lower bound on the number of encoding rules 

and will be needed later. 

Lemma 1. [2] Let A = (S, M, £) be an authentication code and let L be such that 
1 S; L S; k. If A has O(L}-secrecy and PSL is positive, then 

L-1 
1£12: k!/(k - L)! II (l/Pd,). 

i=O 

We have also the following bounds [6, 9]. 

Lemma 2. In any authentication system without splitting, 

p. ISI- i 
d, 2: IMI- i 

3. The Construction of the Authentication Codes 

We shall use F q to denote the finite field with q elements. Let n be a positive 
integer, and let II be another integer such that 1 S; II S; n. 

• The source state space S of our authentication codes is a set of k nonzero 
vectors in F~ such that any II of them are linearly independent. PSt:. is a 
uniform distribution on S,6.. We will deal with the construction of S later in 
Section 7. 

• The message space M of our codes is F~ \ {O}. 
• Our encoding rule space £ is defined by £ = G Ln (F q), the general linear 

group of degree n over F q. In other words, £ is the set of n x n nonsin
gular matrices over F q. £ can be regarded as the set of nonsingular linear 
transformations from F~ to F~. All encoding rules are equally likely. 

Given a source state S = (S1' S2, ... ,sn) E S and an encoding rule e E £, the trans
mitter will generate the message m = se. When the receiver receives a message m', 
he will recover the source state s' by s' = m' e-l, then determine the authenticity 
of the message by checking whether s' E S. 
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4. The Authenticity of the Authentication Codes 

Having described the construction of the authentication/secrecy codes in the pre
vious section, we now calculate the deception probabilities Pd,. To this end, we 
need some auxiliary results. 

Lemma 3. [21] In the construction of Section 3, we have 
n 

lEI = IGLn(Fq)1 = qn(n2-1) II(qi -1). 
i=1 

Lemma 4. In the authentication code of Section 3, for 0 :::; i :::; ~, mi EM' with 
p(mi) > 0, 

IE( ill = k! (n+i-;)(n-,) nII-,( j _ 1) 
m (k _ i)! q . q . 

J=1 

Proof. Note that p((ml' m2, ... ,mi)) > 0 if and only if ml, m2, ... ,mi are linearly 
independent. Let mi = (ml' m2, ... , mil E Mi and be linearly independent. The 
mi can be transformed from any ordered i-set of source states. There are (k~!i)' 
such ordered i-sets. For each ordered i-set si = (SI' S2, ... , Si), we now calculate 
how many linear transformations e can transform Si to m'. Since SI, S2, ... , Si are 
linearly independent, we can extend Si to form a basis of F~, sn = (SI' S2, ... , sn). 
To fully determine T, we only need to determine the image of SI, S2, ... , Sn under 
e. These images 

form another basis of F~. Since we already know m 1, ... , mi, mi+ 1 can be any vec
tor of F~ which is linearly independent with ml, ... ,mi. But since ml, ... ,mi are 
linearly independent, there are qn - qi possible choices of mi+l. After mi+l is cho
sen, mi+2 can be any vector of F~ which is linear independent with ml, ... ,mi+l, 
but since ml, ... , mi+l are linearly independent, there are qn_qi+l possible choices 
of mi+2. Proceeding this way, there are qn - qn-l possible choices of m n. So the 
number of linear transformations that can transform Si to m i is rr7~/ (qn - qJ). 
Therefore, 

k' n-l . 

(k ~ i)! II (qn - qJ) 
J=' 

Theorem 5. In the construction of Section 3, for 0 :::; l < ~, the deception proba-
bilities 

k -l 
Pd, = ---I· qn _ q 



A Construction of Authentication Codes with Secrecy 323 

Proof. First, since 1<.6.:::; k, p(ml) > 0 if and only ifml is a sequence of llinearly 
independent vectors. We now compute the probability p(mlml), the probability 
that m would be a valid (I + l)th message when m l has been observed. By Lemma 
4, IE(ml)1 is constant and independent of mI. Hence 

IE(ml+I )1 
p( m l * m valid) = -'----'--:-:-:----'-'

lEI 

if m is linearly independent of mI, ... , ml, where ml * m denotes the message 
sequence (mI,"" ml, m). For the same reason, if p(ml) > 0 (i.e., ml valid), we 
have 

( I) _ IE(ml)1 
pm - lEI . 

Hence if mI, ... ,ml, m are linearly independent, ml and m l * m must be valid, and 
thus we have 

p(mlml) = p(ml * m) = IE(ml+I )1 = ~ 
p(ml) IE(ml)1 qn _ ql' 

where ml * m denotes the message sequence (mI,"" ml, m). It then follows from 
(1) that 

D 

5. The Secrecy of the Authentication Codes 

We now prove that this authentication code provides ordered perfect .6.-fold se
crecy. First, since every .6. source states are linearly independent, every .6. mes
sages under the same encoding rule are linearly independent. Suppose mf.}. = 
(mI' m2,"" mf.}.) is an ordered set of.6. linearly independent messages, and sf.}. = 
(SI' S2,"" Sf.}.) is an ordered set of .6. source states, from the proof of Lemma 4, 
we know that there are always TI7~l (qn - qj) encoding rules that map sf.}. to mf.}. . 
Note that all source states are equally likely and all encoding rules are equally 
likely by system assumption. Thus given an ordered set of .6. messages, the op
ponent will have no information about the source states being communicated. So 
this code provides O(.6.)-secrecy. 

6. The Optimality of the Authentication Codes 

Theorem 6. The authentication/secrecy codes of Section 3 meet the lower bounds 
of (2), and are thus optimal with respect to these bounds. 
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Proof By Lemma 4, we have 

H(£IMI+l) = log21£(ml+l )l, H(£IMI) = log21£(ml)l, 

where ml+ l E M 1+l with p(ml+l) > 0 and m1 E Ml with p(ml) > O. Hence 

2H(£IM1+l)-H(£IM1) - ~ - p. 
- 1 - dl· qn _ q 

So the codes are optimal with respect to the information-theoretic lower bounds 
of (2). D 

Theorem 7. If D. = n, the code of Section 3 meets the lower bound of Lemma 1 
for L = n, and is thus optimal with respect to this bound. 

Proof The proof is straightforward and omitted. D 

Theorem 8. The authentication/secrecy codes of Section 3 meet the lower bound 
Pdo = ~ of Lemma 2. 

Furthermore, they also meet the bound Pd1 = I~i=-\ if q = 2. 
Proof The proof is straightforward and omitted. 

7. Specific Constructions of Authentication Codes 
Within the Framework 

D 

The construction of authentication codes presented in the previous sections is 
quite generic. Different constructions of the source state space S yield different 
authentication codes with secrecy. In this section we present several classes of 
authentication codes within the framework of this generic construction of Section 3. 

In the generic construction, we require that 1 :::; D. :::; n. In fact the case 
D. = 1 is not interesting. So we shall consider only the cases that 2 :::; D. :::; n. In 
our construction, the source state space S is a subset S of F~ such that any D. of 
them are linearly independent. For efficiency purpose, we wish to have the size of 
S maximal when D. and n are fixed. We are interested in not only this maximal 
size, but also the specific constructions of such a set. 

Note that D. ~ 2. Our source state space S is actually a subset of the pro
jective space PG(n - 1, q). In this section we will give several constructions of 
authentication codes using finite geometries and coding theory. 

7.1. With Finite Geometries 

Let PG(N, q) be the projective space of N dimensions over the finite field F q, 

q = ph with p prime, and let IPG(N,q)1 = ON = (qN+l -1) /(q - 1). A set of 
points in PG(N, q) are linearly independent if and only if the vectors representing 
them are a set of linearly independent vectors in the space F~+l. In PG(N, q), 
subspaces will be denoted by ITI, where 1 is the dimension of the subspace. A ITo 
is a point, a ITl is a line, and a IT2 is a plane, a IT3 is a solid, and a ITN-l is a 
hyperplane or prime. 



A Construction of Authentication Codes with Secrecy 325 

A (k, r)-set is a set of k points at most r of which lie in lIr - 1 but some r + 2 
lie in a lIr ; that is, r + 1 points are always linearly independent, but some r + 2 
points are linearly dependent. We use Mr(N, q) to denote the maximum k such 
that a (k, r)-set exists in PG(N, q). 

Let ei = (0, ... ,0,1,0, ... ,0) for i = O,l, ... ,N, where 1 is in the (i + l)th 
position and let e = (1,1, ... , 1). We will need these points later for defining the 
set S, which can be used to define the source state space 5. 

Any (k, r)-set could be used as the source state space 5 in the construction of 
Section 3, and the authentication code obtained will still be optimal with respect 
to the information-theoretic lower bounds of (2). But we are interested more in 
the lower bound of Lemma 1, and thus the case that Do = n. The construction 
of (k, r)-sets is a big area in finite geometries [5]. Here we intend to demonstrate 
some examples of the (k, r)-sets and thus some constructions of authentication 
codes within our generic construction of Section 3. 

7.2. The First Class of Authentication Codes 

We consider the case Do = 2, and define 5 = PG (n - 1, q). Then any two elements 
in 5 are linearly independent. Thus k = 151 = (qn - l)/(q - 1). Hence the generic 
construction of Section 3 gives an authentication code 

with 

and 

for l = 0,1. 

(5, M, &) = (PG(n - 1, q), F~ \ {O}, GLn(F q)) 

1 
Pd =--

1 q-1 

This class of authentication/secrecy codes is optimal with respect to both 
the information-theoretic lower bounds of (2), but not optimal with respect to the 

lower bound of Lemma 1. However they also meet the lower bound Pdi 2: I~~i 
for i = 0. 

7.3. The Second Class of Authentication Codes 

We set Do = n = 3 and consider the 3-dimensional space F~, and equivalently the 
2-dimensional projective space PG(2, q). In this case, it is known that 

M (2 ) = { q + 1, 
2 , q q + 2, 

q odd 
q even 

An (M2 (2, q), 2)-set in PG(2, q), q odd, is called an oval and an (M2 (2, q), 2)
set in PG(2, q), q even, is called an hyperoval. For the detailed construction of 
ovals and hyperovals, the reader is referred to [11] and [1]. 
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If we use such an oval and hyperoval as our source state space S in the 
construction of Section 3, we obtain an authentication code (S, M, E) with 

lSI = { q + 1, 
q+2, 

and 

for I = 0,1,2. 

q odd, 
q even, 

q+1-1 
q3_ ql' 
q+2-1 
q3_ ql , 

q odd, 

q even 

This class of authentication/secrecy codes is optimal with respect to both 
the information-theoretic lower bounds of (2), and the lower bound of Lemma l. 

They also meet the lower bound PdQ ~ I~I. 

7.4. The Third Class of Authentication Codes 

We set ~ = n ~ q and consider the n-dimensional space F~, and equivalently the 
(n - I)-dimensional projective space PG(n - 1, q). In this case, it is known that 
Mn - 1(n-I,q) = n+ 1. The set {eo, ... ,en -1,e} is an (n+ I,n-I)-set. 

If we use this (n+ 1, n-I)-set S as our source state space S in the construction 
of Section 3, we obtain an authentication code (S, M, E) with 

n 

lSI = n + 1, IMI = qn - 1, lEI = qn(n-1)/2 II (q' - 1), 
;=1 

and 

for I = 0,1, ... ,n - l. 
This class of authentication/secrecy codes is optimal with respect to both 

the information-theoretic lower bounds of (2), and the lower bound of Lemma 1. 

They also meet the lower bound Pda ~ I~I. 

7.5. Other Classes of Authentication Codes 

Mr(r, q) is known for r = 4,5,6,7 and also in some other cases. Furthermore, 
constructions of such an Mr(r, q)-set are known. We refer to [5] for a survey. Such 
an Mr(r, q)-set can be similarly used as the source state space in the construction of 
authentication/secrecy codes described before. This justifies that the construction 
of Section 3 is indeed generic. 

Linear error correcting codes can also be used to construct (k, r)-sets. A [k, n] 
linear code Cover F q is an n-dimensional subspace of F~. A generator matrix G 
of C is any matrix whose row vectors form a basis of the subspace C. The column 
vectors of any generator matrix G of a [k, n]linear code form a (k, r)-set, where 
r = d - 2 and d is the minimum distance of the dual code of C. Of course the size 
of such a (k, r)-set may not be maximal, i.e., it may be smaller than Mr(N, q). 
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However, such a (k, r)-set can be used as the source state space in the construction 
of Section 3, and the authentication code is still optimal. 

The construction above of (k, r)-sets is very general and effective. As long as 
the minimum distance of a linear code over F q is known, any generator matrix of 
its dual code gives a (k, r)-set. Almost MDS codes are especially useful [5J. The 
reader is referred to [5J for a survey. 

8. Comparison With Pei's Construction 

The idea of our construction of authentication/secrecy codes is influenced by and 
related to that of the construction by Pei, which is based on rational normal curves 
over finite fields. Here we demonstrate some similarities and differences of the two 
constructions. 

Let n 2: 3 and let q 2: n + 1 be a prime power. In Pei's construction, the 
source state space S is defined by 

S = {(I, a, a2 , ... , an - 1 ) : a E F q} U {(O, 0, 0, ... ,0, I)}. 

Hence S = q + 1. The message space M = PG(n - 1, q). Thus 

IMI = (qn - l)/(q - 1). 

Pei proved that 
n 

1£1 = qn(n-l)/2-1 II (qi - 1). 
i=3 

Also the probabilities Pd , of the authentication/secrecy code are given by 

Pdo 
Pd , 

Pd, 

Pdn - 1 

Pdn 

(3) 

In our construction, the source state space S is a subset of PG(n - 1, q) 
such that any D. elements of S are linearly independent, 2 < D. < n. For our 
authentication/secrecy code we have 

lSI k, 

IMI qn -1, 
n 

i=l 

and for each 0 :S I :S D., the deception probabilities 

k -I 
Pd, = ---I' qn _ q 

(4) 
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Similarities and differences between Pei's construction and ours are the fol
lowing: 

• Pei's construction has the conditions that n ~ 3 and q ~ n + 1, while our 
construction works for both q ~ n + 1 and q < n + 1. 

• For any fixed q, in Pei's construction the source state space is fixed and the 
size is q + 1 which is independent of n; while in our construction the source 
state space is variable and the size could be n + 1, q + 1, (qn - 1) / (q - 1) or 
any number less than these numbers. Thus our construction contains many 
subclasses of authentication codes. 

• Our encoding rule space is GLn(Fq), while that in Pei's construction is a 
proper subset of G Ln (F q). By using more encoding rules our codes offer a 
better level of secrecy than Pei's codes. 

• Pei's codes meet both the bounds of Lemma 2 for i = 0 and i = 1, while our 
codes meet only the bound for i = O. 

• In both Pei's and our construction, the source state space is a subset of 
PG(n - 1, q) such that any ~ of them are linearly independent. 

• In both Pei's and our construction, each encoding rule e is an element from 
G Ln (F q), and the decoding and authentication checking is the same. 

A summary of comparisons between Pei's and our codes is given in Table 1. 

Item I Pei's codes I Our codes 

lSI q+1 q + 1, q + 2 
when q ~ n + 1 

1 qn_l 
n + , q-l 
and many others 

IMI q -1 qn -1 
a-I 

1£1 qn(n 1)/2 1 I17-3(qi - 1) qH(n 1)/2 I17_1(qi -1) 

Pd1 see (3) See (4) 
Level of secrecy unknown ~-fold 

Bound of (2) meet meet 
Bound of Lemma 1 unknown meet when ~ = n 
Bound of Lemma 2 meet both meet only the first 

TABLE l. Comparison of Pei's and our codes 

9. Concluding Remarks 

In this paper we presented a construction of authentication/secrecy codes that 
provide perfect secrecy and is optimal with respect to two types of lower bounds. 
The encoding of messages is very efficient, as it involves only the multiplication 
of a matrix with a vector. However, a drawback of the authentication/secrecy 
codes is that the time complexity of checking the authenticity of messages could 
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be relatively high. This is true when the source state space does not have a good 
mathematical structure, and in this case checking the membership of the source 
state space may be time-consuming. 

Since the authentication/secrecy codes constructed in this paper are optimal 
with respect to the two types of bounds, there is no need to compare them with 
other known authentication/secrecy codes in terms of goodness. 
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Selection Method of Test Patterns 
in Soft-Input and Output Iterative 
Bounded Distance Decoding Algorithm 

Hitoshi Tokushige, Jun Asatani, Marc p.e. Fossorier 
and Tadao Kasami 

Abstract. In this paper, we consider a soft-input and soft-output iterative 
bounded-distance decoding (SISO-IBDD) algorithm in which the bounded
distance decodings are performed sequentially. And we study a computation 
method of a soft-output value to approximate Max-Log-MAP. In the decoding 
algorithm, search centers are generated by the sums of the hard-decision se
quence obtained from a received sequence and test patterns which are selected 
beforehand, and the bounded-distance decodings with respect to the search 
centers are performed. We have proposed a selection method of test patterns 
for an iterative bounded-distance decoding (IBDD) algorithm in [5]. Simu
lation results have shown that the IBDD algorithm whose test patterns are 
selected by the proposed method with considerably small number of iterations 
provides better error performance than the Chase II decoding algorithm for 
several BCH codes over an AWGN channel using BPSK signaling. We adopt 
the selection method of test patterns for the SISO-IBDD algorithm and a 
computation method of a soft-output value which is modified based on the 
proposed method in [2] with respect to reliability factors. Over the AWGN 
channel using the BPSK signaling, we show bit error rates and average soft
output values given by the SISO-IBDD algorithm for the extended BCH (64, 
36, 12) and (64, 45, 8) codes by computer simulation. For the extended BCH 
codes, the simulation results show that bit error rates of the SISO-IBDD al
gorithm are relatively smaller than those of a Chase-like decoding algorithm 
with the same number of iterations of the bounded-distance decodings and for 
each component bit, average soft-output values provided by the SISO-IBDD 
algorithm are close to those by the Max-Log-MAP decoding algorithm by 
computer simulation. 

Keywords. Soft-input and output decoding, Chase-like decoding, bounded
distance decoding. 
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1. Introduction 

In [1], [2], [4] and other papers, soft-input and soft-output decoding algorithms 
for binary product codes have been presented. In [1], the maximum a posteriori 
(MAP) or the Log-MAP decoding algorithm is applied to row and column com
ponent codes of the product codes. These two decoding algorithms are optimum, 
however the decoding complexities are considerably large. To reduce the decoding 
complexities, a Chase-like and an encoding-based decoding algorithm with soft
output values have been proposed for the component codes in [2] and [4], respec
tively. A soft-output value for a component bit of a decoded codeword indicates 
reliability of the component bit of the decoded codeword. In the both algorithms, 
the soft-output value is computed based on the set D of generated candidate code
words. A computation method of the soft-output value has been presented in [2]. 
The computation of a soft-output value for the ith component bit of the decoded 
codeword requires one candidate codeword in D, called a competing codeword, 
with the ith component bit value different from that of the decoded codeword. If 
there is no competing codeword at the ith component bit, a value fJi, called a reli
ability factor, is used to compensate the soft-output value with an approximation 
in the computation method. Because the quality of a soft-output value depends 
on D, it is important how a good set of candidate codewords is generated by the 
decoding algorithm and how suitable reliability factors are prepared beforehand. 

In this paper, we consider a soft-input and soft-output iterative bounded
distance decoding (SISO-IBDD) algorithm in which the bounded-distance decod
ings are performed sequentially. And we study a computation method of a soft
output value to approximate Max-Log-MAP. In the decoding algorithm, sequences, 
called search centers, are generated by the sums of the hard-decision sequence ob
tained from a received sequence and test patterns which are selected beforehand, 
and the bounded-distance decodings with respect to the search centers are per
formed. Simulation results have shown that the test patterns affect a generation 
of candidate codewords considerably. We have proposed a selection method of 
test patterns for an iterative bounded-distance decoding (IBDD) algorithm in [5]. 
In [5], simulation results have shown that the IBDD decoding algorithm whose 
test patterns are selected by the proposed method with considerably small num
ber of iterations provides better error performance than the Chase II decoding 
algorithm for the BCH(127, 64, 21), the BCH(255, 123, 39), the BCH(255, 147, 
29), the BCH(255, 163, 25) the BCH(511, 313, 47) and the BCH(511, 349, 39) 
codes over an AWGN channel using BPSK signaling. The difference between the 
IBDD and the Chase II algorithms is only a set of test patterns which are gener
ated beforehand. Decoding complexities of the IBDD algorithm and the Chase II 
decoding algorithm with the same number of test patterns are almost the same. 
We adopt the selection method of test patterns for the SISO-IBDD algorithm. For 
computing soft-output values, we modify the proposed method in [2] with respect 
to reliability factors. We propose a computation method of the reliability factors 
for each component bit of a decoded codeword. Over the AWGN channel using 
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the BPSK signaling, we show that bit error rates (BER's) of the SISO-IBDD algo
rithm are relatively smaller than those of a Chase-like decoding algorithm in which 
the bounded-distance decodings are performed with the same iteration number of 
bounded-distance decodings in the SISO-IBDD algorithm, for the extended BCH 
(EBCH)(64, 36, 12) and the EBCH(64, 45, 8) codes by computer simulation. Here
after, we also show that for each component bit, average soft-output values which 
are output by the SISO-IBDD algorithm are close to those which are output by the 
Max-Log-MAP decoding algorithm for the EBCH codes by computer simulation. 
Also, we show average soft-output values which are output by the SISO-IBDD 
algorithm for a BCH code by computer simulation. 

The paper is organized as follows. Preliminary definitions and notations are 
introduced in Section 2. A SISO-IBDD algorithm is presented in Section 3. In Sec
tion 4, we show a selection method of test patterns for the SISO-IBDD algorithm 
and the computation of the reliability factors. In Section 5, we show a computa
tion method of soft-output values briefly and present a computation method of 
the reliability factors. In Section 6, we show error performances of the SISO-IBDD 
algorithm by computer simulation. Concluding remarks are given in Section 7. 

2. Preliminaries 

Assume that a binary (N, K, dmin ) linear block code C of length N, number of 
information bits K and minimum distance dmin is used over an AWGN channel 
with BPSK signaling, and each codeword is transmitted with equal probability. 
For a positive integer n, let vn denote the vector space of all binary n-tuples and 
let lRn denote the vector space of all real value n-tuples. Let r( E ]RN) be a received 
sequence obtained from the channel. For a received sequence r = (rl, r2, . .. , rN) 
and 1 :::; i :::; N, the reliability of component ri is given by the absolute value of 
ri and for simplicity, we assume without loss of generality that the order of the 
components is permuted in increasing order of reliability, i.e., 

(2.1) 

For integers 1 :::; i :::; j :::; N, let [i, j] denote the set of integers from i to j. For 
U = (UI, U2, ... , UN) E VN, and a subset I = {iI, i 2, ... , i m } of [1, N] where is < it 
for 1 :::; s < t :::; m, 

(2.2) 

For U(=I= 0) ~ vn, 
(2.3) 

For a received sequence r = (rl,r2, ... ,rN), z(r) (or simply z)= (ZI,Z2, ... ,ZN) 
denotes the binary hard-decision sequence for r by using the hard decision function: 
Zi = 1 for ri > 0 and Zi = 0 for ri :::; O. For U = (UI,U2, ... ,UN) E VN, the 
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correlation discrepancy of u with respect to r is defined as 

N 

L(u) ~ L ITil· 
i=l,Ui=F Zi 

For U ~ V N, let U U) be defined as 

(2.4) 

1.(U) ~ {minu EU L(u), if U # 0, (2.5) 
00, if U = 0. 

For U(# 0) ~ V N, let v(U) denote the binary N-tuple in U such that L(v(U)) = 
1.(U). For U(# 0) ~ vN, U E U such that L(u) = 1.(U) is called the best word in 
U. 

For J ~ [1,N] and u E PJVN, let w(u) denote the Hamming weight of u. 
For U(# 0) ~ PJVN and u E PJVN, define 

Wmin(U) ~ min w(v), (2.6) 
vEU\{OJ} 

d(U,u) ~ min w(u + v), (2.7) 
vEU 

and 8(U) ~ max d(U, v), (2.8) 
vEPJVN 

where OJ ~ PJO. The value 8(U) (or simply 8) is called the covering radius of U. 
For u = (Ul' U2,"" UN) E VN and positive integers 1 ~ s ~ e ~ N, 

W[s,e](u) ~ I {Ui = 1: s ~ i ~ e} I· (2.9) 

For an integer r E [1, NJ, define I ~ [1, r] and I' ~ [r + 1, N]. For u = 
(Ul' U2,···, ur ) E PIVN, V = (Vr+l' Vr+2, ... , VN) E PI' V N, 

and for nonempty sets U(1) ~ PI V N and U(2) ~ PI' V N, 

U(1) 0 U(2) = {u(l) 0 u(2) : u(1) E U(l) and u(2) E U(2)} . 

3. Soft-Input and Soft-Output Decoding Algorithm 
Define 

to ~ l(dmin -1)/2J. 

(2.10) 

(2.11) 

(3.1) 

Bounded distance-to decoding is capable of correcting to errors. For u E V N , 

BDD-to(u) (or simply BDD(u)) denotes the bounded distance-to decoding with 
respect to u, where u is called a search center. If the BDD(u) succeeds, then it 
outputs a unique codeword. Or else, nothing is output. In this paper, we con
sider the following soft-input and soft-output iterative bounded distance-to decod
ing algorithm, called a SISO-IBDD algorithm. The decoding algorithm requires a 
set of test patterns as a parameter. To specify the parameter, it is also denoted 
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SISO-IBDD(Utp) and define h ~ IUtpl where the Utp is a set of h test patterns 
t(1),t(2), ... ,t(h)(E VN). For a positive integer i and 1:::; i:::; h, define 

v(i) ~ z(r) + t(i), (3.2) 

where veil is called the ith search center of the SISO-IBDD algorithm. The SISO
IBDD(Utp) is an iterative decoding algorithm in which BDD(v(1)), BDD(v(2)), 
... , BDD(v(h)) are performed sequentially. Codewords which are obtained from 
the bounded distance-to decodings in the SISO-IBDD(Utp) are called candidate 
codewords and let D be the set of the candidate codewords. Define d ~ v[D] as the 
best codeword in D and the d is called a decoded codeword. The SISO-IBDD(Utp) 
outputs a sequence of soft-output values which are computed based on the set D 
as is shown in Section 5. These soft-output values indicate the reliabilities of the 
component bits of the d, respectively. 

4. Selection of Test Patterns 
In [5], we have presented a selection method of test patterns for an iterative 
bounded distance-to decoding (IBDD) algorithm. The selection method outputs a 
set of test patterns for the IBDD algorithm. In this section, we present a selection 
method of test patterns for the SISO-IBDD algorithm. We modify the selection 
method proposed in [5]. It outputs two sets of test patterns, one is for the SISO
IBDD algorithm and the other is a generation of reliability factors which are used 
in computation of soft-output values. The generation method of reliability factors 
is described in Section 5. This selection method of test patterns is denoted Cc
Select(li, h, p), where Ce , called a covering code, is a binary (T, k; 8) block code 
of code length T and the dimension k with the reasonably small covering radius 
8, and Ii, h with Ii > hand p are non-negative integers used as parameters. We 
generate two sets of reasonably effective test patterns by the following two steps. 
At the first step, we compose a set of candidate test patterns, denoted U etp . Every 
binary sequence in V N can be a candidate test pattern for a Utp . For a relatively 
large N, the number of candidate test patterns becomes huge. In this composition 
method, to reduce a number of candidate test patterns in the Uctp down to a rea
sonable number, the covering code Ce is used for composition of the Uetp . At the 
second step, we select two subsets from the composed set Uetp . In this step, Ii test 
patterns in the Uetp whose effectiveness are assigned by computer simulation are 
selected and set to U~tP. Then, the best h test patterns in the U~tP are set to Utp . 
These sets Utp and U~tP are output by the selection method. The U~tP is used for 
the generation of reliability factors. We describe two steps as follows: 

(i) The first step: 
We choose a covering code Ce for composition of a U etp . Define Ie ~ [1, T] 
and I~ ~ [T + 1, N]. We initially consider the following set Uetp of candidate 
test patterns: 

U etp = {uo v: u E Cc(~ VT) and v E PI~VN(= VN-T)}. 
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The number of candidate test patterns in Uetp is 2k·2N- T = 2N-(T-k)(~ 2N). 
In [8], a table giving tight bounds of covering radius for codes of length ~ 64 
is presented. For the code length 7 and the dimension k, if the covering radius 
fJ of Ce is the smallest possible, then Ce is called optimal. In this paper, we 
consider the following cases: 

(1) Ce = {OT, F} repetition code (7: odd number). These codes are optimal. 
(2) Ce = (2m-I, 2m-l-m; 1) Hamming codes (m: positive integer). These 

codes are optimal. 
(3) Ce = (15,7; 3) double error correcting primitive BCH code. This BCH 

code is optimal. 
(4) Ce = (23,12; 3) Golay code. The Golay code is optimal. 
(5) Ce = {QTe, Fe} 0 (Hamming codes, BCH code or Golay code), where 

7e ~ 7 - (2m - 1),15 or 23, respectively. 
For example, if we choose the Hamming (15, 11, 3) code as a Ce , then the 
number of candidate test patterns in Uetp is 2N -4. This may remain too large 
for most applications. In the second step, we select relatively small subsets 
U~tP and Utp by computer simulation. 

(ii) The second step: 
In this step, we describe a selection method to determine two reasonably 
good subsets Utp S;; U~tp( C Uetp ) according to evaluation of effectiveness of 
each candidate test pattern in Uetp . At first, we give several definitions. For 
a covering code Ce , let He be a parity check matrix of Ce . Define cp ~ 7 - k, 
as the number of redundant bits of Ce . For u E VT, s(u) ~ uH,[ is the 
syndrome of u. For s E V'P, let B (s) denote the coset in VT / Ce associated 
with the syndrome s. Define the weight of a coset leader Wcl(S) and the set 
of coset leaders Ucl (s) as follows: 

~ wmin(B(s)), 

{u E B(s): W[l,Tj(U) = Wcl(S)}. 

If Ce is a perfect code, then !Ucl(s)1 = 1. For Ce , a table S(Ce ) whose entry for 
index s is (Wcl(S), Ucl(S)) can be constructed if z=~=o C) remains moderate. 

For a given signal to noise ratio (SNR) value, we generate sequentially 
received sequences of length N for the transmitted zero word by computer 
simulation. Let Rs denote the multi-set of generated sequences. We assume 
that Vr E Rs, the order of components of r is permuted according to increas
ing order of reliability. 

The selection procedure CcSelect(h, h, p) is performed as follows: 

Selection Procedure 
The set T(S;; Uetp ) represents a current partial set of candidate test patterns. 
If T is not an empty set, we assume that a positive integer ~(t) is assigned to 
each test pattern t in T and it is used as a temporal measure of effectiveness 
of the test pattern t. For T i- 0, all test patterns in T have indices which are 
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always given by decreasing order of the above assigned integers as follows: 

U(t i ) ~ U(tj) for 1 ::::; i < j ::::; ITI. 
If T is replaced by new one in this selection procedure, these indices are 
updated according to the above order. 
Initialization: T ~ {tl ~ O} and WI) ~ O. 

(1) For each newly generated r, z ~ z(r) and go to (2). 
(2) Define T(z) ~ {t E T : W[1,Nj (z + t) ::::; p}, the set of effective test 

patterns for z in T . 
• If T(z) -I- 0, then 

choose tj E T(z) with the smallest index, 
add one credit to t j , that is, U(tj) ~ Wj) + 1, 
permute test patterns in T \ {tl} in the decreasing order of U( t) and 
go to (4) . 

• Else, go to (3). 
(3) We calculate a syndrome s of Cc for Plc(Z), s ~ PIJz)HT and retrieve 

Wcl(S) and Ucl(S) from Table S(Cc ). 

(A) For each u E Ucl(S), 
if Wcl(S) + wdz) ::::; p, then 

tlTI+l ~ (u + pdz)) 0 OI~' 
- else 

tlTI+l ~ (u + pdz)) 0 (ZT+l' ZT+2, ... , zz) 00[l+l,Nj, 

where for T < l ::::; N, the integer l satisfies W[l+l,Nj(Z) +Wcl(S) = P 
and Zz = 1. 

T ~ T U {tITI+l} and U(tITI+l) ~ 1. 
If Ucl(S) has been exhausted, go to (4). 
Otherwise, go to (A). 

(4) If ITI = h, the T is set to a U~tp" For a required number h(<< h) of test 
patterns, the first h test patterns in the U~tP are set to a Utp . Then, 
output the U~tP and the Utp , and terminate. Otherwise, go to (1). 

5. Computation Method of Soft-Output Values 

A computation method of a soft-output value at a component of a decoded code
word has been presented in [2]. To compute a soft-output value at a component 
of a decoded codeword, a candidate codeword whose component value is different 
from the component value of the decoded codeword at the component position, is 
required. This candidate codeword is called a competing codeword. If there is no 
competing codeword, a value called a reliability factor is used in the computation 
method. It has been shown by computer simulation that the reliability factor has 
big influence on error performance. We adopt the computation method proposed 
in [2] and modify it with respect to the reliability factor. First, we show the compu-
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tation method briefly and then propose a new generation method of the reliability 
factor. Let s' ~ (s~, s~, ... ,s'rv)( E ]RN) denote a sequence of soft-output values. 
Define d = (d l ,d2, ... ,dN ) as a decoded codeword. For an integer 1 :::; i :::; N, 
Di ~ {c = (Cl' C2, ... , CN) ED: Ci c:I dd. The set Di is a set of candidate compet-
ing codewords at the ith component. If Di c:I 0, then the ith soft-output value s~ 
is given by the following equation: 

s~ = ~2 (Ir - d'1 2 - Ir - dI 2 )(2di - 1), (5.1) 
20-

where d' ~ V[Dil is a competing codeword. If Di = 0, that is, there is no competing 
codeword in D, then 

s; = f3i(2di - 1), (5.2) 

where f3i is a reliability factor for the ith component di . In [2], the reliability factors 
f3l, f32, ... ,f3N are the same constant value which is selected on error performance. 
Essentially, since the reliability factor should be an estimation value computed 
under the condition that a set of candidate codewords is large enough to exist a 
competing codeword at each component position, it is desirable to select a suitable 
reliability factor for each component position. 

We present a generation method of the reliability factors. The generation 
method has performed beforehand and those reliability factors are stored in a 
read only memory (ROM). If Di = 0, then a reliability factor is retrieved from 
the ROM. We assume that the selection method CcSelect(li, h, p) with a large 
Ii described in Section 4 has been performed and a set U~tP has already output 
by the selection method. For a given SNR value, let Rs be a multi-set of sam
pled received sequences generated by computer simulation. To obtain meaningful 
reliability factors, it is desirable that the Rs is large enough. For all rs E Rs, we 
assume that all components of r s are arranged according to increasing order of the 
reliability. For each r s E Rs, the SISO-IBDD(U~tp) is performed and soft-output 
values computed by the equation (5.1) are output. For an integer 1 :::; i :::; N, the 
average of absolute values of the ith component over all generated sequences of 
soft-output values is used as the ith reliability factor f3,. 

6. Simulation Results 

For positive integers Ii » hand 1 :::; P :::; to, let (h, p)-IBDD denote the SISO
IBDD algorithm whose iteration number of the bounded distance-to decodings is 
h and test patterns are selected by Cc-Select(li, h, p). In this paper, we consider 
the following five covering codes Cc's in Section 4: the Hamming(7, 4; 1), the Ham
ming(15, 11; 1), the Hamming(31, 26; 1), the BCH(15, 7; 3) and the Golay(23, 12; 
3) codes. We have compared the above five Cc's together with the values of p to 
each other for the EBCH(64, 36, 12) and the EBCH(64, 45, 8) codes. The simula
tion results show that for h = 32,64 or 128, the SISO-IBDD algorithm whose test 
patterns are selected by Hamming(15, 11; l)-Select(li, h, 2) provides the best BER 
at Eb/NO = 2.0dB to 5.0dB. Figures 1 and 2 show the BER's for the EBCH(64, 36, 
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12) and the EBCH(64, 45,8) codes at E b/ No = 2.0dB to 5.0dB, respectively. For an 
integer 1 :S l :S N, a Chase-like decoding algorithm, denoted Chase(21), is defined 
as the IBDD algorithm whose set of test patterns is Utp :@: {u 0 O[l+l,N] : u E Vi}. 
In the Chase-like decoding algorithm, the least reliable l components in a re
ceived sequence are selected for generating search centers. However, in the IBDD 
algorithm, the number of selected least reliable components is relatively large. It 
follows from the computation method presented in Section 5 that BER depends on 
a decoded codeword d only, and is independent of soft-output values. For compar
ison, BER's of the Chase-like decoding algorithm without soft-output values are 
also shown. Figure 1 shows that BER's of Chase(21) are almost the same as those 
of (21-l,p)-IBDD. Also, Figure 2 shows that (21,p)-IBDD provides better BER's 
than Chase(21). Figures 3 and 4 show the reliability factors for each component 
position which are computed by the proposed method at E b/ No = 2.0dB to 5.0dB 
for the above two EBCH codes, respectively. Figures 5 and 6 show the averages 
of soft-output values which are computed by using the reliability factors shown in 
Figures 3 and 4 at Eb/No = 3.0dB for the above two EBCH codes, respectively. 
For comparison, the averages of soft-output values generated by the Log-MAP 
and the Max-Log-MAP decoding algorithms are also shown. From the figures, it 
is shown that the averages of soft-output values generated by the (h, p)-IBDD and 
the Max-Log-MAP decoding algorithm are relatively close. 

7. Conclusion 

In this paper, we have studied a soft-input and soft-output iterative decoding 
algorithm using the bounded distance-to decoding, a SISO-IBDD algorithm. For 
the SISO-IBDD algorithm, we have proposed a selection method, Cc-Select(h, h, p), 
of test patterns based on the selection method presented in [5]. The proposed 
selection method outputs two sets of test patterns for the SISO-IBDD algorithm 
and a generation of reliability factors which are used in a computation of soft
output values, respectively. We also have proposed a new generation method of the 
reliability factors for each component of a decoded codeword. For the EBCH(64, 
36, 12) and the EBCH(64, 45, 8) codes, we have shown bit error rates of the 
SISO-IBDD algorithm, reliability factors generated by the proposed method at 
Eb/No = 2.0dB to 5.0dB and averages of soft-output values generated by the 
SISO-IBDD algorithm at Eb/No = 3.0dB. Compared with a Chase-like decoding 
algorithm with the same iteration number of the bounded distance decodings, 
the SISO-IBDD algorithm provides better bit error rates. Averages of soft-output 
values generated by the SISO-IBDD algorithm with a relatively small number of 
iterations are relatively close to those by the Max-Log-MAP decoding algorithm. 
With increase in the number of iterations, averages of soft-output values of the 
SISO-IBDD algorithm seem to be away from those of the Max-Log-MAP decoding 
algorithm. Originally, the selection method of test patterns has been designed 
to provide good candidate codewords with a small number of iterations. We are 
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studying such a selection method of test patterns that good competing codewords 
are generated as well as good candidate codewords. 
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Deletion Correcting 
U sing Generalized Reed-Solomon Codes 

Yejing Wang, Luke McAven and Reihaneh Safavi-Naini 

Abstract. Deletion correction codes have numerous applications including 
transmission synchronisation and more recently, tracing traitors. We consider 
the deletion correcting property of generalized Reed-Solomon codes and de
scribe a class of generalized Reed-Solomon codes which correct one deletion. 
We also identify other codes that can correct numerous deletion errors in
cluding one that can correct the deletion of over half of the components of a 
codeword. 

Mathematics Subject Classification (2000). 94B50, 94B60. 

Keywords. Deletion correction, generalized Reed-Solomon codes. 

1. Introduction 

Error correcting codes have been widely used in correcting substitution and erasure 
errors. A different, less studied, class of codes are the deletion correcting codes, 
introduced by Levenshtein [6] to correct synchronisation errors. The applications 
of deletion correcting codes include packet loss in Internet transmission [11] and 
more recently, tracing pirate media [9] when the embedded fingerprint is shortened. 

The ability to correct deletions is often considered in tandem with the abil
ity to correct insertions [3], since the former implies the latter. Levenshtein con
structed binary deletion/insertion correcting codes [6] and a family of non-binary 
deletion correcting codes [7]. Various other studies of deletion correcting codes are 
in [2, 5, 11, 12]. Perfect deletion correcting codes also exist [1,8,10,13]' for example 
length 6 codes allowing the correction of 4 deletions, over many alphabets [10]. 

We consider the deletion correction capabilities of generalized Reed-Solomon 
(GRS) codes. These codes have been extensively studied for their error and erasure 
correction capability. We give a method of constructing codes that can correct one 
deletion. We also give the result of an exhaustive survey of the deletion correcting 
properties of GRS codes with small parameters, and also selected codes with larger 
parameters. In addition to deletion correcting codes over fields, we also consider 
GRS-like codes over rings and show their deletion correction capacities. 
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The deletion correcting codes obtained from GRS codes are not perfect dele
tion correcting codes but, as we will show, they can be very effective in correcting 
deletions. In particular we show codes where deletions of up to half of the length 
of the code can be corrected. The decoding algorithm for these codes can be for
mulated as a polynomial reconstruction problem [9]. This results in an efficient 
decoding algorithm that uses the list decoding algorithm of Guruswami and Su
dan [4]. 

This paper is structured as follows. In Section 2 we introduce basics of deletion 
correcting codes and generalized Reed-Solomon codes. In Section 3 we construct 
a class of generalized Reed-Solomon codes which correct one deletion. Section 4 
includes our computational results on the deletion correcting properties of general
ized Reed-Solomon codes. We include tables of results and a brief discussion of the 
ramifications. We summarize our work and make some observations in Section 5. 

2. Preliminaries 

2.1. Deletion Correcting 

Let X = XlX2'" X m , Y = YIY2'" Yn be strings over an alphabet A. We say a string 
X is a subwordofY if X can be obtained from Y by only removing component(s) of 
Y. For example, 2234 is a subword of 142254364, while 452 is not (since reordering 
is required). 

A code of length f over an alphabet A is a subset of At. A code can correct 
r deletions if any string of length f - r is a subword of at most one codeword. A 
perfect r-deletion correcting code has any string of length f - r as a subword of 
exactly one codeword. To find the deletion correction capability of a code we need 
to find the longest common substring of any pair of codewords. Let u and v be 
two codewords of a code r and let p( u, v) denote the longest common subword of 
u and v. We define p(r) = maxu,vH.#v p{u, v) and then p{r) + 1 is the length of 
the shortest substring that uniquely identifies a codeword. It follows that r is an 
r-deletion correcting code, where r = f - p(r) - 1. 

A code capable of correcting up to r deletions is also capable of correcting r 
insertions. This is true because the r deletion correction property implies that sub
strings of length f - r of codewords are unique and so any string of length f + r can 
be obtained from a unique codeword. In general an r-deletion correcting code may 
correct any combination of up to r deletions and insertions [1, 8]. Given that one 
may view errors or substitutions as a combination of a deletion and an insertion, 
r-deletion correcting also implies r /2 substitution errors can be corrected. 

2.2. Generalized Reed-Solomon Codes 

Let Fq be a field of q elements, k be an integer, and 

Fq[X]k = {f(x) : f(x) is a polynomial over Fq with deg(J) :s k}. 
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Let f :::; q, aI, a2,.'" a£ E Fq be distinct elements of Fq and let VI, V2, ... , v£ E Fq 
be non-zero elements. Write a = (aI, a2, . .. ,a£) and v = (VI, V2, ... ,v£). A (k+ 1)
dimensional GRS code of length f over Fq is the set of all vectors 

This code is denoted by GRSk+1 (q, f, a, v). We refer to a as the selector and v as 
the multiplier. We note that GRSk+I(q,f,a, v) has qk+l codewords. 

3. A Class of Single Deletion Correcting GRS Codes 

In this section we show a class of GRSk+1 (q, f, a, v) codes, for k = 1, that correct 
a single deletion. 

We recall a theorem from [9]. Let K = 2k + 2 < f. Consider two K-subsets 
of {1,2, ... ,f}, denoted by I = {i l ,i2 , ... ,iK} and I' = {i~,i;, ... ,iK}, such that 

{
I:::; i l < i2 < ... < iK :::; f 
1 :::; i~ < i~ < ... < iK :::; f 
i j = ij for at most k values of j E {I, 2, ... , K} 

(3.1) 

Consider the following K x K matrix M. 

M= (3.2) 

Vi, Vi, ai, 
2 k 

Vi~ ai; Vi' a 2, Vi, ai, Vi, ai, v-' 
" , " 

Vi 2 Vi 2 ai2 
2 k v-, Vi;ai; Vi' a 2, Vi2 a i 2 vi2ai2 '2 2 '2 

Vi3 Vi3 ai3 
2 k V-' v-,a-, Vi' a 2, Vi3 a i3 Vi3 a i3 '3 1.3 23 3 '3 

ViK ViKaiK 
2 k V-' V-' a-, Vi' a 2, ViKaiK ViKaiK 'K 1.K 'lK K 'K 

Theorem 3.1. ([9]) Let r be a GRSk +1(q,f, a, v) code, where K < f < 2K. If a 
and v satisfy the property (P), then per) :::; K - 1, where 

(F) The rank of M in (3.2) is K for any two K -sets 1,1' satisfying (3.1). 

In the following we will use the above theorem to construct I-deletion cor
recting codes from GRSk+1 (q, f, a, v) with k = 1, and hence f = K + 1 = 5. We 
will construct a and v such that matrices M in (3.2) have rank K = 4, for all 
possible 1,1'. 

Suppose 1,1' C {1,2,3,4,5} are two 4-sets as defined in (3.1) with ijo < ijo' 
for jo = min {j : i j # ij, 1 :::; j :::; 4}. Then (1,1') will be one of the following 3 
possibilities: 

(1,1') = ({1,2,3,5},{2,3,4,5}),({1,2,3,4},{1,3,4,5}),({1,2,3,4},{2,3,4,5}) 
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Each pair of (I,l') gives a matrix, which we call M I,M2 and M 3 , respectively. 

C' 
VICtI V2 V2 Ct2 

) M ~ (~ 
VICtI VI V,O, ) 

MI 
V2 V2 Ct2 V3 v3Ct3 V2 Ct2 V3 V3Ct3 

V3 V3Ct3 V4 V4 Ct4 ,2 V3 V3Ct3 V4 V4 Ct4 ' 

V5 V5Ct5 V5 v5Ct5 V4 V4 Ct4 V5 V5Ct5 

C' 
VICtI V2 V2 Ct2 

) M3 
V2 V2 Ct2 V3 V3Ct3 

V3 V3Ct3 V4 V4 Ct4 

V4 V4 Ct4 V5 V5Ct5 

Let X = (XI,X2,X3,X4f. In the following, we show conditions on parameters 
Ctl, Ct2, ... , Ct5 and VI, V2,"" V5 to ensure systems MiX = 0, i = 1,2,3, have only 
zero solution. Let MiCm,n), i = 1,2,3, denote the submatrix of Mi obtained by 
considering the first m rows and the first n columns. 

3.1. Parameters from MI 

Consider the following sub-matrices of MI. 

C' VICtI V2 ~o, ) C' VICtI 
V, ) M(3,4) 

V2 Ct2 V3 V3Ct3 , 
M C3,3) _ 

v2 V2 Ct2 V3 I = V2 I -
V3 V3Ct3 V4 V4 Ct4 V3 V3Ct3 V4 

Choose Ctl, Ct2, Ct3 E Fq to be distinct, and VI, V2, V3 E F; arbitrarily. Then choose 
V4 E F; so that 

(3.3) 

Then we have 

det(M}3,3)) = (Ct2 - CtI)VIV2V4 - (Ct3 - CtdVIV5 + (Ct3 - Ct2)V~V3 =1= 0. 

Hence equation 

M}3,4)X = ° (3.4) 

has a solution XCI) = (XCI) XCI) xCI) -1) obtained by I , 2 , 3 , 

(3.5) 

Now choose Ct4 so that 

(3.6) 

(V~ - V2V4)VI Ctl + (VI V4 + V2V4 - V2V3 - V~)V2Ct2 + (V~ + V2V3 - VI V3 - VI V4)V3Ct3 

(V~ -VIV3)V4 
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Then equation x~l) =I=- 1. Finally, choose Vs E F; arbitrarily and as such that 

(1) + (1) 
Xl X3 

as =I=- - -=-(=1"---) ---"'-
X 2 - 1 

(3.7) 

Then we have (vs, vsas, vs, vsas)X(1) =I=- O. Therefore rank(Md = 4 for V4, a4, as 
satisfying (3.3), (3.6), (3.7), respectively. 

3.2. Parameters from M2 

Consider the following sub-matrices of M 2 . 

C' VIal VI v,o, ) C' 
VIal v, ) M(3,4) _ 

v2 a 2 v3 v3a 3 , 
M(3,3) _ 

v2 V2 a 2 V3 2 - V2 2 -
V3 V3 a 3 V4 V4 a 4 V3 V3 a 3 V4 

Choose V4 E F; so that 

...t (a3 - al)v~ - (a3 - (2)v2 v 3 
V4 r . 

(a2 - al)v2 
(3.8) 

Then 

det(M~3,3)) = (a2 - al)vlv2V4 - (a3 - al)vlv~ + (a3 - (2)vlv2V3 =I=- 0, 

and so equation 
M~3,4) X = 0 (3.9) 

has a solution X(2) = (X(2) X(2) X(2) -1) obtained by 1 , 2 , 3 , 

( 
:~~; ) = (M~3,3))-1 ( ~:~: ) 
X(2) V4a4 

3 

(3.10) 

Finally, we choose the last three parameters; a4 E Fq \ {aI, a2, a3}, Vs E F; 
arbitrarily, and as E Fq \ {al,a2,a3,a4} so that 

(3.11) 

Then (V4' V4a4, Vs, vsas)X(2) =I=- O. Hence rank(M2) = 4 for V4, as satisfying (3.8), 
(3.11), respectively. 

3.3. Parameters from M3 

Consider the following sub-matrices of M 3 . 

M~3,4) = (~~ ~~~~ ~~ ~~~~), M~3,3) = (~~ ~~~~ ~~) 
~ ~~ ~ ~~ ~ ~~ ~ 

Note that M~3,4) = MF,4) , M?,3) = Mi3,3), so X(1) defined in (3.5) with x~l) = -1 
is a solution to 

(3.12) 
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Finally, choose a4 E Fq \ {aI, a2, a3}, V5 E F; arbitrarily, and a5 is chosen as 

...J. V4X~1) + v4a4x~1) + V5X~1) 
a5 r (3.13) 

V5 

Then (V4,V4a4,v5,v5a5)X(l) i- O. Therefore rank(M3) = 4 for V4,a5 satisfying 
(3.3), (3.13), respectively. Let 

{ 
(a3 - advlv~ - (a3 - a2)v~v3 (a3 - adv5 - (a3 - a2)V2V3} 

(a2-al)vlV2 ' (a2- a l)v2 

{ 
(v5 - V2v4)vlal + (VI V4 + V2V4 - V2V3 - V5)V2a2 + (V~ +V2V3 - VI V3 - VI V4)V3 a 3 } 

(V~ -VlV3)V4 

A = Xl + X3 V4 X l + V4 a 4X 2 + V5 X 3 V4 X l + V4 a 4 X2 + V5 X3 {
(I) (1) (1) (1) (1) (2) (2) (2) } 

5 1 _ x~l) , V5 ' V5 

From the above discussion we have the following theorem. 

Theorem 3.2. Let k = 1, £ = 5, and v and a be sequentially defined as 

VI, V2, V3 E F; 
aI, a2, a3 E Fq 

V4 E F; \ V4 

a4 E Fq \ ({al,a2, a3} U A4) 

V5 E F; 
a5 E Fq \ ({ aI, a2, a3, a4} U A5) 

The G RS k+l ( q, £, a, v) code is capable of correcting a single deletion for q > 8. 

Proof By the choices of a and v, the ranks of M l , M 2 , M3 are 4. When q > 8, 
ai, Vi, 1 ::; i ::; 5 exist. The theorem is then proved by applying Theorem 3.1. D 

3.4. Extending the Theorem 

Theorem 3.2 can be extended to k > 1. Suppose £ = K + 1. Recall that the aim 
is to find a and v such that all matrices M in (3.2) have rank K. In the following 
we show how these values can be found. 

Suppose the first K components of a and v are chosen such that for any I, I' 
as defined in (3.1), the following two properties are satisfied. 

(Ll) The first K - 1 rows of (3.2) are linearly independent. 

(L2) The system of linear equations M' ( _~ ) = 0 has only zero-solution, 

where M' is the submatrix of Min (3.2) obtained by removing the last row. 
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Let us consider how we choose aK+1 and VK+1. Let I = {il ,i2, . .. ,iK},I' = 
{ii,i~, ... ,i~} be two K-subsets of {1,2, ... ,f} in (3.1) with ijo < ijo where 
jo = min {j : ij =f. ij}. Consider the system of equations 

with K unknowns and assume (xo, . .. , Xk, Yo, ... , Yk) is a non-zero solution. Let 

A[I,I'] (x) = Xo + XIX + ... + Xkxk, B[I,I'] (X) = Yo + YIX + ... + Ykxk 

From property (L2) we know that A[I,I'] (x) + B[I,I'](x) is a non-zero polynomial. 
Define a set 

A(I,I') = (3.14) 

{a E Fq : A[I,I'] (a) + B[I,I'] (a) = 0, or A[I,I'] (a) = 0, or B[I,I'] (a) = o}. 
For a given value of aK+1, we define the set 

I { A[I,I'] (aK) B[I,I'] (aK) } 
V(I,I) = 0, -vK B[I,I'] (aK+I) , -VK A[I,I'] (aK+1) . (3.15) 

The following theorem can be obtained. We omit the straightforward proof. 

Theorem 3.3. If there are distinct aI, a2, ... , a2k+2 E Fq and VI, V2,.··, V2k+2 E 
F;, such that properties (L1) and (L2) are satisfied, then any GRSk+1(q,f,a,v) 
code of length f = 2k + 3 with parameters satisfying 

a2k+3 E Fq \ ({al, ... ,02k+2} U A(I,II)) 
1,1' 

V2k+3 E Fq \ (U V(I, II)) 
1,1' 

is capable of correcting a single deletion. 

The following shows that the choice of parameters depends on the value of k 
only. So for sufficient large q, all ai and Vi required in (3.14) and (3.15) exist. 

Lemma 3.1. Suppose f = K + 1. There are (k + l)(k + 2)/2 pairs I, I' of sets as 
defined in (3.1) with ijo < ijo where jo = min{j: i j =f. ij}. 

Proof. Let f = K + 1 and I, I' be two sets satisfying (3.1). Suppose I{j : ij = 
ij}1 = m. Then 

{j : i j = ij} = 

{
{1,2, ... ,m}, 
{1,2, ... ,ml} U {K - m+ml + 2,K - m+ml + 3, ... ,K + l},O < mi < m 
{K -m+ 1,K -m+2, ... ,K}, 
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I and I' are uniquely determined by {j : ij = ij}. If {j : ij = ij} = {1, 2, ... , m}, 
I = {1, .. . ,m,m+ 1, ... ,K}, I' = {1, ... ,m,m+ 2, ... ,K + 1}; if {j: i j = ij} = 

{K -m+1,K -m+2, ... ,K}, I = {1, .. . ,m,m+2, ... ,K +1}, I' = {2, ... ,m+ 
1,m+2, ... , K +1}; if {j : ij = ij} = {1, 2, ... ,mdU{K -m+ml +2, ... , K +1}, 
I = {1, ... , ml, ml + 2, ... , K - m + ml + 1, K - m + ml + 2, ... , K + 1}, I' = 
{1, ... ,mI,ml + 1, ... ,K -m+ml,K - m+ml + 2, ... ,K + 1}. SO 

I{(I, I') : i j = ij for m values of j}1 = m + 1 

and hence the total number ofrequired pairs (I, I') is 

k L (m + 1) = (k + 1)2(k + 2) 

m=O 

Comments on Theorem 3.2 

o 

The most restricted parameter is a5' The conditions in Theorem 3.2 imply that 
there may be at most seven values that a5 cannot take. We therefore note that for 
q > 8 there will always be sets of a and v satisfying Theorem 3.2, and therefore 
always GRSk+l (q, e, a, v) codes capable of correcting at least a single deletion. 
For q ::; 8, however, it is possible elements in the set V4 , or in the set A5 , are all 
distinct implying no available choice for V4 or a5, respectively. Elements of V4 or 
A5 may coincide however, in particular for A5 they may equal one of aI, a2, a3 

or a4. Should enough elements coincide it is possible for the theorem to generate 
codes capable of correcting single deletions even if q ::; 8. 

We include below a small sample of codes generated using the structure in 
Theorem 3.2. We give ones with q < 8 to illustrate the point made above. 

q VI V2 V3 V4 V5 al a2 a3 a4 a5 

5 4 3 2 3 4 4 1 3 0 2 
5 3 2 3 3 3 0 3 2 4 1 
7 2 4 2 2 1 4 1 5 6 2 
7 1 6 3 1 1 2 1 6 0 3 

4. Experiments on Deletion Correcting in GRS Codes 

In this section we present the results of exhaustive searches where possible, and 
selective searches otherwise, on a range of q and e to find the codes with the best 
deletion rates. To interpret the results we consider three categories of codes based 
on the value of q. 

Prime GRS codes: q is prime. 
Prime extension GRS codes: q = pm, p prime and integer m > 1. The field elements 

are not integers, rather they may be represented as m-tuples or as powers of 
a primitive polynomial. 
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GRS-like codes: The parameter q is not expressible in the form q = pm, for p prime 
and m integer. 

The definitions in Section 2 hold explicitly for the first two cases, the third are 
not strictly GRS codes. They are included in this paper since deletion correction 
properties have been observed. Let us formally define them. 

Let Zq be the ring of integers {O, ... ,q -I}, with addition and multiplication 
modulo q, where q is not a prime power. Let k be an integer. Let 

Zq[X]k = {f(x) : f(x) is a polynomial over Zq with deg(f) s:; k}. 

Let aI, a2, ... ,ae E Zq, £ s:; q be distinct elements of Fq and let VI, V2, ... ,Ve E 

Zq be non-zero elements. Write a = (al,a2, ... ,ae) and v = (VI,V2, ... ,Ve). A 
(k + 1)-dimensional GRS-like code of length £ is the set of all vectors 

(vIJ(ad, v2f(a2), ... , vef(ae)), 'V f E Zq[X]k 

We shall denote this code by GRSk+l (q, £, a, v) also, and again refer to a as the 
selector and v as the multiplier. The results we give later consider the GRS
like codes explicitly generated as having qk+l codewords, even if some coincide. 
Thus when there are repeated codewords no deletion correcting is possible. The 
treatment of GRS-like codes with such redundancy removed will be the subject 
of later work. 

We note that, unlike for the error-correcting capability of codes which is un
affected by permuting columns of the code, deletion correcting capability depends 
on the order of the columns. Codes with reordered a are thus necessarily treated 
as distinct codes. 

Definition 4.1. For fixed £, q, k, let G(£, q, k) be the collection of codes obtained by 
taking all GRSk+1 (q, £, a, v) codes with all possible a and v. 

Recall a are the selectors denoting the field element values used to build 
the codewords from the field polynomials, while v are multipliers. Since a and v 
are both £ elements long, the former distinct, the latter non-zero, G(£, q, k) has a 
cardinality of at most 

(4.1) 

This increases rapidly; for q = £ = 7 IG(£,q,k)1 ~ 230 while by q = 11,£ = 7, 
IG(£,q,k)1 ~ 244 and by q = £ = 11 IG(£,q,k)1 ~ 262. 

For a code GRSk+1 (q, £, a, v) in G(£, q, k) we define s(£, q, k, a, v) = p + 1, 
where p was defined in Section 2. We then define 

a(£,q,k) =minmins(£,q,k,a,v) (4.2) 
a v 

to be the minimum s(£, q, k, a, v) for G(£, q, k). This gives the highest deletion 
capability for given parameters £, q, k. 

The efficiency of a code is measured with the code rate, which for a linear 
code of length £ and dimension k is given by kl£. For GRSk+l (q, £, a, v) this equals 
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(k + 1) / c. We define the deletion rate of a code to be s / e. This is the proportion 
of symbols in a codeword that need to be received in order to recover the word. 

4.1. Methods and Results 

Let us briefly consider k = 0, where the codewords are constants. For the multi
pliers being all 1 each codeword is a string of e copies of the same fixed element. 
This implies a unique substring length of 1. 

We sketch our algorithm for finding s(e, q, k, a, v) using pre-generated code
words of the code GRSk+1 (q, e, a, v). 

Generate the codebook r for GRSk+l(q,e,a,v) 
Set c=e,s(e,q,k,a,v)=O. 
While s(e, q, k, a, v) = 0 

Generate all length c subwords of r 
Sort subwords and compare adjacent subwords 
If some subword is from more than one codeword 

s(e, q, k, a, v) = c + 1. 
else 

Set c = c - 1. 
End If 

If c = 0 set s(e, q, k, a, v) = 1. 
End While 

If the algorithm has been used for a and v, one applies equation (4.2) to 
find a(e, q, k). There are qk+l c!d~c)!' possibly indistinct, subwords of length c 
for each code. By e = 7, k = 1, q = 7 we have over 1000 subwords of length 5 
for each code. Our script requires approximately 237 floating point operations to 
exhaustively find a(7, 5,1), increasing to 245 by a(7, 7,1), and as such we have 
limited our exhaustive searches to k = 1 and (e,q)=(5,3-5),(6,3-6),(7,3-5),(8-12,3). 
The results are given in Table 1. 

e 
q 
s 
3 
4 
5 
6 
7 

TABLE 1. The exhaustive searches provide the percentage of 
codes in G(e, q, k) with particular s = s(e, q, k, a, v). For GRS
like codes, some percentages are tabulated for s = e + 1. In these 
cases there are repeated codewords, so no substring uniquely spec
ifies a single polynomial. 

3 4 5 6 
5 6 7 10 11 12 5 6 7 5 6 7 6 

100 34 100 33 100 22 0.05 1 
66 67 78 100 60 99 42 2 

40 58 75 60 12 
23 40 75 

13 
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For large values of €, q and k we have performed selective searches. The 
selections were based on previous searches. As suggested in Section 5 some sets of 
parameters appear more likely to give better deletion correcting properties. The 
results for the selective searches are given in Tables 2, 3 and 4. These results 
provide upper bounds on a(€, q, k) for prime and prime extension GRS codes, and 
GRS-like codes respectively. For example, although we have located a G(9, 31, 5) 
code with s = 5, there may exist codes in G(9, 31, 5) with s = 4. Testing some 
cases by our method, even randomly, for example q = 23, € = 10, requires extensive 
resources. We include in Table 5 some specific examples of codes found for different 
G(€, q, k) classes, with the highest deletion correcting properties known for that 
class. 

q 
5 
7 

11 
13 
17 
19 
23 
29 
31 

TABLE 2. A tabulation of experimental upper bounds on the 
value of the a(€,q,k) for q a prime. Where entries have triple 
entries they correspond to k = 1, k = 2 and k = 3, while double 
entries correspond to k = 1, k = 2 and single entries correspond 
to k = 1. This notation is also used in subsequent tables. 

€ 
4 5 6 7 8 9 10 11 12 13 

4,4,4 4,5,5 
3,4,4 4,5,5 4,5,6 5,6,7 
3,4,4 4,5,5 4,5,6 4,6,7 5,6,7 6,7,8 6,8,9 7,8,10 
3,4,4 3,5,5 4,5,6 4,6,7 5,6,7 5,7,8 6,7,8 6,8,9 7,9 8,9 
3,4 3,5 4,5 4,5 4,6 5,7 5,7 6,8 7 
3,4 3,5 4,5 4,5 4,6 5,6 5,7 6 6 
3,4 3,5 4,5 4,5 4,6 5 5 6 6 
3,4 3,5 3,5 4,5 4,6 5 5 5 6 
3 3 3 4 4 4 5 5 6 

TABLE 3. A tabulation of experimental upper bounds on the 
value of a(€, q, k), when q is a prime power. 

€ 
q 4 5 6 7 8 9 10 11 12 13 
8 3,4 4,5 4,5 5,6 6,7 
9 3,4 4,5 4,5 5,6 5,7 6,7 
16 3,4 3,5 4,5 4,6 5,6 5,7 6,7 6,8 7 8 
25 3,4 3,5 4,5 4,6 4,6 5,7 5 6 6 
27 3 3 4 4 4 5 5 5 6 
32 3 3 3 4 4 5 5 5 6 

7 
7 
7 
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TABLE 4. A tabulation of experimental upper bounds on the 
value of a(£, q, k) for q not a prime power (GRS-like codes). 

£ 
q 4 5 6 7 8 9 10 11 12 13 
6 3 4 5 
10 3 4 4 5 5 6 7 
12 3 4 5 5 6 6 7 8 9 
14 3 4 4 5 5 6 7 7 8 9 
15 3,4 4,5 4,6 5,6 5,7 6,7 7,8 7,9 8,10 9,11 
18 3 4 4 5 6 6 7 7 8 9 
20 3 4 4 5 6 6 7 7 8 9 
21 3 4 4 5 5 6 7 7 8 9 
22 3 4 4 5 5 6 6 7 8 8 

4.2. Observations 

Recall the number of deletions correctable by a code is given by r = £ - s. We have 
obtained r as high as 6. For example, q 2: 17, £ = 13 and k = 1. More significantly, 
the deletion rate, sj£, is as low as 3/7 for k = 1 and q = 67. Even the GRS-like 
codes allow for up to four deletions and provide codes with deletion rates of 0.6. 

Increasing k decreases the number of correctable deletions. For k = 2 we can 
obtain up to three corrections, for example for q = 11, £ = 11 and q = 13, £ = 10. 
For k = 3 we have codes correcting two deletions. We see certain trends in Tables 2-
4, which we summarize in two propositions. 

Proposition 4.2 (Code length variance). If £1 < £2 then 

a(£I,q,k) ~ a(£2,q,k) . (4.3) 

Proof. (Sketch) Any a ' and v' of length £2 can be expressed as the concatenations 
of a and (3, and of v and w, respectively, for some a, v of length £1. It follows that 
S(£I, q, k, a, v) ~ S(£2, q, k, a', v'). D 

Proposition 4.3 (Polynomial order variance). If kl < k2 then 

a(£,q,k1 ) ~ a(£,q,k2) . ( 4.4) 

Proof. (Sketch) By definition GRSk2 +1 (q, £, a, v) contains GRSk, +1 (q, £, a, v). For 
a, v then, the set of substrings in the code of dimension k2 + 1 contains the set of 
substrings from the code of dimension kl + 1. Thus s(£, q, k1 , a, v) ~ s(£, q, k2, a, v). 

D 

5. Conclusions and Discussion 

We have given an explicit construction of single deletion correcting codes by us
ing GRSk+l (q, £, a, v). We have summarized our exhaustive and selective searches 
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for optimal deletion correcting properties for small GRS codes. Codes correcting 
deletions of over half the length of the code have been obtained. 

This is a novel use for GRS codes, which are well known for their error
correcting properties. One advantage is their well-established efficient decoding 
algorithms [4J. Further to the previous propositions, the results in Tables 2 and 3 
suggest that 

If ql < q2 are prime powers then rr(R-, ql, k) ? rr(R-, q2, k). 
That is, the deletion correction capability of codes does not decrease as q increases. 
This remains a conjecture however. 

We note the lowest s/ R- observed, but not tabulated, is 3/7, for q = 67, k = l. 
The exhaustive searches and selective trials suggest ways of selecting parameters to 
increase the chance of obtaining codes with the best deletion correction capability. 

• The brief k = 0 analysis at the start of Section 4.1 shows v = 1 is likely to 
give the best substring properties, and this is supported by our exhaustive 
and selective searches. We see examples illustrating this in Table 5. 

• For GRS-like codes the lowest values of s(R-, q, k, a, v) are obtained (in most 
observed cases) when the selectors are a mix of even and odd values, each type 
equally used. For R- = 4, q = 6, k = 1, for example, the only codes allowing 
one deletion correction have a with two even and two odd values. 

• A related observation on GRS-like codes is those with all odd or even values 
in a give the worst deletion correcting properties. For R- = 3, q = 6, k = 1, for 
example, having a all even or all odd always gives a code with no deletion 
correcting properties, independent of v. 
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Appendix 

TABLE 5. A tabulation of a selector 0: and multiplier v pair which give the best 
value for a(£, q, k) known. Although multipliers which are all 1, the identity ele
ment, are given here, those are not the only solutions. 

(£,q,k) s 0: 

(5,5,1) 4 (403 1 2) 
(4,7,1) 3 (5 1 2 4) 
(5,7,1) 4 (1 6 0 2 5) 
(6,7,1) 4 (1 2 0 6 4 5) 
(7,7,1) 5 (5 3 0 6 4 2 1) 
(4,11,1) 3 (8 1 5 6) 
(5,11,1) 4 (9 5 3 6 1) 
(6,11,1) 4 (10 6 5847) 
(7,11,1) 4 (6 1 0 7 8 3 4) 
(8,11,1) 5 (9 0 1 4 2 6 7 3) 
(9,11,1) 6 (6 9 10 7 3 5 2 8 0) 
(10,11,1) 6 (7 2 5 9 8 3 10 6 4 0) 
(11,11,1) 7 (1 6 7 9 10 8 3 4 0 2 5) 
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v 
(1 1 1 1 1) 
(1 1 1 1) 

(1 1 1 1 1) 
(1 1 1 1 1 1) 

(1 1 1 1 1 1 1) 
(1 1 1 1) 

(1 1 1 1 1) 
(1 1 1 1 1 1) 

(1 1 1 1 1 1 1) 
(1 1 1 1 1 1 1 1) 

(1 1 1 1 1 1 1 1 1) 
(1 1 1 1 1 1 1 1 1 1) 

(1 1 1 1 1 1 1 1 1 1 1) 
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Abstract. We essentially improve lower bounds on the linear complexity of a 
sequence representing the residues of the discrete logarithm in a finite field 
modulo a divisor of the order of the multiplicative group. More generally, we 
present the result as a bound on the linear complexity profile. The proof is 
based on character sum bounds. 
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1. Introduction 

Let p be a prime, r a positive integer, q = pr, IF q the finite field of order q, and 'Y 
a primitive element of IFq . The discrete logarithm (or index) of a nonzero element 
~ E IF q to the base 'Y, denoted ind, (~), is the unique integer l with 0 ~ l ~ q - 2 such 
that ~ = 'Yl. The discrete logarithm problem is to find a computationally feasible 
method for determining the discrete logarithm. The security of many public-key 
cryptosystems depends on the presumed intractability of the discrete logarithm 
problem (see e. g. [14]). This paper provides some theoretical support to this as
sumption of hardness of the discrete logarithm problem. 

For an integer N ~ 2 the linear complexity profile L(ai' N) at N of a sequence 
(ai) over a commutative ring R with 1 is the least L such that there are constants 
Cl, ... ,CL E R satisfying 

for all L ~ i ~ N - 1, (1) 

with the convention that L(ai' N) = 0 if the first N terms of (ai) are all 0 and 
L(ai, N) = N if ao = al = ... = aN-2 = 0 and aN-l =f O. The linear complexity 
of (ai) is defined by 

L(ai) = sup L(ai, N). 
N?2 
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Linear complexity and linear complexity profile are important cryptographic char
acteristics of sequences and provide information on the predictability and thus 
unsuitability for cryptography. Hence, a low linear complexity (profile) has turned 
out to be undesirable in cryptography. 

Consider the following representation of the discrete logarithm via linear 
recurring sequences. Let {,Bo, ,Bl,"" ,Br-d be a basis of lFq over lFp . For 0 :::; i :::; 
q - 1 we define ~i E lFq by 

(2) 

if 
i = io + ilP + ... + ir_lpr-l with 0 :::; io, i l , ... ,i r - l :::; p - 1. 

Let d> 1 be a divisor of (q - 1) and (Si) a sequence over Zd with the property 

Si = ind'Y.d(~i) for 1 :::; i :::; q - 1, (3) 

where ind'Y,d(~) denotes the residue class of ind'Y(~) modulo d for ~ E lF~. We prove 
the following lower bound on the linear complexity profile of (Si). 

Theorem 1. Let d > 1 be a divisor of q - 1 and (Si) a sequence with the property 
(3). Then for 2::; N :::; q we have 

1 N l / 2 

L(si' N) > 4" pl/2ql/4 . 

If N is a power of p then we can slightly improve Theorem 1. 

Corollary 1. If N = pn with an integer 1 :::; n :::; r, then we have 

1 N l / 2 

L(si,pn) > 4" ql/4 . 

In particular for the linear complexity we have the lower bound 

L(Si) > ~ql/4. 
4 

This result improves earlier results of [12] if r 2: 5 (order of magnitude pr/4 vs. rp). 
We prove Theorem 1 and Corollary 1 in the next section. The proofs are based on 
a bound of incomplete character sums. 

2. Proofs 

Before we prove the results we recall some facts on character sums. With the 
method of Polya and Vinogradov [2, 19, 20, 21, 22] and Weil's Theorems [15, 
Theorems 2C and 2G] we get the following bound on incomplete character sums. 

Lemma 1. Let X be a multiplicative character of lFq of order d > 1 and f(X) E 
lFq(X] a monic polynomial which is not a dth power and has m distinct zeros in 
its splitting field over IF q. For 0 :::; ko, kl' ... ,kr- l :::; p - 1 let B <;;; {O, 1, ... , q - I} 
be a box of the form 

B = {io + ilP + ... + ir_lpr-l : 0 ::; i j :::; k j for 0 :::; j :::; r - I}. 
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Let s be the number of 0 ::; j ::; r - 1 with 1 ::; kj ::; p - 2. Then we have for each 
a E lF~, 

For the convenience of the reader we add the most important steps for the 
deduction of Lemma 1. For more details we refer to [2, 19, 20, 21, 22J. 

We may restrict ourselves to the case a = 1. From 

we get 

x(f(x)) = ~ 2: x(f(y)) 2: 'IjJ((x - y)z) 
q 

YElFq zElFq 

I~ x(J(x))1 < ~ ,~, ,~o X(J(y)),p(-yz) I~ ,p(xz) 1 
< q~2 2: 12: 'IjJ(XZ)I- ~~~ 

zElFq xEB 

by Weil's Theorems, where 'IjJ denotes the additive canonical character of IF q. Now 
we have 

12: 'IjJ(xz) 1 = [i ~ 'IjJ({3jz)ij . 
xEB )-0 tj-O 

The right hand side is zero if 'IjJ({3jz) =1= 1 for some j with kj = p - 1. For z with 
'IjJ({3jz) = 1 for all j with kj = p - 1 we get 

I~ 'IjJ(xz) 1 = pr-s g 
kj <p-l 

kj 2: 'IjJ({3jz)i j 
ij=O 

< pr-s IT min(kj+1'sin(Tr(~jz)1f/P))· 
kj <p-l 

Since the mapping z f--> (Tr({3oz) , ... , Tr({3r-lZ)) is a bijection we get 

,~I~ ,p(xz) 1 < r !1 (k j + 1+ ~ 'in(:'/P)) 
kj <p-l 

< pr-s IT (kj+1+Plogp)::;q(1-t+lOgp)", 

kj <p-l 

which yields the desired upper bound. o 
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Now we prove the main results. 

Proof of Theorem 1. Put L := L(Si' N) and let l, Ll, and n be the integers defined 
by 

and 

pn :s N < pn+l. 

Since otherwise the result is trivial we may assume r 2: 2 and 

r+l n>--. - 2 

Put Co = 1. By (1) there exist Cl, C2, ... ,CL E :Ed such that 

By (2) we have 

if 

with 

and 

L 

L cjind"y,d(~i-j) = 0 for all L :s i :s N - 1. 
j=O 

For i =I- L of this form, (5) is equivalent to 

where X denotes a multiplicative character of IF q of order d. Put 

and 

(4) 

(5) 
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For l S n - r/2 - 1 we have 

pn-Z-1 _ 1 < 81 S (L + 1)q1/2 (1 _ (~n:z~;q) 
< (L + 1)q1/2 - 1 S pr/2+Z+1 - 1 

by Lemma 1. This yields n - l - 1 S r /2 + l + 1 or equivalently since l E Z 

> -- -1= -1 l r 2n - r l 2n - r + 8 

- 4 4' (6) 

where 8 denotes the least residue of r - 2n modulo 4. For l ~ n - r /2 - 1/2 the 
lower bound (6) is also valid by (4). If l ~ (2n - r)/4 then we have 

pn/2 N1/2 
L ~ l74' > 1/2 1/4' q P q 

(7) 

Hence we may assume l = (2n - r + 8)/4 - 1 and thus 

pn/2+s/4-1 N1/2ps/4-1 
L ~ Lz q1/4 > Lz p1/2q1/4 . (8) 

1 N 1 / 2 • 1 N 1 / 2 
For p S 3 we get L > :3 pl/2q l/4 and for s = 3 and p S 251 we obtam L > 4" pl/2q l/4 . 

For p ~ 5 we use Lemma 1 again and get 

( L) n-Z-1 p- Z P < 82 + 1 < (L + 1)q1/2 (1 - t + lOgp) + 1 

< (Lz + l)pr/2+Z(l-t+lOgp) +1 

< 1.05(Lz + l)pr/2+Z (1 - t + lOgp) , 

where we used r ~ 2 in the last step. With l = (2n - r + 8)/4 - 1 we get 

and thus 

We get 

(p - L Z)p1-s/2 < 1.05(Lz + 1) (1 - t + IOgp) 

p2-s/2 _ 1.05(1 + logp) 
Lz > p1-s/2 + 1.05(1 + logp)' 

p/2, 
p/3 > p3/4/3, 
0.19p/logp > p1/2/4, 
0.45p1/2/ logp > p1/4/4 

8 = 0, P ~ 5, 
8 = 1, p ~ 5, 
8 = 2, P ~ 5, 
8 = 3, p ~ 257, 

which completes the proof. 

(9) 

o 
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Proof of Corollary 1. We proceed as in the proof of Theorem 1 and use the same 
notation. For q ::; 256 the result is trivial and we may assume q > 256. For r = 1 
we have 

p1/2 p1/4 
L(Si'P) > -- > -

2logp 4 

by (10) below and we may assume r 2: 2. Analogously to (7) and (8) we get 

and 

pn/2 N 1/ 2 2n - r 
L>-=-- ifl>--- q1/4 q1/4 - 4 

pn/2+s/4 N1/2ps/4 
L 2: Ll 1/4 = Ll 1/4 pq pq 

if l = 2n - r + S _ 1 
4 

and the result follows with (9). 

3. Final Remarks 

o 

The results of this paper can be extended to some extent to sequences (Si) over 
Zm defined by 

Si := indl'.m(~i)' 1::; i ::; q - 1, 

where m is not a divisor of q - 1 in the following way. We restrict ourselves to the 
case that r = 1 and ~i = i. We proceed as in the proof of Theorem 1 and start 
with an analog of (5), 

or equivalently 

L 

LCjindl',m(i - j) for all L::; i::; N-l 
j=O 

L 

II em(cjind'Y(i - j)) = 1, 
j=O 

where ek(x) = exp(27T'y'=Tx/k). Now for x with Ixl ::; p - 1 we have 

0< I~_'::'I < Im- dl(p-l). 
- d m - dm 

Since le(u) - 11 ::; 27T'lul for real u, we have for any positive divisor of q - 1, 

I () ( )1 27T'Im-dl(p-l) 
em x-ed x::; dm . 
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Hence, we get 

N-l L 

N-L-1 = L II em (Cj ind,(i - j)) 
i=L+1j=O 

< 
N-l L 

27r(N - L - d~m -dl(p - 1) + L II ed(cjind,(i _ j)) 
i=L+1 j=O 

< 27r(N - L - l)lm - dl(p - 1) (L 1) 1/21 
dm + + p ogp, 

where we used the fact that ed(ind,(x)) is a multiplicative character. In particular, 
for the most interesting case m = p and d = p - 1 we get 

L(Si' N) > (1 - 27r) / N 1/2 - l. 
p 1 - 27r P + P log p 

For r ::; 4 Theorem 1 and Corollary 1 can be improved with a slight modifi
cation of the proof. In particular we have 

N 
L(Si,N) > 1/2 -1 if r = 1 (10) 

l+p logp 

by [17, Theorem 9.2J (see also [16]). For large d the lower bound of [8J (see also 
[17, Theorem 9.1]) of the order of magnitude N d/(p log d) is better than (10). The 
method of [8J can be extended to r > 1 but yields a somewhat weaker lower bound 
(cf. [12, Theorem 3]). This method can also be extended to the case that d is not 
a divisor of q - l. 

If we define So = 0 and continue the sequence with period q then for d with 
d%(q -l)/(p -1) we know the following lower bound on the linear complexity [12, 
Theorem 1], 

where 

L(Si) > { r(p - l)(d - l)/d + E if d is ~ dth power in IFq, 
- r(p - 1) + E otherWIse, 

E = {O if d > 2 or d = 2 and q == 1 mod 4, 
1 otherwise, 

which improves Corollary 1 if r ::; 4. For r = 1 we have equality (see [1, 3, 4]). In 
this case the sequence (Si) is also called dth-order cyclotomic generator. 

We can identify the discrete logarithm via p-adic expansion with represen
tations of the elements of IF q with respect to some fixed basis. Then we can also 
prove lower bounds on the linear complexity of sequences over IF q related to the 
discrete logarithm [12, Theorem 5J. Similarly one can investigate sequences over 
IF d, where d is a prime power divisor of q - 1 (see [5]). 

Besides the linear complexity (profile) the autocorrelation is an important 
measure for the randomness of sequences. For results on the autocorrelation of the 
sequences (Si) investigated in this paper see [3,6, 13J. 
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Generalized Sidelnikov sequences (O"i) are the q - 1 periodic sequences de
fined by 

O"i = Xd(ri - 1), i = 0,1, ... , q - 2, 

where Xd is a multiplicative character of IF q of order d. Equivalently, we can define 
q - 1 periodic sequences (Si) over Zd by 

si=ind')',d('/-l), i=0,1, ... ,q-2. 

In the following we use the term (generalized) Sidehiikov sequences for the se
quences over Zd. The autocorrelation of (generalized) Sidelnikov sequences was 
determined in [10, 11, 18]. The method of this paper combined with the method 
of Polya and Vinogradov provides a lower bound on the linear complexity profile 
of the order of magnitude N/(ql/2logq). (See e.g. [17, Lemma 3.3] for the used 
character sum bound.) For first results on the linear complexity in the binary case 
see [7, 9]. Although Sidelnikov sequences and the sequences investigated in this 
paper look very similar at first glance, the latter sequences have some advantages. 
For large p and r > 1 we have two different nice autocorrelation properties [13, 
Theorems 1 and 2], and the ordering ~i' i = 0,1, ... , q - 1, can be faster generated 
than the ordering "(i - 1, i = 0,1, ... , q - 2. 
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Speeding Up RSA and Elliptic Curve Systems 
by Choosing Suitable Moduli 

Huapeng Wu, M. Anwar Hasan and Ian F. Blake 

Abstract. In this paper we propose a method to speed up the modular oper
ation by choosing suitable moduli. When the modulus N can be represented 
as a sum of a few positive or negative powers of 2, we show that a modular 
operation eX mod N), where X is not greater than the square of the mod
ulus N, can be computed with a few addition/subtraction operations with 
the operands of about the same size as the modulus. No evidence has been 
shown that use of such moduli in RSA and elliptic curve cryptosystems can 
compromise the security of the systems. 

Mathematics Subject Classification (2000). Primary 68W99; Secondary 94A60. 

Keywords. Modular operation, number system, efficient computation. 

1. Introduction 

Modular reduction is essential in computation over an integer ring Zn. Conse
quently it has important applications in residue number system and number the
ory transforms. There are also many public-key cryptography systems that involve 
extensive computation of integer modular reduction operation, for example, RSA, 
elliptic curve system defined over field of odd characteristic, XTR and GH systems. 

It is well known that integers of certain forms are more suited for modular 
reduction The best examples are the Mersenne numbers and the Fermat num
bers [4]. Families of the generalized Mersenne numbers and generalized Fermat 
numbers have also been discussed in many publications, for example, [6, 3, 2]. 
Other proposals for efficient integer modular reduction include [5, 1]. The main 
difference between our proposal and the above methods is that the former pro
vides uS with only an incomplete solution. Subsequently, other methods can still 
be applied to this incomplete solution to further speedup the operation. 

We organize the paper as follows. Main results are shown in Section 2. In 
Section 3, an algorithm which can partially evaluate modular reduction operation 
is presented. A proof of the correctness of the algorithm is also provided in the 
same section. When the modulus N has a binary SD form of Hamming weight 3 
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the incomplete solutions to the modular reduction are derived in Section 4. Finally, 
concluding remarks are made in the Section 5. 

2. Main Results 

We first define certain notations. 

1. Let a signed-digit binary representation of the modulus N be given by:l 

N = 2n + s' 2ew - 2 + s' 2ew - 3 + ... + s' 2e, + s' 2eo (2.1) ew -2 ew -3 €l eo' 

where n > ew-2 > ew-3 > ... > el > eo = 0 and S~i E {-1,1}, i = 
0,1, ... , w - 2. Clearly the Hamming weight of the signed-digit representation 
of N is w. We write expression (2.1) as follows 

2n mod N == sew_22ew-2 + sew_32ew-3 + ... + seo2eo, (2.2) 

where Sj = -sj for j = ei and i = 0, 1, ... , w - 2. 
2. Let di = ei - ei-l for i = 1,2, ... , w - 1, where eW-l = n. Then the binary 

form of X can be partitioned and given by 

X Aw II A W - l II ... II A4 II A3 II A2 II Al 

((( ... (Aw X 2d2 + Aw-d X 2d3 + ... + A4) 

x2dw - 2 + A 3) X 2dw - 1 + A 2) x 2n + AI, 

where the symbol "II" denotes a cascade operation. 

(2.3) 

Then the main results obtained in this paper can be summarized into the 
following two lemmas. 

Lemma 2.1. Let N be given in (2.2) and X be given in (2.3), respectively. Let 

Bi= Aw II Aw-lll ... II Ai+l fori=1,2, ... ,w-1. (2.4) 

If ew-2 < n..tl, then the modular operation X (mod N) can be solved with the 
following congruence. 

w-2 w-2 

X (mod N) == Al + L Sei2ei[(Aw_i II Aw-(i+l) II II A 2) + L SeiBw-i]. 
i=O i=l 

(2.5) 

Lemma 2.2. Let N = 2n - sm2m - So, where 0 < m < nand Sm, So E {-I, I}. Let 
k be an integer determined by nand m such that n 2: m ~ k < n 2: m + 1. We 
partition the binary number X, 0 ~ X < N 2 as follows 

X A k+l II Ak II ... II A3 II A2 II Al 
(( ... (A k+l X 2n - m + A k ) x 2n - m + ... + A 3) x 2n - m + A 2) x 2n + AI. 

1 If N is given in the non-adjacent form (NAF), the maximum efficiency using this method can 
be achieved. 
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Then the following congruence holds 

k+l k+l 
X (mod N) == Al + 2m 2: S~l Ai + So 2: s~2(Ak+lIIAkll·· ·IIAi). (2.6) 

i=2 i=2 
In the following we give a simple example to show how these results work for 

efficient computation of the modular operation. 

Example. Let N = 2n + 2m - 1 and m < n t 1. It can be seen that this case is 
covered by both lemmas. Let us use the incomplete solution obtained in Lemma 2.l. 

From (2.3) a partition of binary number X is given by 

X = (A3 X 2n - m +A2) x 2n +Al = A3 II A211 Al · 

Then it follows from (2.4) Bl = A3 II A2 and B2 = A3. Since w = 3, se, = Sm = -1 
and sea = 1, it follows from Lemma 2.1, 

1 1 

X (mod N) Al + 2: Sei 2ei [(Aw-i II Aw-(i+l) II II A2) + 2: Sei Bw - i] 

Al + (A3 II A2) - 2m A2 + (2m - 1)B2 
Al + (A3 II A2) - 2m A2 + (2m - 1)A3 
Al + (A3 II A2) - 2m(A2 - A3) - A3· 

i=l 

(2.7) 

We can estimate the complexity of solving this modular operation using (2.7). 
Clearly, we have 0 :::; Al < 2n < N. To decide the range of (A3 II A2), let us 
consider 

N 2 = (2n + 2m _ 1)2 = 22n + 2n+m+l + 22m _ 2n+l _ 2m+l + 1, 

from X = (A31IA21IA1) < N 2 and note m < n t 1, we have (A31IA2) < 2n + 
2m+l_l. It follows that 0 :::; A3 :::; 2m+ 1,0:::; A2 < 2n- m and 12m(A2 -A3)1 < 2n. 
Then it can be seen that not more than five modular additions (subtractions) are 
required to solve the modular reduction. 

3. An Algorithm for Modular Reduction 

A proof of the two lemmas in Section 2 can be given in three steps: Firstly we 
present an algorithm which can partially solve the modular operation. Then a 
proof of the correctness of the algorithm is given. Finally, we obtain the incomplete 
solutions (2.5) and (2.6) by analyzing the output of the proposed algorithm. In 
this section we describe the first two steps and the final step is discussed in the 
following sections. 

3.1. A New Algorithm for Partial Evaluation of Modular Operation 
Consider the modular operation Y == X mod N, where the NAF of N is given in 
(2.2). Let X be an n + t-bit integer. The basic idea of the algorithm is as follows. 
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For ith bit of X = an-lan-2 ... aD, i = 0,1, ... , n + t - 1, we introduce a weight 
list h First, the weight lists are initialized as i!i = (ai). 

From (2.2), it follows 

2n+j mod N == s 2ew - 2+j + s 2eW - 3 +j + ... + s 2eo +j J' = 0,1, ... , t - 1. ew -2 e w -3 eo, 
(3.1) 

Then the weight lists i!i, i = 0,1, ... , n + t - 1, are updated based on (3.1) in a 
manner that the final form of the weight lists has the following properties: 

1. Each i!i contains ai and several other ai's or their negatives for i=O,l, ... ,n+ 
t-l. 

2. Let SRi be the sum of all the numbers in the finally updated i!i and be obtained 
one by one in the order that i decreases. Then the value of X mod N is 
decided only by SRo, S£2' ... , S£n_l' In fact, an incomplete solution for the 
modular reduction is 

n-l 
X mod N == L S£i2i. 

i=O 

The process of updating a weight list depends on the distribution of nonzero bits in 
2n mod N. When the jth bit of 2n +i mod N is not a zero, we append the number 
an+i to the weight list i!j. When we finish the updating process with all the nonzero 
bits in 2n +i mod N, and for i = t - 1, t - 2, ... ,1,0, the weight lists are referred 
to as the prepared weight lists. 

The updating of weight lists can be considered as the precomputation part 
of the algorithm, where the value of X is not required. In the second part of the 
algorithm (Main Program), with the prepared weight lists and value of X available, 
we can obtain an incomplete solution to X (mod N) by summing up the terms in 
the weight list i!i sequentially from i = n + t - 1 to ° and viewing the sum as the 
binary coefficient of B at weight position 2i. The algorithm is given below: 

Algorithm 3.1. Partial Evaluation of Modular Reduction 

Part 1. Precomputation: Setup a prepared weight list 
Input: N, 
Output: Prepared weight lists i!o, i!l,"" i!nH-l' 

1. Initialization of weight lists: 
2]: i!j:=(aj), j=O,l, ... ,n+t-l. 
j* Note that aj is a variable here. *j 

2. Obtain the minimal weight SD representation of 2n mod N: 

where n > ew -2 > ew -3 > ... > eo ~ ° and se, E {-I, I}. 
3. Obtain the prepared weight lists: 

For i:=t-1 To 0, Step-1 
For j:= 0 To w - 2 

Append Sej an+i as one element to the weight list i!i+ej 
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Part 2. Main Program 
Input: X and the prepared weight lists CO,C1, ... ,CnH- 1 . 

Output: Incomplete solution Y == X (mod N). 
1. For i: = n + t - 1 To 0, Step -1 

ai:= the sum of all the elements in Ci ; 

2. Y:= ao;d:= 1; 
For i:= 1 To n - 1, 

d:= d x 2; 
Y:= Y +d x ai; 

3.2. A Proof for the Algorithm 

A proof of the correctness of Algorithm 3.1 is given as follows. 

Proof. Let 

n+t-1 
X = L ai2i. 

i=O 

From (2.2) it follows 

n-1 

'" 2i 2n - 1 2n - 2 + 2 + ~ ai = an-1 + an-2 +... a1 ao 
i=O 

an2n mod N == ansew_22ew-2 + ansew_32ew-3 + ... + anseo 2eo 

a 2n + 1 mod N == a S 2ew - 2 + 1 + a S 2ew - 3+ 1 + ... n+1 n+1 ew -2 n+1 ew -3 

+ 2eo+1 an+lSeo 

an+22n+2 mod N == an+2SeW_22ew-2+2 + an+2SeW_32ew-3+2 + ... 
+ an+2seo2eo+2 

373 

a 2n+t-2 od N - 2ew-2+t-2 + 2ew-3+t-2 + n+t-2 m = an+t-2Sew_2 an+t-2Sew_3 ... 

+ an+t_2Seo2eo+t-2 

2n + t - 1 d N - 2ew-2+t-1 + 2ew-3+t-1 + an+t-1 mo = an+t-1Sew_2 an+t-lSew_3 ... 

+ an+t_lSeo2eo+t-l 
(3.2) 

Clearly, if we sum up the above t+ 1 congruences together, the left-hand side of the 
congruence is X mod N. On the other hand, it can be seen that there are totally 
tw + n terms on the right-hand side of the above t + 1 congruences (3.2). Let us 
rewrite these tw + n terms in the following array of t + 1 rows with the column on 
the far left being the indices. Clearly the sum of the tw + n terms is congruent to 
X modulo N. Now we want to reduce the weight of all tw + n terms to 2n - 1 or 
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less. Let us start with the term of the highest weight. 

(-1) : 
(0) : 
(1) : 

(i) : 

(t-2): 
(t-l): 

an _ 12n - 1 

ansew_22ew-2 

an+lsew_22ew-2+1 

an+t_2SeW_22ew-2+t-2 

an+t_lsew_22ew-2+t-l 

a n _22n - 2 

ansew_32ew-3 

an+lsew_32ew-3+1 

an+t_2SeW_32ew-3+t-2 

an+t_lSew_32ew-3+t-l 

ao 
a n s eo 2eo 

an+lseo2eo+l 

a n +t-2Seo 2eo+t - 2 

an+t_12eo 2eo+t - 1 

(3.3) 
Obviously, the term at the bottom-left corner anH_lSew_22ew-2+t-l is of the 

highest weight among the tw + n terms. From Step 3, Part 1 of Algorithm 3.1, it 
can be seen that the prepared weight lists t'ew_2+t-1 = (aew_2H-l,Sew_2anH-l), 

and t'ew_2+t+i = (aew _ 2+t+i), i ~ O. Subsequently, in Step 1 of Main Program, the 
first addition operation is performed and then the value of aew _ 2 H-l is set to be 
the sum. 

(3.4) 

For the purpose of avoiding ambiguousness, we put a prime on the updated coef
ficient aew _ 2 H-l and rewrite (3.4) as follows 

This step is equivalent to removing the term anH_12ew-2+t-l from the array 
(3.3), and updating all the terms with coefficient a ew _ 2+t-l. That is, to change 
the (ew -2 + t - n -1)st row in the array into 

a' 22ew-2-n+t-l + a' 2ew-2+ew-3-n+t-l + ... + 
ew_2+t-l ew_2+t - 1 

a' 2 ew - 2+ e,-n+t-l + a' 2ew-2+eo-n+t-l 
ew_2+t-l eW_2+t-l , 

where a~w_2H-l = a ew _ 2H-l +sew_2an+t-l' Thus, it can be seen that the highest 
weight in the array is now reduced to ew -2 + t - 2. Again, in Step 3, Part 1, it can 
be seen that the prepared weight list 

We first discuss the case of ew -2 > ew -3 + 1. 

if ew -2 > ew -3 + 1, 
if ew -2 = ew -3 + 1, 

1. If ew -2 > ew -3 + 1, then, in Step 1, Part 2, it performs 

It is equivalent to removing an+t_22ew-2+t-2 from the array (3.3) and updat
ing all the terms with coefficient a ew _ 2+t-2 by changing the coefficient into 
a~w_dt-2 = a ew _dt-2 + a n +t-2· When this is done, the highest weight in 
the array (3.3) is reduced to ew -2 + t - 3. 
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2. If ew -2 = ew -3 + 1, in Step 1, Part 2, it performs 

It is equivalent to removing two terms an+t_2Sew_22ew-2H-2 and 
an+t_lSew_32ew-3+t-l from the array (3.3), and updating all the terms with 
coefficient a ew _ 2+t-2 by changing the coefficient into a~W_2+t-2 = a ew _ 2H-2+ 

sew_2anH-2 + sew_3anH-l. When it is done the highest weight in the array 
(3.3) is ew -2 + t - 3. 

Clearly, this removing and updating process does not alter the fact that the 
sum of all the terms in the updating array is congruent to Y modulo N. Then above 
removing and updating process continues until all the terms of weight higher than 
n - 1 have been removed from the array (3.3). Let us divide Step 1, Part 2, into 
two sub-steps as follows: 

1. For i:= n + t - 1 To n, Step -1 
ai:= the sum of all the elements in £i; 

2. For i:= n - 1 To 0, Step -1 
ai:= the sum of all the elements in h 

Then it can be seen that the first sub-step corresponds to the removing job, while 
the second sub-step is responsible for updating the terms of weight lower than 2n 

and summing them up to yield the output Y. Therefore, we have Y is congruent 
to X modulo N, or Y == X mod N. 

Since there may be multiple terms with value of either 1 or -1 at the weight 
position 2i , the finally updated coefficient ai can be out of the proper range of 
{O, I}, where i = n - 1, n - 1, ... ,0. Consequently, the output Y can exceed the 
modulus N or have a negative value. 0 

4. Analysis of Algorithm's Output 

We first consider the special case w = 3. 

4.1. Family of Moduli of Form N = 2n ± 2m ± 1 

Let N be given as in (2.2) for w = 3 and el = m, and X be given in (2.3). Then 
we proceed with Algorithm 3.1 when it takes inputs of Nand X. 

Part 1. Precomputation: preparing the weight lists. 

1. Initialize the weight lists: 

2i : £i := (ai), i = 0, 1, ... ,2n - 1. 

2. Obtain the binary expansion of 2n mod N: 

2 n mod N == sm2m + So, So, Sm E {-I, I}. 
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3. Compute the prepared weight lists: 
It is easy to see that the prepared weight lists are as follows: 

£2n-1 (a2n-l) 

£n+m (an+m ) 
£n+m-l (an+m-l, Sm a2n-l) 
£n+m-2 (an+m-2, Sm a2n-2) 

£n (an' Sm a2n-m) 
£n-l (an-I, Sm a2n-m-l, SOa2n-l) 
£n-2 (an-2, Sm a2n-m-2, soa2n-2) 

£m (am, Sman, soan+m) 
£m-l (am-I, sOan+m-l) 

£0 (ao, soan) 

Part 2. Main Program 
We can divide the first step of Main Program into three sub-steps as fol
lows: 

1. For i:= n + m - 1 To n, Step -1, 
ai:= ai + sman-m+i; 

2. For i:= n - 1 To m, Step -1, 
ai:= ai + sman-m+i; 

3. For i:= n - 1 To 0, Step -1, 
ai:= ai + sOan+i· 

Let 

X A3 II A2 II Al 

(A3 X 2n- m + A 2) x 2n + AI, 

and BI = A3 II A2 and B2 = A 3. Then it can be seen that Step 1 of 

the Main Program performs BI := BI + SmA3 if m < ~. This is 

because, otherwise, say that m = ~, the value of a2n-m would not be 
an original bit of X when performing an := an + Sma2n-m, since it has 
been changed when an+m-l := an+m-l + Sma2n-1 is performed. Similar 
argument applies to the case that m > rr.t-l. Step 2 performs Al := 

Al +sm2m(A2+SmA3) while Step 3 finishes with Al := Al +so(BI +SmA3)' 
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Note the order that each sub-step is performed. Then we have 

X (mod N) Al + sm2m A2 + 2mA3 + SO(A2 + A3 X 2n- m) + SOSm A3 

Al + (sm2m + SO)A2 + (2m + so2n- m + SOSm)A3 

Al + SOBI + sm2mA2 + (2m + sosm)A3 . 

We summarize the results in the following lemma. 

Lemma 4.1. Let N and X be given in (2.2) and (2.3), respectively. Let 

n+1 
w=3 and e l =m<-2-. 

Then the modular operation X (mod N) can be partially solved as follows: 

1. When N = 2n - 2m - 1, 

2. When N = 2n - 2m + 1, 

3. When N = 2n + 2m -1, 

4. When N = 2n + 2m + 1, 

4.2. Family of Moduli of Form 2n ± 2m ± 1, n! 1 ,,;; m ,,;; in 

Let 

N n m n+1 2 
= 2 ± 2 ± 1, -2- ,,;; m ,,;; "3 n , and X,O";; X < N 2 , 

be given in its binary form X = (a2n-Ia2n-2 ... alaoh. Then we proceed with 
Algorithm 3.1 step by step when it takes inputs Nand X. 

1. Initialize the weight lists: 

(ai), i = 0,1, ... , 2n - 1. 
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2. Obtain the prepared weight list: 
It is easy to see that the prepared weight lists are as follows: 

(a2n-i) 

(an+m) 
(an+m-i) .- (an+m-i +Sma2n-i) 
(an+m-2) .- (an+m-2 +Sma2n-2) 

(an) (an +Sma2n-m) 
(an-i) (an-i +Sma2n-m-i +Soa2n-i) 
(an-2) (an-2 +Sma2n-m-2 +Soa2n-2) 

(am) .- (am +Sman +soan+m) 
(am-i) .- (am-i +soan+m-i) 

(ao) .- (ao +soan) 

3. Update and evaluate the list obtained from the previous step: 
The updated weight list is shown in Fig. 1. 

4. Obtain incomplete solution: 
Let 

X A4 II A3 II A2 II Ai 
«A4 x 2n- m + A 3) x 2n- m + A2) x 2n + Ai. (4.1) 

Then from the updated weight list it follows 

X mod N == Ai + 2msm[A2 + Sm(A3 + SmA4)] (4.2) 

+so[A411A311A2 + sm(A411A3 + Sm A4)]. 

We summarize the results in the following lemma. 

Lemma4.2. LetN = 2n-sm2m-so, whereso,sm E {-1,1} and ~ ~ m ~ ~n. 
Let the binary number X, 0 ~ X < N 2, be partitioned and given in (4.1). Then the 
modular operation X (mod N), 0 ~ X < N 2, can be partially solved as follows: 

1. When N = 2n - 2m - 1, 

2. When N = 2n - 2m + 1, 
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3. When N = 2n + 2m - 1, 

4. When N = 2n + 2m + 1, 

4.3. Family of Moduli of Form 2n ± 2m ± 1, 0 < m < n 

Given nand m, we can determine an integer k, 2 ~ k ~ n, such that (k - l)(n
m) < n ~ k(n - m), or 

n n 
--~k<--+1. (4.3) 
n-m n-m 

When k = 2, it follows 0 < m ~ ~, which is the case discussed in Section 4.1. 

When k = 3, we have ~ < m ~ ~ and this case has been discussed in Section 4.2. 

For the general case that 2 ~ k ~ n, we proceed with Algorithm 3.1 step by 
step when it takes inputs of Nand X. 

1. Step 1. Initialize the weight lists: 

(ai), i=0,1, ... ,2n-1. 

2. Step 2. Obtain the prepared weight list: 

(an +rn ) 
(an+rn-I) 
(an +m -2) 

(an) 
(an-I) 
(an-2) 

(am) 
(am-d 

(ao) 

(an+m-I 
.- (an +m -2 

.- (an 
'- (an-I 

(an-2 

.- (am 

.- (am-I 

.- (ao 

+Sma2n-l) 
+Sma2n-2) 

+Sma2n-m) 
+Sma2n-rn-1 
+Sma2n-m-2 

+Sman 

+sOa2n-l) 
+sOa2n-2) 

+soan+rn ) 
+sOan+m-l) 

+soan) 

3. Step 3. Update and evaluate the prepared weight list: 
It is shown in Fig. 2. 
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4. Step 4. Obtain the incomplete solution: 
We partition the binary number X, 0 ~ X < N 2 , as follows: 

X A k+ l II Ak II ... II A3 II A2 II Al 

(( ... (Ak+l x 2n - m + Ak) x 2n - m + '" 
... + A3) x 2n - m + A2) x 2n + AI, 

then it can be seen that the top n rows in Fig. 2 are equivalent to performing 
k+l 

BI = L>~2(Ak+IIIAkll" ·IIA). 
i=2 

And the bottom n rows perform 
k+l 

X (mod N) Al + 2m LS~IAi + SOBI 
i=2 

Then we can summarize the results in Lemma 2.2. 
When the modulus N is given in the NAF, then we have m ~ n - 2 and it 

follows that k ~ ~. It can be seen that the first k + 1 terms on the right-hand 
side of (2.6) are of a binary length no longer than the modulus N, while k - 1 out 
of the last k terms are shorter than N with exception of the term (Ak+lll" ·IIA2 ). 

The results in Lemma 2.1 can be obtained in a similar way by analyzing the 
output of Algorithm 3.1. 

5. Discussions 

In this paper we have proposed closed-form incomplete solutions to modular reduc
tion for a class of moduli. The results can be used to speed up RSA, elliptic curve 
cryptosystems defined over finite fields with odd characters, XTR and GH cryp
tosystems. No evidence has been shown that use of such moduli can compromise 
the security of the systems. 
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Security Analysis of Three 
Oblivious Transfer Protocols 

Gang Yao, Feng Bao and Robert H. Deng 

Abstract. An m out of n oblivious transfer (OT) protocol is a cryptographic 
protocol for a sender to transfer m out of n messages to a receiver such 
that the sender has no idea which m messages are obtained by the receiver 
(receiver security) and at the same time the receiver cannot obtain more than 
m messages (sender security). Three such protocols are proposed in [1], which 
have the advantage that the communication overhead of the protocols is much 
smaller than that of m implementations of a lout of n OT protocol. In this 
paper we give a security analysis of the three protocols. First we show that 
the first protocol cannot guarantee both the sender security and the receiver 
security simultaneously. Next, we point out an obvious security flaw in the 
second protocol which allows the receiver to obtain all the n messages. The 
third protocol is nicely designed to be non-interactive. However, we show that 
the security of the protocol is based on a sort of parallel discrete logarithm 
problem, instead of the discrete logarithm problem as claimed in the paper. 
Using the technique of "generalized birthday attack", the former problem can 
be solved with a computation complexity much smaller than that required to 
solve the discrete logarithm problem. 

1. Introduction 

Oblivious Transfer (OT) protocol is an important primitive in modern cryptogra
phy. Since its introduction by Rabin in 1981 [2], the subject has attracted a lot of 
attentions and has become the basis for realizing a broad class of cryptographic 
protocols [3, 4, 5, 6, 7]. Stadler and Piveteau [3] present a fair blind signature 
scheme using the concept of an OT protocol. Even, et aI., [4] describe a protocol 
for signing contracts which also uses the OT protocol as the basic building block. 
Aiello, et aI., [5] propose a priced oblivious transfer protocol that can protect the 
privacy of customers buying digital goods. Goldreich and Vainish [6] reduce two 
problems of general secure multiparty computation to a variant of the OT prob
lem, and then solve the problems. Crepeau, et al., [7] exploit "committed oblivious 
transfer" to obtain a protocol for private multi-party computation, without making 
the assumption that a specific number or fraction of participants are honest. 
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Rabin's original proposal can be considered as a protocol between two parties, 
Alice and Bob. Alice sends a message to Bob in such a way that: (1) Bob has the 
probability of 1/2 of actually receiving the message and has the probability of 1/2 
of receiving nothing. (2) Alice does not know whether Bob received the message 
but Bob does. 

Various OT protocols have been proposed during the last 20 years, such as 
lout of 2 oblivious transfer, denoted as (i)-OT, lout of n oblivious transfer, 
denoted as (J")-OT, and m out of n (n > m) oblivious transfer, denoted as (~)
~T. Informally, in an (~)-OT, Alice sends n messages to Bob such that Bob can 
receive only m messages while Alice has no knowledge which messages Bob has 
received. 

Till now, OT has been studied in various flavors [7, 8, 9, 10, 11, 12, 13]. 
Crepeau, et al., [7] present an efficient protocol for "committed oblivious trans
fer" to perform OT on committed bits. The protocol, based on the properties 
of error correcting codes, uses bit commitment and (i)-OT as black boxes. Boer 
[8] presents a protocol for oblivious transfer in which the secrecy is protected (al
most) unconditionally and a bit-commitment scheme based on factoring where the 
secrecy is unconditional. Brassard, et al., [9] give formal definitions of oblivious 
transfer based on information-theoretic consideration. Stern [10] presents a new 
and efficient all-or-nothing disclosure of secrets protocol. Cachin, et aI., [11] pro
pose a protocol for OT that is unconditionally secure under the sole assumption 
that the memory size of the receiver is bounded. Naor and Pinkas [12] propose 
a two-round (1 )-OT protocol that is computationally efficient in amortized anal
ysis, that is, one modular exponentiation per invocation. Tzeng [13] presents an 
efficient (string) (I' )-OT protocol for any n 2: 2. He builds his (1 )-OT protocol 
from fundamental cryptographic techniques directly. The privacy of the receiver's 
choice is unconditionally secure and the secrecy of the un-chosen secrets is based 
on hardness of the decisional Diffie-Hellman problem. 

Distributed OT protocols distribute the task of the sender between several 
servers. Security is ensured as long as a limited number of these servers collude. 
Naor and Pinkas [14] identify the important attributes of distributed oblivious 
transfer. Their work describes distributed protocols for oblivious transfer, in which 
the role of the sender is distributed between several servers, and a chooser (e. 
g., receiver) must contact a threshold of these servers in order to run the OT 
protocol. These distributed OT protocols provide information theoretic security, 
and do not require the parties to compute exponentiations or any other kind of 
public key operations. Tzeng [13] also extends his G)-OT protocol to distributed 
OT protocol. 

Very recently, Mu, Zhang and Varadharajan [1] present three novel (~)-OT 
protocols and claim that their protocols demonstrate significant improvement over 
the existing protocols in terms of completeness, robustness and flexibility. In this 
paper, we will give the security analysis to the three protocols. The first protocol 
in [1], called the first MZV (~)-OT protocol in this paper, is an interactive (~)-OT 
protocol. Unfortunately, this protocol cannot guarantee both the sender security 
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and the receiver security simultaneously. The second protocol in [1], denoted as the 
second MZV (~:,)-OT protocol here, is an efficient interactive (~,)-OT protocol but 
has an obvious security flaw which can be exploited by the receiver to obtain all the 
n messages. The third protocol in [1], called the third MZV (~)-OT protocol in this 
paper, is a nicely designed non-interactive (~)-OT protocol. Both the second and 
the third MZV (~)-OT protocols are based on the same key setup scheme which 
is claimed in [1] to be based on the discrete logarithm problem. However, we will 
show in this paper that the security of the key setup scheme is actually based 
on the parallel discrete logarithm problem which is subject to the "generalized 
birthday attack" [17]. 

2. Analysis of the First MZV (~J-OT Protocol 

The first MZV (~)-OT protocol is an interactive protocol making use of generic 
symmetric and asymmetric key cryptographic algorithms. Suppose that Alice has 
n messages M i , i = 1, 2, ... , n, and she wants Bob to receive m of them. Denote 
the symmetric encryption and decryption with respect to a secret key k by Ek 0 
and DkO, respectively, and denote the asymmetric encryption using a public key 
e and the corresponding asymmetric decryption using a private key d by Oe and 
Od, respectively. The first MZV (~)-OT protocol is carried out as follows: 

1. Alice chooses n private/public key pairs (di , ei), i = 1, 2, ... , n, and sends 
all the n public keys to Bob. 

2. Bob chooses m symmetric keys kj, j = 1, 2, ... ,m. He also chooses m public 
keys (e Sj ) from the n public keys received from Alice, where the indices (Sj) 
are known to Bob only. Bob encrypts the symmetric key k j with the public 
key (es ,), j = 1, 2, ... , m, and sends, (kj)esj , j = 1, 2, ... , m, to Alice. 

3. Alice decrypts each of kj = (kj)esj using all n private keys di to get kij = 

(kj) d" and encrypts all messages Mi using kij , i = 1, 2, ... , n, j = 1, 2, 
... , m, respectively. The encrypted messages Gij = Ekij (Mi) are then sent 
to Bob. 

4. Bob decrypts the m received messages using kj, j = 1, 2, ... , m, based on 
the indices of the public key known to him only. 

The description of this protocol as presented in [1] is generic in nature. It 
does not provide the details such as how Bob encrypts the symmetric keys kj and 
how Alice chooses n private/public key pairs (di , ei). In the following subsection, 
we will give the security analysis to this protocol. 

2.1. Discussion on Encrypting the Symmetric Keys k j 

Suppose that Alice and Bob agree on a public key algorithm, say RSA, and a 
symmetric key algorithm, say the Advanced Encryption Standard (AES). 

The lengths of the symmetric key kj, j = 1, 2, ... , m, of the AES are 128 
bits, 192 bits or 256 bits, which are much smaller compared with the modulus size 
of the RSA algorithm. Therefore, when we encrypt this symmetric key using the 



388 Gang Yoo, Feng Boo and Robert H. Deng 

private/public key pair (di , ei), i = 1, 2, ... ,n, of the RSA, we need to pad some 
bits to the symmetric key kj • There are several standards on the padding formats 
for RSA signature and encryption, such as, ANSI X9.31 [15], PKCS #1 V2.0 [16], 
etc. In the protocol, if Bob uses one of these standard to pad the symmetric key, 
Alice will know which message Bob has received at the end of protocol. 

Let N be the modulus in the RSA algorithm and (di , ei), i = 1, 2, ... , n, be 
the RSA private/public key pairs that Alice has chosen. Suppose that Bob uses 
ANSI X9.31 [15] to pad the symmetric key k. We use f-t{-) to denote the padding 
function and a· b to denote the concatenation of a and b. Now, let us go through 
the steps of the first MZV (~,)-OT protocol outlined in the last subsection. 

In step 2, Bob chooses m symmetric keys kj, j = 1, 2, ... , m, and encrypts 
them using m public keys (eSj ) selected from the n public keys ei, i = 1, 2, ... ,n. 
When Bob encrypts kj, he uses the ANSI X9.31 standard to pad the symmetric 
key k j : 

f-t(kj ) = 6B16 . BBBB16 ..... BBBB16 . BA16 . kj . 33GG16 

where ·16 denotes a hexadecimal digit. Then, Bob uses the public key eSj to encrypt 
f-t(kj ) and gets kj: 

kj = (6B16 . BBBB16 ..... BBBB16 . BA16 . k j . 33GG16 )eSj mod N 

After he encrypts all the m keys, he sends the encrypted keys to Alice. In step 3, 
Alice decrypts each encrypted key using all the n private keys di to obtain kij , 
and encrypts all messages using kij , to get the encrypted messages Gij . 

In the above decryption process, when the encrypted key kj is decrypted 
using the right private key dsj , Alice gets a well-formatted message 

f-t(kj ) (6B16 . BBBB16 ..... BBBB16 . BA16 . kj . 33GG16r Sj dSj mod N 

6B16 . BBBB16 ..... BBBB16 . BA16 . kj · 33GG16 mod N 

and then gets the correct key kj; however, when kj is decrypted by the other n - 1 
private keys than ds;, Alice obtains not well-formatted messages with very high 
probabilities. So, Alice knows which key is the correct key by observing whether 
the decrypted message is well formatted or not. As a result, she knows which 
messages Bob will receive. 

If Bob uses other standards to pad the symmetric key k, we can obtain 
similar results as above. Therefore, when Bob encrypts the symmetric key k, it 
is not secure for him to pad the symmetric key k using any well-defined padding 
format such as ANSI X9.31, for Alice can guess which key is the correct key that 
Bob chooses by checking the padding format in the decrypted message. For this 
reason, Bob needs to add random bits for padding when he encrypts the symmetric 
key such that every message that Bob encrypts appears as a random string when 
decrypted by Alice. 
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2.2. Discussion on Choosing the RSA Key Pairs (di , ei) 

Again suppose that Alice and Bob agree on using the RSA algorithm. The protocol 
does not describe how Alice chooses n private/public key pairs (di , ei). From the 
above subsection, every message that Bob encrypts can be regarded as a random 
string. If the key pairs that Alice chooses have the same modulus, then there is a 
way for Bob to get more than m messages from Alice. 

In the first MZV (;:;,)-OT protocol, Alice chooses N, the RSA modulus and 
(di , ei), i = 1, 2, ... , n, the RSA private/public key pairs. She sends the public 
keys to Bob. Bob chooses a random number k and computes 

t = k e,e2 mod N 

Then, Bob chooses other m - 1 keys and encrypts them with eSj which is different 
to el and e2. Bob sends t and the other m - 1 encrypted keys kj, j = 2, 3, ... , m 
to Alice. After Alice obtains the m encrypted keys, she carries out the protocol 
and sends Cij to Bob. From Cij , Bob can get m + 1 messages. 

In fact, when Alice decrypts the encrypted keys, she gets 

t d1 = ke,e2d, = k ez mod N 

Then she forms kll and k12 from k e2 and k e1 , respectively. So, Cll = Ekl1 (Ml ) and 
C12 = Ek,z (M2 ). For Bob also knows k, el and e2, he can compute k ez mod N 
and ke, mod N and get kll and k12 using the same method as Alice used. Then 
Bob has Ml = Dkl1 (Cll ) and M2 = Dk,Z (C12 ). That is, he gets two messages 
using one "encrypted key". So, Bob gets m + 1 instead of m messages. 

Generalized the above technique, Bob can get all n messages by sending one 
"encrypted" key to Alice. He chooses a random number k, computes 

and sends t to Alice. Alice decrypts this "encrypted" key and gets 

t d1 = ke, ... end, = keze3 ... en mod N 

tdz = ke, ... endz = ke,e3· .. en mod N 

She then forms n keys kll' k 12 , ... , kl n from the n decryptions. Alice uses these n 
keys to encrypt n messages, respectively, and sends the n encrypted messages to 
Bob. Since Bob also knows k and el, e2, ... , en, which are the public keys, he can 
get kll' k12 , ... ,kIn. He decrypts all the encrypted messages from Alice to obtain 
all the n messages. For this reason, it is not secure for Alice to choose the RSA 
public key pairs using the same modulus. 

Now, let us consider the situation where Alice chooses the RSA public key 
pairs with different moduli. Without loss of generality, denote the n public keys 
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chosen by Alice as (Ni' ei), i = 1, 2, ... ,n, where 

NI > N2 > ... > N n 

If Bob selects a random key k and encrypts it using the first public key (NI' el), 
then the encrypted key is given by 

k' = k€l mod NI 

If k' is bigger than N 2 , then Alice knows that this encrypted key is encrypted 
using the first public pair, and she knows one message Bob will receive. 

Further, there is a method for Alice to know which messages Bob is interested 
in, but she cannot accomplish the protocol. Alice chooses n "public keys" (Ni' ei), 
i = 1, 2, ... , n, as follows: First Alice chooses n different primes p~, p~, ... ,p~. 
Then she chooses n primes PI, P2, ... ,Pn such that P; divides Pi - 1, i = 1, 2, 
... ,n, and n primes ql, q2, ... , qn. For i = 1, 2, ... ,n, Alice computes 

Ai = 1cm(pi - 1, qi - 1) 

which is the least common multiple of Pi - 1 and qi - 1. At last, Alice computes 

where Ui is the greatest integer such that 2Ui divides Ai. For ei has no inverse 
modulus (p - l)(q - 1), the "public keys" (Ni' ei) are pseudo keys. 

If Bob encrypted a key kj using the i-th public key (Ni' ei), he computes 

k' = (kj)ei = kji mod Ni 

It is easy to see that the order of k' is 2Ui p;. And we can see that the order of the 
encrypted key k' is distinct if Bob encrypts the key k using different public key. 
So, by testing the order of the encrypted key, Alice will know the encrypted key is 
encrypted by which public key, i.e., Alice will know which message Bob is interested 
in. If Alice generates public keys using this method, she can not accomplish the 
protocol for there is no decryption key corresponding to ei. 

2.3. Discussion on Choosing the EIGamal Key Pairs (ai, bi ) 

Suppose that Alice and Bob agree on using the EIGamal algorithm. From the 
above subsection, every message that Bob encrypts can be regarded as a random 
string. In this situation, if the key pairs that Alice chooses have the same system 
parameters, then there is a way for Bob to get more than m messages from Alice. 

Let P and g be the system parameters of the EIGamal algorithm where P is 
a large prime and g is a generator of Z;. In the first MZV (;;, )-OT protocol, Alice 
chooses ai, the private keys, and bi = gai mod p, the corresponding public key, 
i = 1,2, ... , n. Alice sends the public keys to Bob. Bob chooses a symmetric key 
k and random number wand constructs an "encrypted" message as follows: 
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Bob sends (YI, Y2) to Alice. Alice decrypts the encrypted key and gets: 

Y2Yla, = k(b Ib2)wg-a ,w = kb'.f mod P 

Y2Yl a2 = k(b Ib2)wg-a2w = kb'{' mod P 

Then she forms kll and kI2 from kb'2 and kb'l, respectively. Alice encrypts all 
messages using kij . Then she sends Gij to Bob. Since Bob knows k, w, b1 and b2 , 

he also can compute kb'2 mod P and kb'l mod P and get kll and k 12 . Then Bob 
can get two messages, Ml and M 2, using one "encrypted" key (Yl,Y2). So, Bob 
obtains one extra message from Alice. 

Similar to using the RSA algorithm, Bob can get all n messages by sending 
one "encrypted" key to Alice. Bob chooses random numbers k and w, and computes 

and sends them to Alice. Alice decrypts this "encrypted" key and gets 

Y2Yla, = k(b1 ... bn)W g-a,w = k(b2 ... bn)W mod P 

Y2Yla2 = k(b i ... bn)W g-a2w = k(b i b3 ... bn)W mod P 

She then forms n keys k ll , k12 , ... , kIn from these n numbers. Alice uses these n 
keys to encrypt n messages, respectively, and sends them to Bob. For Bob also 
knows k, m, b1 , b2, ... , bn, he can get k ll , k12 , ... , kIn. So Bob can decrypt all the 
encrypted messages from Alice to obtain all the n messages. 

On the other hand, if Alice chooses the public key pairs using different system 
parameters, Alice has a method to know which message Bob is interested in. Alice 
chooses n public keys (Pi, gi, bi ), i = 1, 2, ... , n, as follows: First Alice chooses n 
different primes p~ , p~, ... , p~. Then she chooses n primes PI, P2, ... , Pn, such that 
p~ divides Pi - 1, i = 1, 2, ... , n. At last, she chooses gi in order p~. 

If Bob encrypts a key k using the ith public key pair (Pi, gi, bi ), he computes 

Yl = g't' mod Pi Y2 = kb't' mod Pi 

where w is a random number. It is easy to see that the order of g't' is p~. And we 
can see that the order of the encrypted key Yl is different if Bob encrypts the key 
k by different public key pair. So, Alice will know which message Bob is interested 
in by testing the order of the encrypted key. If Alice generates public key pairs 
using this method, she can accomplish the protocol. This is not like the situation 
when we use the RSA algorithm. 

The above analysis shows that neither RSA nor EIGamal can make the pro
tocol secure. When the system parameters are the same, to prevent Bob get one 
extra message, the encryption scheme needs to satisfy the following condition: 
Bob cannot find two numbers kl and k2, such that (k1)e, = (k2)e2' This is a very 
different problem from the conventional one and hard to fulfill. 
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3. Analysis of the Setup Protocol 

The second and the third MZV (;:J-OT protocol are based on a same key setup 
system. Here, we analyze the setup protocol and show that the security of the setup 
protocol is based on a sort of parallel discrete logarithm, instead of the discrete 
logarithm as claimed in [1]. The setup protocol is built as follows. 

Let p be a large prime number, Z; be a multiplicative group, 9 E Z; be the 
generator of order q = p - 1, and Xi E Z;, i = 1, 2, ... ,n, be a set of integers. For 
simplicity, we omit modulus p in the rest of the presentation in this section. 

The public key setup is done by Bob who selects m private keys Si E Zq and 
then computes Yi = gSi , i = 1, 2, ... ,m, (m < n). Given Xi, the n public keys 
are constructed by using a set of m linear equations with respect to m unknown 
numbers aI, a2, ... , am, 

alXi + a2x; + ... + amxr' = Yi, i = 1,2, ... ,m. 

The corresponding linear equations in a matrix form are as follows: 

Since the determinant of the coefficient matrix is non-zero, the equations have a 
unique solution over the field Zp, 

After Bob gets the unique solution al,"" am, he can calculate other n - m 
"public keys" (their discrete logs are unknown), using the following formula: 

Yj = alXj + ... + amx']', m < j ::; n. 

As a result, he has n public keys {xi,yd7=1' 
Bob shuffles his public keys such that the order is known to himself only and 

publishes the public keys. For convenience, we denote by 1!J the subset of public 
key indices whose associated public key discrete logs are unknown to Bob and by 
1K those known. Denote the shuffled public key set by {xi,yd7=1' 

Let A' be a n x (m + 1) matrix where 

YI ) Y2 

Yn 
The authors give a lemma that to prevent Bob from cheating by pre-selecting all 
{yd7=m+I' the rank of matrix A' must be m + 1. But the lemma is not correct. 

In fact, from the construction of {Xi, yd7=1' we can get that Xi and Yi, i = 
1, 2, ... ,n, satisfy the equation 



Security Analysis of Three Oblivious Transfer Protocols 393 

That is to say that the last column of matrix A' is the linear combination of the 
former m columns of matrix A', so the rank of matrix A' can not be m + l. 

In the following, we discuss how to attack this setup scheme using birthday 
attack. The result of the attack is that: at the end of the setup scheme, Bob gets 
n public keys {xi,ydi=l and knows m + 1 private keys {sd;:11 , not m private 
keys. 

If m = 1, Bob can construct {Xi, Yi}~l and {sdi=l as follows: First, he 
chooses a random number Xl and Sl, ... , Sn. Then he computes al = gSlx11 and 
Xi = gSia11. So he gets n public keys {Xi, ydi=l and knows n private keys {si}i=l' 
not one private key. 

Assuming that m ::::: 2, Bob chooses m + 1 random numbers Xi E z;, i =1, 2, 
... , m + 1. If Bob wants to get m + 1 private keys, he needs to find m + 1 numbers 
Sj E Z;, such that equations 

j = 1,2, ... , m + 1 

have a non-zero solution (aI, a2, ... ,am, -1). For this reason, the determinant of 
coefficients of the equations equals zero, i.e., 

Xl x2 xm g81 
1 1 

X2 x2 xm g8 2 
2 2 detB~det( ; ) ~O 

g8~+1 Xm+1 X;" + 1 X~+I 

Computing this determinant, we can get that Sj E Z;, j = 1,2, ... , m + 1 satisfy 
an equation 

(3.1) 

where 
Ci = (_I)i+m+l det Bi,m+l i = 1,2, ... , m + 1 

here Bi,m+l be the matrix obtained by omitting the ith row and the (m + l)th 
column of B. 

To find a solution of equation (3.1) is still difficult. Wagner [17] studies a 
k-dimensional generalization of the birthday problem: given k lists of l-bit values, 
find some way to choose one element from each list so that the resulting k values 
XOR to zero. He shows a cube-root time algorithm for the case of k = 4 lists, and 
gives an algorithm with sub-exponential running time when k is unrestricted. 

The algorithm of Wagner can also be applied to find a solution of equation 
(3.1). Let the length of prime p be l. We define the list Li as follows: 

Li = {Cig8i [0 :S Si :S p - I} 

For Ci is a non-zero element and 9 is a generator of Z;, list Li is equal to the set Z;. 
Then, to find a solution of equation (3.1) can transfer to the following problem: 

Given m + 1 lists L I , ... ,Lm+1 of elements drawn uniformly and indepen-
dently at random from {1, ... ,p - I}, find Zl E L I , ... , Zm+ 1 E Lm+I such that 
Zl + ... + Zm+1 = 0 mod p. 
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When m = 3, using the algorithm of Wagner, we can find a solution of 
equation (3.1) with 0(21/ 3 ) time and space. In general case, for m > 3, using 
the algorithm of Wagner, we can find a solution of equation (3.1) with O((m + 
1)21/(1+Ig(m+1))) time and space. Especially, when k = 2-11-1, we can find a solution 

of equation (3.1) with 0(22-11) time and 0(v12-11) space. 

4. Analysis of the Second MZV (~J-OT Protocol 

Given the setup protocol, the second MZV (~)-OT Protocol is carried out as 
follows. In the protocol, the public keys {Xi'Yi}~l are generated by Bob, and 
assume that the public keys are shared by Alice and Bob only. 

1. Bob: 
• Chooses m session keys, kj . 

• Encrypts k j : Bob selects a random number Wj ER Zq, j E OC, and 
computes 

The ciphertext is the doublet {rj, kj), which can be decrypted with Yj, 
j E OC. Here, we treat the signature as encryption since the public keys 
are shared by Alice and Bob only. 

• Extends the kj, j E OC, set by adding n - m random numbers (as dum
mies) to those positions whose indices are in lIJ to form k:', i = 1, 2, 
... ,n, which are placed in order. Similarly, extends rj to r:. 

• Sends k:' and r: to Alice. 
2. Alice: 

• Decrypts k:' using all Yi in order, ki = g-k:' y;:r:, to get n "keys". Only 
m of them are correct. 

• Encrypts n messages using ki in order, Ci = Eki (Mi). 
• Sends Ci to Bob. 

3. Bob decrypts m of Ci, and gets Mj = Dkj(Cj ), j ElI{. 

The authors consider this protocol is a (~)-OT protocol. Completeness of 
this protocol is obvious, for if Bob has encrypted the m keys using his correct 
private keys, Alice can correctly decrypt m out of n keys in Step 2, and if Alice 
correctly follows the process, Bob can then correctly decrypt m messages in Step 
3. But Soundness of this protocol is NOT correct, i.e., the conclusion that Bob 
can obtain at most m correct messages is not correct. 

At the end of this protocol, Bob can obtain more than m messages from 
Alice. In fact, he can obtain all the messages from Alice. This is because Bob can 
compute all the keys k i used in Step 2. k i is given by 

-k~' r~ , 
ki=g 'Yj'r j i = 1,2, ... , n 
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In this formula, all the parameters k:', r: and Yi, i = 1, ... , n, are chosen by Bob. 
So Bob can compute ki' i = 1, ... , n, and then he can compute 

i = 1,2, ... , n 

That is to say Bob can obtain all the messages from Alice, i.e., this protocol is not 
a secure (~J-OT protocol. 

5. Conclusion 

Oblivious Transfer protocol is an important cryptographic primitive in modern 
cryptography. (~,)-OT protocols have practical applications in the privacy protec
tion of e-commerce of digital goods. Mu, Zhang and Varadharajan present three 
(~,)-OT protocols, which have the advantage that the communication of the pro
tocols is much smaller than that of m implementations of a ('1 )-OT protocol. In 
this paper, we presented our security analysis to the three protocols. Their first 
protocol employs public key encryption schemes without mentioning the specific 
public key schemes being used. Our analysis showed that neither RSA nor EIGa
mal can make the protocol secure. Their second protocol has an obvious security 
flaw such that the receiver can obtain all the n messages. The third protocol is 
nicely designed to be non-interactive. However, we showed that the security of the 
protocol is based on a sort of parallel discrete logarithm problem. By the technique 
of "generalized birthday attack", the parallel discrete logarithm problem can be 
solved with a computational complexity much smaller than that for solving the 
discrete logarithm problem. 
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An Improved Identification Scheme 

Gang Yao, Guilin Wang and Yong Wang 

Abstract. Kim and Kim recently proposed a new identification scheme based 
on the Gap Diffie-Hellman problem, and proved that their scheme is secure 
against active attacks if the Gap Diffie-Hellman problem is intractable. How
ever, their identification scheme is NOT secure in fact. In this paper, we first 
point out the reason why their scheme is not secure, and then improve their 
scheme such that the modified scheme is secure against active attacks if the 
Gap Diffie-Hellman problem is intractable. 

Keywords. Identification scheme, Weil pairing, Gap-problem. 

1. Introduction 

It is well known that an identification scheme is a very important and useful 
cryptographic tool. It is a method by which a user may prove his or her identity 
to somebody else, without revealing essential knowledge that may be used by 
either an eavesdropper or the recipient to impersonate the user. In such a scheme, 
a prover, P, tries to convince a verifier, V, of his identity. The objectives of an 
identification scheme include the following [6]: 

1. In the case of honest parties P and V, P is able to successfully authenticate 
itself to V, i.e., V will complete the protocol having accepted P's identity. 

2. (transferability) V cannot reuse an identification exchange with P so as to 
successfully impersonate P to a third party C. 

3. (impersonation) The probability is negligible that any party C distinct from 
P, carrying out the protocol and playing the role of P, can cause V to com
plete and accept P's identity. 

These objectives allow a person to identify himself to another person without 
giving any information to the other person. 

In general, an identification scheme is said to be broken if an adversary suc
ceeds in an impersonation attempt (making the verifier accept with non-negligible 
probability). We can classify the type of attacks according to the interaction al
lowed to the adversary before an impersonation attempt [10]. 
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The weakest form of attack is a passive attack, where the adversary is not 
allowed to interact with the system at all before attempting an impersonation; the 
only available information to the adversary is the public key of the prover. 

The strongest form of attack is an active attack, in which the adversary is 
allowed to interact with P several times, posing as V. We may consider active 
attacks as adaptive chosen-cipher text attacks. We should note that active attacks 
are quite feasible in practice. 

Fiat and Shamir [3] proposed an identification scheme based on the factoriza
tion problem in 1986. Their scheme is secure against active attacks if factorization 
is hard. After Fiat-Shamir Identification Scheme is proposed, several practical iden
tification schemes have been proposed, such as Feige-Fiat-Shamir Identification 
Scheme [2], Schnorr Identification Scheme [9], Guillou-Quisquater Identification 
Scheme [4] and Okamoto Identification Scheme [7]. 

Recently, Kim and Kim proposed a new identification scheme based on Gap 
Diffie-Hellman problem in [5]. They also provided security proofs to show that 
their scheme is secure against active attacks if the Gap Diffie-Hellman problem is 
intractable. However, this identification scheme is NOT secure at all. In this paper, 
we first point out the reason why their scheme is not secure, and then propose a 
modified scheme which is secure against active attacks if the Gap Diffie-Hellman 
problem is intractable. 

2. Notions 

In this section, we formally state the definition of security and the basic notions 
used in the paper. We use the same notions used in [5]. 

2.1. Notions of Security 

If 8 is a probability space, then [8] denotes the set of elements in this space 
that occur with non-zero probability, and Prs[e] denotes the probability that 8 
associates with the element e. If 8 is any probability space, then x+-8 denotes 
the algorithm which assigns to x an element randomly selected according to 8. The 
notation Pr[p(x1,x2, ... )\X1 +- 81;X2 +- 82 ; .. ,] denotes the probability that the 
predicate p(X1' X2"") will be true after the ordered execution of the algorithms 
Xl +- 8 1 , X2 +- 82 , .... 

In addition, we use the same conventions in [2]: P represents an honest prover 
who follows its designated protocol, 15 does a polynomial-time cheater. V repre
sents a valid verifier who follows the designated protocol, V does an arbitrary 
polynomial-time algorithm which may try to extract additional information from 
P. (P, V) represents the execution of the two party protocol where P is the prover 
and V is the verifier. 

In general, an identification scheme (Q, P, V) consists of a probabilistic poly
nomial time algorithm Q, and two probabilistic polynomial-time interactive algo
rithms P and V with the following properties [10, 2]: 
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1. The algorithm g is a key generation algorithm. It takes a string of the form 1 k 

as input, and outputs a pair of string (1, S). k is called a security parameter, 
1 is called a public key, and S is called a secret key. 

2. P receives as input the pair (1, S) and V receives as input 1. After an inter
active execution of P and V, V outputs either a 1 (indicating "accept") or a 
o (indicating "reject"). For a given 1 and S, the output of V at the end of 
this interaction is a probability space which is denoted by (P(1, S), V(1). 

3. A valid prover should always be able to succeed in convincing the verifier. 
Formally speaking, for all k and for all (1, S) E [g(l k)], (P(I, S), V(1) = 1 
with probability l. 

An adversary (15, V) is a pair of probabilistic polynomial-time interactive al
gorithms. For given key pair (I, S), we denote by (15(1, S), V(1) the string h output 
by V after interacting with 15 several times. The string h (called a "help string") 
is used as input to 15 who attempts to convince V. We denote by (15(h), V(1) the 
output of V after interacting with 15(h). 

An identification scheme (g, P, V) is secure against active attacks if for all 
adversaries (15, V), for all constants c> 0, and for all sufficiently large k, 

[ I (1, S) +- g(l k)j 1 
Pr (T = 1 h +- ('F!.(I, S2, V(I»j 

(T +- (P(h), V(1) 

2.2. The Gap Diffie-Hellman Problem 

Okamoto and Pointcheval [8] define a new class of problems, called the Gap
problem. Let f : {O, 1}* x {O, 1}* --+ {O, I} and R : {O, 1}* x {O, 1}* x {O, 1}* --+ {O, I} 
be any relation. 

• The inverting problem of f is, given x, to compute any y such as f(x, y) = 1 
if it exists, or to answer Fail. 

• The R-decision problem of f is, given (x, y), to decide whether R(J, x, y) = 1 
or not. Here y may be the null string, .1. 

The R-gap problem of f is to solve the inverting problem of f with the help 
of the oracle of the R-decision problem of f. 

Okamoto and Pointcheval [8] claim that the DH problems are the typical 
instance of the Gap problem. Let G be any group of prime order q. 

• The C-DH problem: given a triple of G elements (g, ga, l), find the element 
C = gab. 

• The D-DH problem: given a quadruple of G elements (g,ga,l,gc), decide 
whether c = ab mod q or not. 

• The G-DH problem: given a triple of G elements (g, ga, l), find the element 
C = gab with the help of a D-DH oracle (which answers whether a given 
quadruple is a DH quadruple or not). 
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Now we formally define groups in which the Weil pairing works using notions 
defined above. Let G be a cyclic group of a prime order with an arbitrary generator. 
For any polynomial-time probabilistic algorithm A: 

• G is said to be aT-breakable D-DH group if the D-DH problem can be 
computed on G by A whose running time is bounded by T. 

• A is said to (t, E)-break C-DH problem in G if the C-DH problem can be 
solved by A whose running time is bounded by t, the success probability 
SuccG(A) ::::: E. 

• G is said to be a (T, t, E)-G-DH group if it is aT-breakable D-DH group and 
no algorithm (t, E)-breaks C-DH on it. 

2.3. Well Pairing 

We can make use of any bilinear map on an elliptic curve to construct a group G 
in which the C-DH problem is intractable, but the D-DH problem is tractable. In 
particular, we make use of the Weil pairing among bilinear maps. 

Let E be a elliptic curve over a base field K and let G I and G 2 be two cyclic 
groups of order q for some large prime p. The Weil pairing [11] is defined by a 
bilinear map e, 

e : G I x G I -> G 2 , 

where G I corresponds to the additive group of points of E / K, and G 2 corresponds 
to the multiplicative group of an extension field k of K. 

Let P, Q E G I . The Weil pairing e has the following properties: 

1. Identity: For all P E G I , e(P, P) = 1. 
2. Alternation: For all P,Q E G I , e(P,Q) = e(Q,p)-I. 
3. Bilinearity: For all P, Q, R E G I , e(P+Q, R) = e(P, R) 'e(Q, R) and e(P, Q+ 

R) = e(P, Q) . e(P, R). 
4. Non-degeneracy: If e(P, Q) = 1 for all Q E G I , then P = 0, where 0 is a 

point at infinity. 

In addition to these properties, we have an efficient algorithm to compute e(P, Q) 
for all P, Q E G I. 

3. Original Scheme and Our Attack 

Let the modified Weil pairing be e(P, Q) = e(P, ¢>( Q)), where ¢> is an automorphism 
on the group of points of E. As noted in [1], the existence of the bilinear map e 
implies (1) DLP in G I can be reduced to DLP in G 2 , (2) C-DH problem in G I is 
still hard even though D-DH in G I is easy. 

In [5], for a security parameter k, the generation of a pair of secret and public 
parameters and the actions of the scheme are described as follows. 

Key generation. On input k, the key generation algorithm 9 works as follows: 

1. Generates two cyclic groups G I and G 2 of order m for some large prime p 
and a bilinear map e : G I x G I -> G 2 . 

2. Generates an arbitrary generator P E G I . 
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3. Chooses randomly a,b,c E Z;;' and computes v = e(p,p)abc. 
4. The public parameter is Pub = (G I ,G2,P,aP,bP,cP,e,v), and the secret 

parameter is Sec = (a, b, c). And then publishes them. 

Protocol actions between P and V. The identification scheme includes several 
rounds, and each of these rounds is performed as follows: 

1. P chooses TI, T2, T3 E Z;;' at random, computes x = e(P, PY' T2 T3, QI = TIP, 
Q2 = T2 P , and Q3 = T3P, and sends (x, QI, Q2, Q3) to V. 

2. V picks W E Z;;' at random, and sends W to P. 
3. P computes y = e(wP, p)abc . e(P, Py'T2T3 and sends y to V; V accepts if 

y = VW • x, and rejects otherwise. 

The Base of Security. The proof of security is based on the intractability of the G
DR problem. Let Z be a probability space consisting of the uniform distribution 
over all integers in Z;;'. Let G be a probability space consisting of the uniform 
distribution over all elements of the form nP =f. 0 E G I , where n E Z. The 
Gap Diffie-Hellman Intractability Assumption is defined as the following: Given 
C = e(P, p)abc E G 2 , for all polynomial-time probabilistic algorithm A, for all 
constant c > 0, and for all sufficiently large k, 

Pr[C _ C/I x f- Z,xP E G; y f- Z,yP E G; z f- Z,zP E G; ] < k-C. 
- C' f- A(e, xP, yP, ZP) 

This identification scheme is NOT secure at all. In fact, any adversary can 
impersonate a prover P, provided he knows P's public key. 

Attacking the Scheme. Suppose that an adversary C knows the public key Pub = 
(GI , G 2 , P, aP, bP, cP, e, v) of a prover P. Then C can impersonate P as follows: 

1. C chooses TI,T2,T3 E Z;;' at random, computes x = e(P,PY'T2T3, QI = TIP, 
Q2 = T2 P , and Q3 = T3P, and sends (x, QI, Q2, Q3) to V. 

2. V picks wE Z;;' at random, and sends w to C. 
3. For C knows v, a parameter in the public key, x, a value chosen by himself, 

w, a value get from V, C can computes y = VW . x. Then he sends y to V; V 
accepts for he can verify that y = VW . x. 

4. Modified Scheme 

For the identification scheme proposed in [5] is not secure at all, we modified the 
scheme as follows. 

Key generation. The key generation algorithm 9 is same to the algorithm in the 
original scheme. 

Protocol actions between P and V. Identification scheme includes several rounds, 
each of these is performed as follows: 

1. P chooses TI,T2,T3 E Z;;' at random, computes x = e(p,py,T2T3, QI = TIP, 
Q2 = T2 P , and Q3 = T3P, and sends (X,QI,Q2,Q3) to v. 

2. V picks WE Z;;' at random and computes R = wP, and sends R to P. 
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3. P computes Q = abcR+rlr2r3P and sends to V; V accepts if e(Q, P) = v'" ·x, 
and rejects otherwise. 

Security Proof. Now, we first state the security of the modified scheme as follows: 

Theorem 4.1. Under the Gap Diffie-Hellman intractability assumption, the modi
fied identification scheme on (7, t, E) -G-DH groups is secure against active attacks. 

To prove Theorem 4.1, it is good enough to show that any adversary I who 
succeeds in impersonating with non-negligible probability can be reduced into a 
polynomial-time probabilistic algorithm A that (7, t, E)-breaks C-DH problem with 
non-negligible probability. This is proved in Lemma 4.2. 

Firstly, to construct such an adversary 1= (p, V), we associate the adversary 
with the following polynomials: 

• Tv(k): a time bound required for V to run the protocol once with P including 
P's computing time. 

• Nv(k): an iteration bound for V to run the protocol with P. 
• Toff(k): an off-line time bound for V to spend other than running the protocol 

with P. 
• Tp(k): a time bound for P to run the protocol with V. 

Then, for a given public parameter Pub and "help string" h, let 

Pr[(P(h), V(Pub)) = 1] = c(h, Pub), 

where the probability is taken over the coin tosses of P and V. Since we assume 
that the adversary succeeds in breaking the protocol, there must exist polynomial 
Ih and II2 such that, for sufficiently large k, 

[ 1 I (Sec, Pub) +- 9(1 k); 1 1 
Pr c(h, Pub) 2: II2(k) h +- (P(Sec, Pub), V(Pub)) 2: IIl(k)" 

Lemma 4.2. Assume that there exists an adversary I as above. Then there exists a 
polynomial-time probabilistic algorithm A that (t, E)-breaks C-DH problem, whose 
running time 7 is defined by 

O((Nv(k)Tv(k) + Tp(k))II2(k) + TOff(k)) 

and for a valid C-DH value C, the success probability E is bounded by 

Pr[C=C'1 X+-Z,X-:EG; y+-Z,yPEG; Z+-Z,zPEG;] >II1(k)-1/16. 
C' +- A(e, xP, yP, zP) -

Proof (sketch): First Let E denote an elliptic curve over a field K, with E[m] its 
group of m-torsion points. Let <I> be a natural map in the modified Weil pairing. 
Throughout this paper, the underlying probability space consists of the random 
choice of input x, y, z E Z;", and P ER E(K) and the coin tosses of the algorithm. 
As a proving method, rather than constructing the algorithm A in toto, we will 
increasingly construct A in series of "phases". 

Phase 1. In the first phase, we generate a public parameter Pub = (P, aP, bP) 
with the corresponding secret parameter Sec = (a, b). This phase takes as input 
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P, aP, bP, runs in the expected time O(Nv(k)Tv(k)Ih(k) + Toff(k)); and outputs 
Xi, where Xi == a-y{ mod m, f =I (m - 1) mod m, and ,i E Z;" is picked 
randomly by A, and h is a "help string". In addition, we know 

1. Pr[c(h,Pub);::: Ih(k)-l];::: II1(k)-1, 
2. the distribution of <I>(Xi ) is uniform and independent of that of (h, Pub). 

This stage runs as follows: We choose ,i E Z;", 1 :::; i :::; IZ;" 1 - 1 at random 
and compute Xi == a,l mod m. With the help of D-DH oracle, we can eas
ily verify that (aP,,1 P) is a valid DH value. We then simulate the interaction 
(15(-, Pub), V(Pub)). 

To simulate the interaction, we employ a zero-knowledge simulation technique 
[10]. We then modify the identification protocol as the following: 

I. 15 chooses Wi, rl, r2 E Z;" at random, computes x = e(aP"f P)W' .e(P, Py'T2, 
Ql = rIP' Q2 = r2P, and sends (x, Ql, Q2) to V. 

II. V chooses wE Z;" at random and computes R = wP, then sends R to p. 
III. On receiving R, 15 checks e(R, P) = e((Xiwl + wo)P, P). If Wi ¥ wo, we go 

back to step I. Otherwise, 15 computes Q = a,l XiwIP+rlr2P and sends to V. 
When the adversary completes the protocol, we outputs the "help string" h that 
V outputs, along with Xi. 

In this step, the distribution of C is uniformly distributed in G 2 , and its 
distribution is independent of every variable other than in the adversary's view 
up to that point, and is also independent of the hidden variable Wi. Therefore, 
up to this point, this simulation is perfect, and furthermore, the probability that 
Wo = Wi is 1/IZ;"I. If Wo = Wi, then 

vW . x = e(aP"f P)W . e(aP"f P)W' . e(P, Py'T2 = e(P, p)a'Y{ (W+W')+TIT2, 

e(Q,P) = e(p,p)a.·y{Xi wl+TlT2. 

For e(R, P) = e((Xiwl + wo)P, P), we have e(Q, P) = vW . x = C. 
Moreover, C reveals no information of <I>(Qd, <I>(Q2), and <I>(Sec), and the 

distribution of <I>(y) is uniform and independent of <I>(Sec). From the above result, 
the expected value of the total number of iteration rounds is IZ;"I· Nv(k). 
Phase 2. This phase takes as input h, Pub, and output from Phase 1, and runs 
in time O(Tp(k)II2(k)). It outputs Failor Success according to success outputs Z 
such that Z == a,l == ab mod m, since e(P, P)Z = e(P, p)a'Y{ = e(P, p)ab, where 
f ¥ (m -1) mod m. The probability of success, given that c(h, Pub) ;::: II2 (k)-1, 
is at least 1/2. For the sake of convenience, let c = c(h, Pub), and assume f ;::: 

II2 (k)-1. 
This stage runs as follows: First run (P(h), V(Pub)) up to iII2(k)l times, or 

until V accepts. If V accepts, let 

e(Q,P) = e(ZwP+rlr2 P,P) = e(wP,p)ze(p,py,T2 

= e(wP, Ptbe(P, ppT2 = vW . x 
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be the accepting conversation. Fixing the coin tosses of p, run the interaction 
again up to i3II2(k)l, or until V accepts again with a challenge w" ;f. w mod m. 
In this case, let Xj == a,I mod m. If V accepts this challenge, then we have 
another accepting conversation 

e(Q', P) = e(Zw" P + rlr2 P, P) = e(w" P, P)z e(P, pr,r2 

= e(w" P, p)abe(p, pr,r2 = vuJ • x, 

where Z == a,! mod m, Z == a,I mod m, and wa,! == w" a,I mod m. There
fore, we can easily calculate f = log2,c w - log2,c w". 

fi f1 

We analyze this phase using a variant of a truncated execution tree as em-
ployed in [10, 2]. The analysis is similar to the proof in [5]. We can get that: for two 
accepting conversations, the probability that the above procedure succeeds is at 
least (1- exp-l)2 / 4. Thus, the probability that one of seven experiments succeeds 
is at least 1/2. 

Phase 3. This phase takes as input, the output Xi from Phase I, and the value Z 
from Phase 2. When Phase 2 succeeded, the probability that it solves the C-DH 
problem is 1/2. Similar to the proof in [5], we can get that: for sufficiently large k, 
the overall success probability of the algorithm A is at least III (k) -1 /4. 

Phase 4. This phase repeatedly executes Phase 1 to Phase 3 to solve the C-DH 
problem, e(P, pyc, where x == ab mod m. If phases from 1 to 3 succeed, this 
phase must succeed with the above probability. 

Phase 5. If Phase 4 succeeds with given probability, it is equivalent to solving the 
C-DH problem e(P, Pyc = e(P, p)abc with probability 

Pr[G = G'] = II l (k)-1/16. 

This completes the proof of Lemma 4.2. o 
Therefore, we conclude that the modified identification scheme satisfies the 

requirement of security. 

5. Conclusion 

In this paper, we first pointed out that an identification scheme proposed by Kim 
and Kim [5] is not secure indeed. In fact, any adversary can impersonate a prover 
P, provided he knows P's public key. After that, we proposed an improved scheme 
which is also based on the G-DH problem using the Wei I pairing, and proved that 
the improved scheme is secure against active attacks. 
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novel way of addressing resource allocation 
and pricing in a compact framework is 
made possible by the use of powerful 
resource abstraction techniques. 
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Applications of Software Agent 
Technology in the Health Care Domain 

2003. 212 pages. Softcover. 
ISBN 3-7643-2662-X 

This volume contains a collection of papers 
that provides a unique. novel and 
up-to-date overview of how software 
agents technology is b4!ing applied in very 
diverse problems in health care. ranging 
from community care to management of 
organ transplants. It also provides an 
introductory survey that highlights the main 
issues to b4! taken into account when 
deploying agEnts in the health care area. 



Edited by 
ehemiavski. J.e. , National Science Foundation, Washington, USA 

Progress in Computer Science and Applied Logic is a series that 
focuses on scientific work of interest to both logicians and computer 
scientists. Thus applications of mathematical logic to computer 
science as well as applications of computer science to mathematical 
logic will be topics of interest. An additional area of interest is the 
foundations of computer science. The series (previously known as 
Progress in Computer Science) publishes research monographs, gra
duate texts, polished lectures from seminars and lecture series, and 
proceedings of focused conferences in the above fields of interest. 
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Cryptographic Applications of Analytic Number 
Theory 
Complexity Lower Bounds and Pseudorandomness 

2002. 420 pages. Hardcover 
ISBN 3-7643-6654·0 

The book introduces new ways of using analytic number 
theory in cryptography and related areas. such as 
complexity theory and pseudorandom number generation. 

Key topics and features: 
- various lower bounds on the complexity of some number 
theoretic and cryptographic problems, associated with 
classical schemes such as RSA, Diffie-Hellman, DSA as well 
as with relatively new schemes like XTR and NTRU 

- a series of very recent results about cenain imponant 
characteristics (period, distribution, linear complexity) of 
several commonly used pseudorandom number generators, 
such as the RSA generator, Blum-Blum·Shub generator, 
Naor-Reingold generator, inversive generator, and others 
- one of the principal tools is bounds of exponential sums, 
which are combined with other number theoretic methods 
such as lattice reduction and sieving 

- a number of open problems of different level of difficulty 
and proposals for funher research 

- an extensive and up-to·date bibliography 

Cryptographers and number theorists will find this book 
useful. The former can learn about new number theoretic 
techniques which have proved to be invaluable 
cryptographic tools, the latter about new challenging areas 
of applications of their skills. 
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Automata Theory and its Applications 

2001. 448 pages. Hardcover 
ISBN 0-8176-4207-2 

Automata Theory and its Applications is a uniform 
treatment of the theory of finite state machines on finite 
and infinite strings and trees. Many books deal with 
automata on finite strings, but there are very few 
expositions that prove the fundamental results of automata 
on infinite strings and trees. These results have imponant 
applications to modeling parallel computation and 
concurrency, the specification and verification of sequential 
and concurrent programs, databases, operating systems, 
computational complexity, and decision methods in logic 
and algebra. Thus, this textbook fills an imponant gap in 
the literature by exposing early fundamental results in 
automata theory and its applications. 

Beginning with coverage of all standard fundamental 
results regarding finite automata, the book deals in great 
detail with Biichi and Rabin automata and their 
applications to various logical theories such as S, Sand 
S2S, and describes game-theoretic models of concurrent 
operating and communication systems. 

The book is self-contained with numerous examples, 
illustrations, exercises, and is suitable for a !Wo-semester 
undergraduate course for computer science or mathematics 
majors, or for a one-semester graduate course/seminar. 
Since no advanced mathematical background is required, 
the text is also useful for self-study by computer science 
professionals who wish to understand the foundations of 
modern formal approaches to software development, 
validation, and verification. 
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